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DIGITALIZATION OF FORENSIC EXAMINATION:
IMPACT ON THE QUALITY OF EVIDENCE
AND PROCEDURAL RISKS

This article provides a comprehensive analysis of the impact of digitalization on the quality of proof
in criminal cases, with a focus on procedural risks that may arise in this process from the perspective
of forensic expertology. The article also substantiates a classification of the principles of digitalization
of forensic examination as specific (private) theories that may be applied both to the general procedure
of expert research and to particular types of forensic examinations. The study examines the legal and
criminalistic significance of digital trace analysis within forensic practice, paying special attention to the
mechanisms of their formation, their evidentiary value, as well as issues related to the classification of
digital traces and information carriers as objects of forensic examination.

Special attention is given to the problems of algorithmization and digitalization of forensic methods,
including the use of artificial intelligence and neural networks. It is demonstrated that the introduction
of digital technologies leads to significant changes in traditional approaches to the development of
expert methodologies and, while influencing the quality of proof, may also become a source of certain
procedural risks.

The scientific significance of the study lies in the theoretical rethinking of the evidentiary status of
expert conclusions in the context of the digitalization of forensic examination, as well as in its contribu-
tion to the development of specific theories of forensic expertology. The practical significance of the
research consists in the possibility of applying the obtained results to improve the legal regulation of fo-
rensic expert activity, develop expert methodologies, and reduce procedural risks arising in the conduct
of digital forensic examinations.

Keywords: forensic examination, digitalization, expert opinion, quality of proof, procedural risks,
proofs.
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CoT capanTtamacbliH UMQPAAHABIPY: ADAEAAEYAIH, canacbiHa bIKMNAAbI
)K9He NMPOoLLEeCCYAAAbIK TOyeKeAAep

ATaAFaH MakaAaAa CoOT capanTamacbiHblH, 3KCMEPTOAOTUSCbl TYPFbICbIHAH KbIAMBICTBIK, iCTep
6oViblHLLIA ADAEAAEYAIH CanacbiHa LM PAAHABIPYAbIH, bIKMAAbl KELLIEHAT TYPAE 3EPTTEAIN, OCbl YAEpIC
GapbiCbIHAA TYbIHAQYbI MYMKIH MPOLECCYaAAbIK, Toyekeapepre 6aca Hasap ayAapblAaabl. COHbIMEH
KaTap, COT capanTamacbiH LM(PAAHABIPY KaFWMAATTapblH >KaAMbl capanTamaAblkK, 3epTTey paciMiHe
A€, COT CcapanTamacblHbiH >XEKeAereH TypAepiHe Ae KOAAaHyFa GOAaTbiH Aepbec TeopusAap peTiHAe
XKIKTEYAIH HEri3AeMeci YCbiHbIAaAbl. 3epTTeyAe COT-CapanTamMaAblK, MpakThka LeH6epiHAe UMQPAbIK,
iI3AEPAI  3epTTeyAiH KYKbBIKTbIK >KOHE KPUMMHAAMCTUKAABIK, MaHbI3bl KApacCTblpblAaAbl. Ocipece
OAQPAbIH, KaAbINTACy TETIKTEpiHe, ASAEAAEMEAIK KYLUiHe, COHAaM-aK, LMQPAbIK i3Aep MeH aknapat
TaCbIMaAAQFbILITAPAbI COT CapanTaMacbiHbiH 06bEKTIAEpi peTiHAE XXIKTeY MoCeAeAepiHe epekiue Hasap
ayAapblAaAbl.

3eptTey 6GapbiCblHAQ COT-CapanTamMaAblk, SAICTEPAI AATOPUTMAEHAIPY >KoHe UMppAaHABIPY
npo6AemMaAapbliHa, COHbIH ilIHAE >KaCaHAbl MHTEAAEKT MeH HEeMPOHADBIK >KEAIAepAi KOAAAHY
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Digitalization of forensic examination: impact on the quality of evidence and procedural risks

AEri ABCTYPAI TOCiAAEpPre eAeyAi e3repictep oKeAeTiHi, ADAEAAEYAIH, canacbiHa bIKMAA eTe OTbIPbIr,
GeAriAi 6ip NpoLeccyarAblK, TOYEKEAAEPAIH TybiHAAYbIHa cebern GOAYbl MyMKIH eKeHi KepCeTiAeAl.

3epTTeyAiH FbIAbIMM MaHbI3AbIAbIFbI COT CapanTaMacbiH UM PAAHABIPY >KaFAaiblHAQ capanilbl KO-
PbITbIHABICHIHBIH, ADAEAAEMEAIK MOPTEOECIH TEOPHSABIK, TYPFbIAAH KaiTa NarbiIMAAQYMEH >KoHe COT-Ca-
parTamaAbIK, KCMepTOAOIMSHbIH AePOEC TEOPUSAAPBIH AAMbITyFa KOCKAH YAECIMEH aiKbIHAAAAAbI. AA
MPaKTUKAAbIK, MAaHbI3ABIAbIFbI AAbIHFAH HOTUXKEAEPAT COT-CapanTaMaAbIK KbI3BMETTi KYKbIKTbIK, peTTeyA|
JKETIAAIPYAE, capanTaMaAblk, 9AICTEMEAEPAT 83ipAeyAe XKaHe UMPABIK COT caparnTamaAapbiH XXYpPrisy
Ke3iHAE TYbIHAQWTbIH MPOLLECCYaAAbIK, TOYEKEAAEPAT TOMEHAETYAE KOAAQHY MYMKIHAITIMEH cunaTTa-
AAAblI.

Ty#iH ce3aep: COT capanTamachl, LMPAAHABIPY, caparilbl KOPbITbIHABIChI, ADAEAAEYAIH canachl,
MPOLIECCYAAAbIK, TOYEKEAAED, ADAEAAEMEAED.
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LincppoBusaumsa cyae6HOM 3KCNepTU3bl: BAUSIHWE
Ha KayecTBO AOKa3aTeAbCTB M MPOLLEeCCyaAbHble PUCKM

B AaHHOM cTaTbe NPOBOAMTCS KOMIMAEKCHOE MCCAEAOBaHME BAUSHUS LMPOBM3aLIMM Ha KaueCTBO
AOKa3bIBAHWNS B YTOAOBHbIX A€AaX, C aKLLEHTOM Ha MPOLLeCCYaAbHble PUCKM, KOTOPbIE MOTYT BO3HUKHYTb
B 3TOM MpOLIECCe, C TOUKM 3peHust cyaebHon akcnepToaorum. CTaTbs Tak)ke 060CHOBbIBAeT KAacCUu-
KaumMio NPUHLMINOB UM pPOBM3aLIMM CyAeOHOM 3KCNepTu3bl Kak YacTHbIX TEOPUI, KOTOPble MOTryT ObITb
NpUMeHeHbl Kak K 06LLel NpoLeAype 3KCNepTHOrO MCCAEAOBaHMS, Tak 1 K creumnryeckim BUAAM Cy-
Ae6HbIX 3KCnepTn3. B AaHHOM paboTe paccMaTpyBaeTCsl MPaBOBOE U KPUMUHAAMCTUYECKOE 3HaueHue
MCCAEAOBaAHUS LM(POBbIX CAEAOB B PamMKax CyAeBHO-3KCepTHOM npakTukn. Ocoboe BHUMaHME yAe-
ASIETCSI MEXaHM3MaM MX CO3AAHMS, MX AOKA3aTEAbCTBEHHOI CHMAE, @ Takke NpobAeMam Kaaccudmkaumm
LUMPOBbIX CAEAOB U MH(POPMALIMOHHBIX HOCUTEAEN B KauecTBe 06bEKTOB CyAeOHOM IKCMepTH3bl.

B nccaep0BaHMM 0C060€ BHUMAHME YAEASETCS MPOBGAEMAM aArOPUTMM3ALMM U LMPOBU3ALIMM CY-
AE6HO-3KCMEPTHBIX METOAOB, BKAIOYAs MPUMEHEHME MCKYCCTBEHHOTO MHTEAAEKTA M HEMPOHHbIX CETEN.
Noka3aHo, UYTO BHeAPEHUE LUMMPOBLIX TEXHOAOTMI BAEUET CYLLECTBEHHbIE U3MEHEHUS TPAAMLMOHHBIX
MOAXOAOB K pa3paboTke 3KCMePTHbIX METOAMK M, OKa3blBasi BAMSIHME Ha KayeCTBO AOKasblBaHWS, MO-
XKET CTaTb UCTOUHMKOM OMNPEAEAEHHbIX MPOLECCYaAbHbIX PUCKOB.

HayyHast 3HaUMMOCTb MCCAEAOBAHUSI OMPEAEASIETCS TEOPETUUECKMM MEPEOCMbICAEHMEM AOKa3a-
TEAbCTBEHHOIO CTaTyca 3aKAIOUEeHMsl IKCMepTa B YCAOBUSX LUMGPOBM3ALIMM CYAEOHOIM 3KCNepTusbl 1
BKAQAOM B Pa3BUTME YACTHbIX TEOPUIN CYAEBHOM aKcnepToAorMu. MpakTuueckas 3HaUMMOCTb 3aKAKO-
YaeTcs B BO3MOXXHOCTU MCMOAb30BAHMS MOAYUYEHHbIX PE3YAbTATOB MPU COBEPLLIEHCTBOBAHMM MPaBOBO-
ro peryAMpoBaHus CyAeOHO-3KCNEPTHON AEATEALHOCTU, pa3paboTKe IKCMEPTHbIX METOAMK M CHUXKEe-
HUK MPOLLECCYAAbHbIX PUCKOB, BO3HMKAIOLLMX MPU MPOBEAEHUM LUMPPOBbIX CYAEBHbIX 3KCMEPTUS.

KatoueBble croBa: cyaebHas akcrnepTnsa, umMcpoBM3aLms, 3aKAl0UYEeHUe IKCNepTa, KauyecTBO AO-
KasblBaHus, MPoLEeCcCyaAbHble PUCKM, AOKA3aTEAbCTBA.

Introduction

The rapid development of digital technologies
is fundamentally transforming criminal justice. Fo-
rensic examination, as a cornerstone of evidence
and well-reasoned decision-making, is experienc-
ing these changes with particular intensity. At the
beginning of the twenty-first century, digitalization
has permeated all areas of forensic activity, reshap-
ing both the nature of the objects under examination
and the approaches to their analysis. This process
generates not only new opportunities, but also sig-
nificant risks for the evidentiary process.
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Digital traces generated by the operation of in-
formation systems are becoming a primary source of
evidentiary information. Electronic data, event logs,
network logs, multimedia records, and information
from cloud storage systems are increasingly used
to establish the factual circumstances of criminal
cases. This undoubtedly expands the capabilities of
forensic examination in terms of the completeness
and accuracy of event reconstruction, while also
stimulating the development of automated forensic
methods.

Nevertheless, the digitalization of forensic sci-
ence is associated with serious procedural challeng-
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es. The volatility of digital traces, the complexity of
their seizure, preservation, and transmission, as well
as dependence on specialized hardware and soft-
ware, pose risks to data integrity, lead to procedural
violations, and complicate the verification of expert
conclusions. Additional difficulties arise when deal-
ing with cross-border electronic data, given differ-
ences in national legal frameworks and the growing
reliance on algorithmic and intelligent analytical
methods, including machine learning.

In this context, the need for a scholarly analysis
of the impact of digitalization on the quality of evi-
dence and the admissibility of expert conclusions is
growing. The absence of unified approaches to the
evaluation of digital traces, insufficient legal regula-
tion of the use of algorithmic methods, and the lack
of a clear definition of expert powers may lead to a
reduction in the evidentiary value of expert opinions
and an increase in procedural risks, including the
possibility of their being challenged in court.

In the first quarter of the twenty-first century,
against the backdrop of the rapid growth of comput-
er and cybercrime, information and communication
technologies have become an integral element of
the mechanism underlying the commission of most
crimes. Under these conditions, traditional analog
methods of recording traces of criminal activity are
gradually losing their significance, giving way to
electronic forms of representation. This transforma-
tion has led to the emergence of fundamentally new
objects of forensic examination — digital traces.

Initially, this process was characteristic primar-
ily of forensic computer-technical examinations.
However, the transition of image and sound record-
ing processes into the digital environment has re-
sulted in the inevitable integration of phonoscopic,
video-technical, and photo-technical examinations
into the digital domain, the further development of
which outside digital technologies has become vir-
tually impossible.

At the present stage, digital objects have as-
sumed a stable position in most other categories and
types of forensic examinations, including finger-
print, portrait, linguistic, economic, as well as fo-
rensic technical examinations of documents, among
others. This development has led to a substantial
transformation of the object composition of forensic
examination and has given rise to a complex set of
theoretical, legal, and organizational issues related
to the detection, examination, evaluation, and pro-
cedural use of digital traces in criminal proceedings.

In order to achieve a comprehensive and sys-
tematic understanding of these issues, the concept

of a new special theory — the theory of the digitali-
zation of forensic expert activity — has been formu-
lated. Its primary purpose is to substantiate scientific
and methodological approaches to the examination
of digital objects, to define the legal boundaries of
their use in the process of proof, and to determine
the place of the digitalization of forensic exami-
nation within the system of special theories of the
general theory of forensic expertology (Rossinskaya
E.R., 2022, p.345). The development of this theory
contributes to the formation of a coherent scientific
approach to digital traces and to the elaboration of
unified principles for assessing the evidentiary value
of expert conclusions obtained through the use of
digital technologies.

Accordingly, the present article is aimed at a
comprehensive analysis of the digitalization of fo-
rensic examination as a factor that, on the one hand,
enhances the evidentiary potential of expert re-
search, and, on the other hand, generates new proce-
dural risks. Particular attention is paid to assessing
the impact of digital technologies on the quality of
evidence, the transformation of expert methodolo-
gies, and the identification of key procedural threats
arising in the handling of digital traces. Consider-
ation of these issues is of fundamental importance
for the further development of forensic expertol-
ogy, the improvement of expert practice, and the
obecnieuenue of efficiency and fairness in criminal
justice under conditions of digital transformation.

Literature review

In recent years, the issues surrounding the digi-
talization of criminalistics and forensic expert ac-
tivity have been extensively developed in scholarly
research, driven by changes in the nature of crime
and the widespread implementation of information
and communication technologies. One of the cen-
tral directions of academic inquiry in this field has
been the formation and further development of the
concept of digital traces, which are considered an
independent object of criminalistic analysis and fo-
rensic examination.

A significant place in contemporary academic
discourse is occupied by the theory of information
and computer support for criminalistic activity, com-
prehensively presented in a collective monograph
edited by E. R. Rossinskaya (Rossinskaya E.R.,
2022, p.416). Within the framework of this concept,
digital technologies are interpreted not merely as
auxiliary technical tools, but as a system-forming
component of criminalistic activity that influences
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its organizational foundations, methodology, and
the overall effectiveness of crime investigation.

The methodological basis for understanding the
technical nature of digital objects is formed by the
works of both domestic and foreign researchers in
the field of computer systems and network technolo-
gies, in particular the studies by A. Tanenbaum and
T. Austin (Tanenbaum & Austin, 2013, p.808), as
well as by J. Kurose and K. Ross (Kurose & Ross,
2016, p.912), which elucidate the fundamental prin-
ciples underlying the operation of modern informa-
tion systems.

The current stage in the development of forensic
expertology is characterized by the active introduc-
tion of artificial intelligence and machine learning
technologies, which is reflected in both theoretical
developments and applied research. In particular,
E. R. Rossinskaya analyzes the prospects and limi-
tations of using neural networks in forensic expert
practice, emphasizing issues of interpretability, re-
producibility, and procedural verifiability of the re-
sults obtained. These positions are further corrobo-
rated by foreign scholarly works, including studies
by P. Giverts, K. Sorokina, and V. Fedorenko (Gi-
verts and et all., 2022), which demonstrate the po-
tential of applying Siamese neural networks in the
comparative examination of firing pin marks, as well
as by foundational works on statistical learning that
reveal the principles of operation of machine learn-
ing algorithms, including random forest methods.

The analysis of scholarly sources indicates that
issues related to the digitalization of forensic exami-
nation are predominantly addressed in a fragmented
manner — through the prism of studies on digital
traces, information and computer support, and the
implementation of artificial intelligence technolo-
gies. At the same time, a comprehensive approach to
assessing the impact of digitalization on the eviden-
tiary value of expert conclusions and the associated
procedural risks remains insufficiently developed.
This gap underscores the need for further research
within the framework of the formation and advance-
ment of a special theory of the digitalization of fo-
rensic expert activity.

Materials and methods

The methodological foundation of the study
is formed by the system-based expertological ap-
proach, within which the digitalization of forensic
expert activity is considered as a set of interrelated
processes influencing the evidentiary value of expert
conclusions and the emergence of procedural risks
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in criminal proceedings. The application of this ap-
proach made it possible to determine the place of
the digitalization of forensic examination within the
structure of forensic expertology and the system of
evidentiary law.

The study employed the formal-legal method
and logical-legal analysis, through which the pro-
visions of criminal procedural legislation govern-
ing the appointment, conduct, and evaluation of fo-
rensic examinations involving digital technologies
were examined. This made it possible to identify
gaps and conflicts in legal regulation that may affect
the admissibility, reliability, and evidentiary weight
of expert conclusions.

Criminalistic and expert analysis was applied in
the examination of digital traces as objects of foren-
sic expertise, including their characteristics, modes
of formation, and the specifics of expert examina-
tion, as well as in identifying factors affecting the
stability and reproducibility of expert findings. To
assess the consequences of the algorithmization of
expert methodologies and the introduction of arti-
ficial intelligence technologies, a method of expert
and model risk analysis was employed, enabling the
identification of potential procedural threats arising
in the process of proof.

The empirical basis of the study consisted of
materials from judicial and expert practice, meth-
odological guidelines, and scholarly publications.
Their synthesis and systematization ensured the sub-
stantiation of the conclusions regarding the impact
of the digitalization of forensic examination on the
quality of evidence and justified the need to improve
legal and methodological regulation in this field.

Discussion and results

The use of computer technology and informa-
tion systems in the commission of various catego-
ries of crimes, in accordance with the general law
of reflection, has led to the formation of a specific
mechanism of trace formation determined by the
processes of generation, processing, storage, and
transmission of digital information. Unlike tradi-
tional mechanisms of trace formation, this process
is indirect in nature and is realized through the func-
tioning of hardware and software components of
computing systems.

As noted by A. Tanenbaum, a digital computer
is a technical device designed to solve tasks through
the sequential execution of formalized commands
(Tanenbaum & Austin, 2013, p.634). At the basic
level, the architecture of computer systems is based
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on a limited set of elementary instructions imple-
mented in the form of machine code, which is ex-
ecuted by the central processing unit and, as a rule,
is not directly perceptible to humans. Such an ar-
chitecture rests on a digital logic level formed by a
set of logic elements that perform basic operations
on binary signals represented by the values “0” and
“1”. At subsequent architectural levels, comprising
a large number of such elements, functional units of
computing systems are created, enabling the imple-
mentation of complex computational and informa-
tion processes.

The transmission of digital data is carried out
through the physical transfer of bit streams in the
form of electrical, electromagnetic, or optical sig-
nals within local and global computer networks,
including the Internet. The transformation and in-
terpretation of such information are possible exclu-
sively through the use of specialized hardware and
software tools that convert digital signals into forms
accessible to human perception — textual, visual, or
auditory.

These features predetermine the material na-
ture of digital traces, as they are objectively fixed
on physical media and components of computing
systems, including logic circuits, microchips, and
data storage devices. By their nature, digital traces
belong to technological traces and are comparable
to traces resulting from the use of tools and instru-
ments, since their emergence is directly related to
the functioning of computer and information tech-
nologies.

At the same time, digital traces are characterized
by a high degree of volatility and a multi-layered
storage system, which objectively precludes their
proper detection, documentation, seizure, and ex-
amination without the use of specialized informa-
tion technologies. Any unauthorized or unqualified
interference with the digital environment may lead
to the modification, loss, or distortion of the data it
contains, which is of fundamental importance for
ensuring the authenticity, reliability, and procedural
admissibility of evidentiary information (Rossins-
kaya & Ryadovsky, 2019, p.6).

The processes of digital trace formation vary
depending on the type of information carrier. Thus,
under electronic storage methods, data are fixed on
solid-state drives that use flash memory, including
USB devices and SSDs, the operation of which is
based on the retention of electric charge in semicon-
ductor microcircuits. Within the electromagnetic
mechanism of trace formation, information is re-
corded on magnetic media, such as hard disk drives

and magnetic tapes. The optical mechanism of trace
formation is realized, inter alia, through the record-
ing of data on optical discs by means of laser radia-
tion. At the same time, regardless of the physical na-
ture of the signals used for the storage, processing,
and transmission of information, their functioning is
based on digital technologies, which necessitates a
unified theoretical approach to understanding digital
traces within the system of forensic expertology.

A logical continuation of the above is the con-
clusion that there is a need to develop specialized
methodological and procedural tools for the exami-
nation of digital traces, as well as to elaborate cri-
teria for assessing the evidentiary value of expert
conclusions formed on the basis of digital object
analysis.

The set of tasks addressed by forensic examina-
tions conducted in the study of digital traces largely
coincides with those of forensic computer-technical
examination. The subject matter of such studies
comprises factual data and circumstances reflect-
ing the regularities of the formation, functioning,
and use of computer tools and systems that ensure
the application of information technologies (Ros-
sinskaya, 2022, p.134). The establishment of these
circumstances is carried out within criminal, civil,
and administrative proceedings through the involve-
ment of specialized knowledge in the fields of pro-
gramming and algorithmic processes, electronics
and electrical engineering, information systems and
technologies, radio communication systems, com-
puter technology, and automated systems.

Within the structure of forensic computer-tech-
nical examination, several independent subtypes are
traditionally distinguished, each oriented toward the
examination of specific categories of digital objects
and the corresponding traces. Thus, forensic hard-
ware—computer examination is aimed at studying
the features of operation and functioning of hard-
ware components of computer systems that serve
as material carriers of digital information. Within
this subtype of examination, personal computers,
peripheral devices, network equipment, embedded
and integrated systems, as well as individual techni-
cal components relevant to the establishment of case
circumstances, are analyzed.

Forensic software—computer examination fo-
cuses on the study of software and encompasses the
set of digital traces generated by the functioning of
software tools, the results of their operation, and the
characteristics of software products. In particular,
this type of examination addresses issues related to
the identification of malicious functionality, indica-
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tors of counterfeit software, and facts of unauthor-
ized modification of program code.

Of particular significance is forensic informa-
tion and computer examination of data, the subject
matter of which includes the search, recovery, and
analysis of information created by users or gener-
ated by automated processes, including as a result
of malicious software activity. The information ob-
tained through such examinations makes it possible
to establish facts characterizing the event of the of-
fense, the mechanism of its commission, and the in-
volvement of specific individuals.

Forensic computer network examination is
based on the analysis of the functional purpose of
computer and telecommunication tools that ensure
network-based information interaction. Through
this type of examination, digital data circulating and
stored within the network environment are identi-
fied and examined, including files of unlawful con-
tent, electronic correspondence, messages in social
networks and messengers, as well as other forms of
network interaction that have evidentiary value.

Taken together, the aforementioned types of
forensic computer-technical examinations form the
methodological foundation for the study of digital
traces. At the same time, the continuous expansion
of the range of digital objects and the increasing
complexity of information processes objectively
require the development of a unified theoretical ap-
proach to their analysis. This, in turn, underscores
the relevance of developing a special theory of the
digitalization of forensic expert activity and the
need to reconsider the evidentiary value of expert
conclusions based on the examination of digital data
(Gavrilin Yu., 2021).

In conducting many types of forensic examina-
tions, already at the initial stage of research the ex-
pert is confronted with the task of detecting traces
whose identification is impossible without the use
of specialized technical and instrumental means.
This feature is most pronounced when working with
digital traces, since their existence and content are,
as a rule, not apparent without the use of specialized
software and hardware. Under modern conditions,
effective examination of such objects requires from
the expert not only traditional specialized knowl-
edge but also advanced training in the field of infor-
mation technologies.

For certain types of forensic examinations, such
a transformation of qualification requirements oc-
curred relatively long ago. Thus, in phonoscopic,
video-technical, and photo-technical examinations,
the objects of study have for more than two decades
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been predominantly presented in digital form (Semi-
kalenova, 2019, p. 213). This circumstance has led
to the development of integrated expert methodolo-
gies and the formation of interdisciplinary compe-
tencies among specialists, enabling them to work in-
dependently with digital objects without involving
experts of other profiles.

At the same time, this situation is mainly char-
acteristic of cases where digital objects are stored
on autonomous information carriers. If, however,
digital traces are located within distributed informa-
tion systems, server resources, or cloud infrastruc-
tures, their detection and seizure require specialized
knowledge and skills pertaining to the field of foren-
sic computer-technical examination. In such situa-
tions, the independent extraction of digital data by
an expert of another specialization becomes either
difficult or procedurally impermissible.

Similar problems also arise in so-called “tradi-
tional” types of forensic examinations that were not
previously oriented toward working with digital ob-
jects. A representative example is forensic account-
ing examination, within which the expert is often
required to identify and seize accounting documents
stored in computer systems and effectively consti-
tuting digital traces. Since working with digital data
does not fall within the professional competence of
an economist-expert, the initial stage of such exami-
nations requires the involvement of a specialist in
forensic computer-technical examination (Rossins-
kaya & Usov, 2001, p. 287).

The task of such a specialist is to establish the
origin of accounting data sets, determine whether
they were generated by legitimate software or cre-
ated by other means, and ensure the correct and un-
altered copying of the required data.

Even where an expert in forensic accounting pos-
sesses certain skills in working with computer tech-
nologies, they are not authorized to independently
carry out the seizure of digital traces, since such
actions fall outside the scope of their professional
competence. This delineation of powers necessi-
tates interdisciplinary cooperation among specialists
from different forensic domains and highlights the
need for normative regulation of complex forensic
examinations, as well as for revising qualification
requirements for experts in the context of the digita-
lization of forensic expert activity.

It should be noted that, when examining objects
classified as digital traces, a forensic expert must
have an understanding of the technological meth-
ods for extracting forensically significant informa-
tion recorded in digital form. At the same time, the
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expert is required to assess not only the substantive
characteristics of such objects, but also their proce-
dural admissibility, technical suitability, and suffi-
ciency for conducting a forensic examination and for
formulating a scientifically grounded, reproducible,
and verifiable conclusion. Of particular importance
is the expert’s ability to determine whether the re-
quirements for the preservation of digital data have
been observed and whether any interference capable
of affecting their integrity and reliability has been
excluded.

These circumstances indicate that the examina-
tion of digital traces cannot be carried out exclu-
sively through the application of traditional expert
methodologies (Savitsky, 2021, p.62). On the con-
trary, work with digital objects requires a substantial
renewal of forensic expert methods, their adaptation
to the specific features of the digital environment,
and the implementation of modern technological so-
lutions. As a result, a new stage in the development
of expert technologies is emerging, characterized by
the algorithmization of research procedures, the use
of specialized software, and the increasing impor-
tance of interdisciplinary knowledge.

These processes have a direct impact on the
evidentiary value of expert conclusions, since the
reliability and procedural admissibility of expert
findings largely depend on the correctness of the
detection, documentation, and analysis of digital
traces. In the context of the digitalization of foren-
sic expert activity, this necessitates a revision of
requirements for expert methodologies, an expan-
sion of experts’ professional competencies, and the
development of unified standards for working with
digital objects in order to minimize procedural risks
and ensure an appropriate quality of proof.

The regularities of information and computer
support for forensic expert activity, as well as the
processes of informatization and computerization of
forensic examination — including the introduction of
modern information technologies, the creation and
improvement of specialized information systems,
and the use of special-purpose information and tele-
communication networks -are justifiably regarded
as fundamental provisions of forensic expertology.
Their significance lies in the fact that they determine
not only the level of technical equipment of expert
activity, but also the direction of development of
methods, forms, and organizational models for con-
ducting forensic examinations.

The proliferation of digital traces as specific
carriers of investigative and evidentiary informa-
tion has become an additional stimulus for the ac-

tive development of processes of algorithmization
and digitalization of forensic expert methods and
methodologies. In contemporary conditions, digital
technologies are used not merely as auxiliary tools,
but as instruments that directly influence the logic of
expert cognition, the sequence of research actions,
and the ways in which the results obtained are in-
terpreted.

The further development of these processes is
associated with the introduction of automated and
intelligent data processing and analysis systems,
which entails the formalization of expert proce-
dures, the translation of certain stages of examina-
tion into algorithmic form, and the use of artificial
intelligence technologies. At the same time, such
a transformation of expert methodologies requires
comprehensive theoretical analysis of their compli-
ance with the requirements of scientific validity, re-
producibility, and procedural verifiability, since it is
precisely these factors that determine the evidentia-
ry value of expert conclusions and the admissibility
of their use in judicial proceedings.

In this regard, the algorithmization and digita-
lization of forensic expert activity are viewed not
only as a natural stage of technological progress, but
also as a factor capable of generating new procedur-
al risks. This, in turn, necessitates the development
of scientifically grounded approaches to their iden-
tification and minimization within the framework of
forensic expertology (Hastie and et all, 2009: 596).

Digitalization significantly expands the so-
called “evidentiary space” by incorporating digital
traces such as event logs, metadata, network arti-
facts, application data, and cloud service records.
Unlike most traditional traces, digital objects often
contain a detailed temporal and event-based struc-
ture, including timestamps, sequences of actions,
and correlations between devices and user accounts.
When properly extracted and documented, these
characteristics make it possible to enhance the com-
pleteness of event reconstruction and to ensure a
higher degree of logical coherence within the evi-
dentiary framework.

In European practice, the digitalization of fo-
rensic examination is developing not as a simple
modernization of technical tools, but as a profound
transformation of the system of proof, within which
electronic data have become a stable — and in many
cases key — element of investigation and judicial
proceedings. This conclusion is supported by institu-
tional statistics and analytical materials produced by
European bodies. According to Eurojust data, there
has been a steady increase in the workload related to
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cross-border crime: in 2024, the Agency handled ap-
proximately 13,000 cases, while the overall volume
of work over the past five years increased by more
than 60 percent. Cybercrime consistently remains
among the priority areas of activity —in 2023 alone,
Eurojust processed over 500 cybercrime-related
cases, more than half of which constituted new re-
ferrals. These figures indicate that digital traces and
electronic data have effectively become a universal
resource for investigation and proof across a wide
range of offenses, particularly in cases involving a
cross-border element.

The growing significance of electronic evidence
is also confirmed by specialized European reviews
dedicated to the handling of electronic data. The
joint SIRIUS EU Electronic Evidence Situation Re-
port (Europol-Eurojust-EJN) explicitly points to
the increasing dependence of criminal investiga-
tions on electronic evidence, while simultaneously
emphasizing the persistent difficulties associated
with its acquisition in a cross-border context. These
include differences in procedural rules, timeframes
for executing requests, specific features of interac-
tion with service providers, and jurisdictional con-
flicts. In practical terms, this means that as the share
of digital data in the evidentiary base continues to
grow, the quality of proofis increasingly determined
by how correctly the extraction, preservation, veri-
fiability, and documentation of the origin of elec-
tronic information are ensured.

From the perspective of evidentiary quality, the
digital environment possesses a number of clear ad-
vantages. Digital traces are characterized by a high
degree of informational richness: metadata, event
logs, network activity data, as well as records of user
interaction with devices and services, make it pos-
sible to reconstruct factual circumstances, time inter-
vals, and sequences of actions in considerable detail.
In addition, digital technologies potentially ensure
the reproducibility of expert analysis: where forensic
imaging and verification procedures are properly ob-
served, it becomes possible to re-examine an identical
dataset and to verify the expert’s conclusions.

However, it is precisely at this stage that the first
group of procedural risks emerges. Digital objects
are highly volatile and may be affected by updates,
synchronization processes, deletion, recoding, and
dependence on specific software and hardware con-
figurations. In this regard, the evidentiary value of
digital data directly depends on the ability of the
expert or the authorized party to ensure traceability
of the data’s origin and effective control over its im-
mutability.
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The scale of digital threats and the volume of
processed data are clearly reflected in pan-Europe-
an cyber risk assessments. Thus, the ENISA Threat
Landscape 2024 report analyzes thousands of re-
corded incidents and highlights the predominance
of threats to information availability, as well as the
sustained prevalence of ransomware attacks and
data-related offenses within the Member States of
the European Union. The increasing number of inci-
dents and the growing volume of digital information
objectively raise the likelihood of errors in the col-
lection and interpretation of digital traces and, con-
sequently, increase the risk of procedural challenges
to the results of forensic examinations.

The second group of risks is associated with is-
sues of admissibility and evidentiary weight (admis-
sibility/weight) of electronic data in the context of
cross-border proceedings. European legal doctrine
and law-enforcement practice proceed from the
premise that the use of evidence obtained in the ter-
ritory of one State in judicial proceedings of another
EU Member State is permissible only where trans-
parent and predictable procedures, as well as ade-
quate guarantees of a fair trial, are ensured. In the
work by Garamvdlgyi, Ligeti, Ondrejova, and von
Galen (EUCRIM), it is substantiated that the grow-
ing number of cross-border investigations elevates
the problem of admissibility of evidence collected
outside national jurisdiction to a key issue, both in
terms of the effectiveness of criminal prosecution
and the protection of the rights of procedural par-
ticipants.

In the field of digital evidence, this problem be-
comes particularly acute, since electronic data are
often stored by service providers located in other
jurisdictions, are subject to different regimes of data
retention and disclosure, and are accessed through
procedures that are not always harmonized in terms
of requirements and time limits. Analytical materials
produced by SIRIUS point precisely to this “zone of
tension”: the dependence of criminal investigations
on electronic data is increasing, while cross-border
cooperation in obtaining such data continues to be
accompanied by significant difficulties.

The third group of risks arises from the algorith-
mization of expert methodologies and the introduc-
tion of artificial intelligence technologies, which
significantly increase the requirements for the veri-
fiability of expert conclusions (Chesnokova and et
all, 2023, p.65). European law — enforcement and
judicial authorities note that the widespread use of
encryption and “privacy-by-default” concepts ob-
jectively complicates access to data and stimulates
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reliance on automated analytical tools. At the same
time, this intensifies the risk of the “black box™ ef-
fect and errors in the interpretation of results.

In parallel, a regulatory framework of the Eu-
ropean Union is being formed: scholarly research
actively discusses the relationship between the fo-
rensic application of Al and the provisions of the Al
Act, including the regime of “high-risk” systems de-
pending on the subjects and conditions of their use.
For forensic examination, this means that the appli-
cation of neural networks and other machine-learn-
ing models must be accompanied not only by the
presentation of final results, but also by disclosure of
the limitations of the methods used, the conditions
of their applicability, mechanisms for version con-
trol, reproducibility, and the sources of model risks.
Otherwise, procedural opponents are provided with
substantial grounds for challenging the evidentiary
value of expert conclusions.

Finally, the European scholarly tradition in the
study of digital evidence is closely linked to the
legal frameworks for combating cybercrime. The
works of Marco Gercke (Germany), directly con-
nected with the practice of the Council of Europe
and the Budapest Convention, emphasize the key
role of electronic data in the investigation of cyber-
crime and the necessity of harmonizing procedures
for their acquisition. Significant importance is also
attached to the Anglo-European doctrine of digital
investigations: Ian Walden (United Kingdom) con-
sistently analyzes the legal and technological as-
pects of computer crime and digital investigations,
providing valuable theoretical foundations for defin-
ing procedural requirements governing the handling
of electronic evidence.

Taken together, the analysis of statistical data
and doctrinal sources in Europe demonstrates the
dual nature of the impact of the digitalization of fo-
rensic examination. On the one hand, the introduc-
tion of digital technologies contributes to improving
the quality of evidence through greater informa-
tional detail, the ability to trace actions within the
digital environment, and the potential reproducibil-
ity of expert analysis. On the other hand, digitaliza-
tion gives rise to a stable set of procedural risks, in-
cluding challenges to the admissibility of electronic
evidence due to violations in extraction and docu-
mentation procedures, procedural conflicts in cross-
border investigations, difficulties in accessing data
held by service providers, as well as methodological
and “model-related” risks associated with the use of
artificial intelligence technologies. In this context,
the digital transformation of forensic examination

requires not only the implementation of technologi-
cal solutions, but also the development of forensic
methodology, particularly with regard to the valida-
tion and standardization of expert methods, the clar-
ification of experts’ competencies and procedural
roles, and the harmonization of procedures for han-
dling electronic evidence at the level of legal regula-
tion and European cooperative practice.

A representative example can be found in Euro-
pean judicial practice. In one case involving corrup-
tion and money laundering, heard by a court of an
EU Member State, electronic logs of network trans-
actions reconstructed by experts through the corre-
lation of file metadata stored on distributed server
resources played a key evidentiary role (Belkin &
Rossinskaya, 1993, p.147). The absence of proper
documentation of hash values of data images at the
initial stage of the investigation served as grounds
for the defense to challenge part of the evidence.
The court noted that failure to comply with digital
forensic procedures reduced the evidentiary value of
the materials presented (EU Criminal Case Review,
2023, § 57) (https://eur-lex.europa.eu/EN). This
case clearly demonstrates how procedural violations
in handling digital traces can adversely affect the
quality of evidence.

Similar issues have been identified in cases in-
volving the dissemination of child sexual abuse ma-
terial through messaging services in one of the Eu-
ropean Union Member States. Expert examination
of messages and network logs made it possible to es-
tablish not only the content of communications, but
also the presumed location of the devices used. At
the same time, the defense questioned the methodol-
ogy used to obtain data from cloud storage, point-
ing to a possible violation of the principle of “data
sovereignty.” As a result, the court was required to
request additional confirmation that the procedure
complied with personal data protection legislation,
which led to the suspension of the proceedings and
the initiation of additional checks (Transnational
Cybercrime Proceedings, 2022). This example un-
derscores that, in the absence of reliable procedural
mechanisms, electronic evidence may not only com-
plicate the process of proof, but also lead to signifi-
cant delays in judicial proceedings.

Particular attention in European academic dis-
course and law-enforcement practice is devoted to
the relationship between digital evidence and guar-
antees of human rights protection. According to data
from the European Union Agency for Fundamental
Rights (FRA), in a number of cases issues concern-
ing the lawfulness of law-enforcement access to
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data — taking into account the requirements of the
GDPR and national personal data protection legis-
lation — have led either to the exclusion of certain
evidence or to the inclusion in judicial decisions of
specific instructions emphasizing the need to main-
tain a balance between the effectiveness of criminal
investigations and the protection of suspects’ rights
(FRA, 2022) (https://fra.europa.eu/en). This circum-
stance increases the burden on forensic experts, as
they are required not only to conduct technically
sound analyses, but also to substantiate the lawful-
ness of data acquisition and demonstrate compli-
ance with applicable legal safeguards.

Conclusion

The conducted study allows us to assert that the
digitalization of forensic examination represents an
objective and irreversible stage of development that
exerts a multifaceted impact on the system of proof
in criminal proceedings. The active implementation
of digital technologies, the widespread proliferation
of digital traces, and the use of algorithmized expert
methodologies lead to a profound transformation of
both the substance of forensic expert activity and the
role and evidentiary significance of expert conclusions.

On the one hand, digital transformation possess-
es substantial potential for improving the quality of
the evidentiary base. Digital traces are characterized
by a high degree of informational capacity and cre-
ate conditions for a more accurate reconstruction of
the circumstances of a crime, the establishment of
temporal, spatial, and causal relationships, and the
reproducibility of expert examinations, provided
that proper procedures for data extraction, preser-
vation, and analysis are observed. The application
of algorithmized methods and specialized software
contributes to the standardization of expert proce-
dures, reduces the influence of subjective factors,
and enhances the scientific validity of expert con-
clusions.

At the same time, digitalization generates a
stable set of procedural risks that directly affect
the admissibility, reliability, and evaluation of evi-
dence. Among the most significant risks are the high
volatility of digital traces, the dependence of their
content on technical and software environments,
difficulties in ensuring data integrity and maintain-
ing an uninterrupted chain of custody, as well as
the vulnerability of procedures for the seizure and
documentation of digital information. Particular im-
portance is attached to issues of cross-border access
to electronic data, differences in legal regimes gov-
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erning their acquisition and storage, and the need
for strict compliance with personal data protection
requirements and human rights guarantees.

An additional source of procedural threats is as-
sociated with the expanding use of algorithmized
and intelligent analytical methods, including artifi-
cial intelligence and neural network technologies.
Despite their high analytical effectiveness, such
tools are characterized by limited interpretability,
susceptibility to model-related risks, and depen-
dence on the quality of training datasets. In the ab-
sence of transparent mechanisms for validation and
procedural oversight, this may lead to a reduction in
the evidentiary value of expert conclusions and their
successful challenge in judicial proceedings.

European statistics and law-enforcement prac-
tice indicate that electronic evidence has already
assumed a central role in the investigation and adju-
dication of criminal cases, particularly in the fields
of cybercrime and cross-border criminal activity.
At the same time, it is precisely in these categories
of cases that problems of admissibility of digital
evidence, delineation of expert competencies, and
compliance of applied methodologies with proce-
dural law requirements are most clearly manifested.

Under these conditions, the digitalization of
forensic examination requires not only technologi-
cal progress, but also comprehensive scientific and
regulatory support. Improving the quality of evi-
dence is possible only if forensic methodologies for
the examination of digital traces are further refined,
procedures for their extraction and preservation are
unified, interdisciplinary competencies of experts
are developed, and the use of algorithmized and in-
telligent technologies is clearly regulated at the pro-
cedural level. Only under such an approach can the
digital transformation of forensic examination fulfill
its core function — contributing to the establishment
of truth in a case without creating additional proce-
dural risks or diminishing the level of guarantees of
fair and adversarial judicial proceedings.

Authors’ Contributions

S.B. Bakyt: Conceptualization;, Methodology, In-
vestigation, Writing — Original Draft. G.T. Alayeva:
Data Curation; Formal Analysis;, Visualization;
Writing — Review & Editing. A.K.Zhanibekov. Vali-
dation; Legal Analysis; Writing — Review & Editing;
Resources. E.E. Juchnevicius: Supervision; Proj-
ect Administration;; Writing — Review & Editing.
B.S.Rakhmetulina: Legal Analysis;, Writing — Re-
view & Editing



S.B. Bakyt et al.

JIutepatypa

Benkun, A. P., & Poccunckast, E. P. (1993). KBS for criminology and forensic expertise. B Proceedings of the European Con-
gress on Artificial Intelligence and Knowledge Representation (Kennistechnologie’93) (c. 147-149). Amcrepram.

EBpormeiickoe areHTcTBO 10 0cHOBHBIM mpaBaM (FRA). (2022). Fundamental rights and criminal justice in the digital age.
https://fra.europa.eu/en/publication/2022/fundamental-rights-criminal-justice-digital-age

INaBpunum, 1O. B., & 'acnapsn, I'. 3. (2021). Paccredosanue xuwenuii OeHeHCHbIX CpeoCma, COBEPUEHHBIX ¢ UCNONb308ANHUEM
ungopmayuonnsvlx bankosckux mexnoaoeui (yaed. mocobue). Mockaa: ITpocmexr.

T'usepre, I1., Copokuna, K., & ®enopenko, B. (2022). Examination of the possibility to use Siamese networks for the compari-
son of firing pin marks. Journal of Forensic Sciences, 67(6), 2416-2424. https://doi.org/10.1111/1556-4029.15143

Xacry, T., Tubumpanu, P., & @puaman, 1. (2009). Chapter 15: Random forests. B The elements of statistical learning: Data
mining, inference, and prediction (2-¢ u3n., c¢. 587-604). Hero-Hopk: Springer-Verlag.

Kypoys, ., & Pocc, K. (2016). Komnsromepnuvie cemu. Hucxoosawuil nooxoo (6-¢ uza.). Mocksa: DKcMo.

Regulation (EU) 2023/1543 — Electronic Evidence (e-Evidence). (2023). https://eur-lex.europa.eu/EN/legal-content/summary/
electronic-evidence-in-criminal%20proceedings.html

Poccunckas, E. P., & Psanosckuit, U. A. (2019). Konnenims nudpoBbIX cie10B B KpUMUHATHUCTHKE. B Aybakuposckue umenus:
Mamepuanet mescoynapoonoil nayuno-npakmuyeckoil kongepenyuu (Anmartsi, 19 dpespanst 2019 r.) (c. 6-9). Anmarsl.

Poccunckas, E. P., & Ycos, A. 1. (2001). Cydebnas xomnvromepro-mexuuueckas sxcnepmuza. Mocksa: [IpaBo u 3aKoH.

Poccunckas, E. P., & 3unnn, A. M. (2022). Dxcnepmusza 6 cyoonpouszsoocmee (yuebuuk) / moa pen. E. P. Poccunckoit. Mocksa:
[Ipocnexr.

CaBunkuii, A. A. (2021). AxTyanpHbIe BOIPOCH! CTAaHOBJICHHS U PA3BUTHs CyIeOHONW SKOHOMHUKO-II(POBOH SKCHEPTU3BI B
YCIOBHSX HU(PPOBU3ALUH COLUATBHO-9KOHOMHYECKON chepbl rocyaapcTBa. 3axkonsl Poccuu: onvim, ananus, npakmuxa, (3), 60—64.

CemuxanenoBa, A. WM. (2019). Lludposeie cneapl M X HOCUTENIH KaK OOBEKTHI CyAEOHO-3KCHEPTHOTO MCCIIEAOBAHUS.
B Cospemennvie npobiemvr yugposuzayuu KpuMUHAIUCIMUYECKOU U  CYOeOHO-dKcnepmHoll  desmenvHocmu: Mamepuainsl
HAYYHO-NPAKMUYECcKoll KoHpepeHyuu ¢ mexrcoyHapoonvim yyacmuem (Mocksa, 5 anpens 2019 1.) (c. 212-215). Mocksa: PI'-Ipecc.

Tanenbaywm, O. C., & Octun, T. (2013). Structured Computer Organization (6-e u3z.). Jlounon: Pearson.

Teopusi unghopMayuoHHO-KOMNBIOMEPHO2O 0becneyenus KpUMuHanucmuyeckol oesmensvrnocmu (MoHorpadwus) / mox pex. E. P.
Poccunckoii. (2022). Mocksa: [Ipocmnexr.

YecHokoBa, E. B., YcoB, A. U., Omenpsniok, I'. I'., & Huxynuna, M. B. (2023). MckyccTBEHHbI MHTEIUICKT B CyAeOHOM
aKcrepronoruu. Teopus u npakmuka cyoednoil skcnepmusol, 18(3), 60-77. https://doi.org/10.30764/1819-2785-2023-3-60-77

References

Belkin, A. R., & Rossinskaya, E. R. (1993). KBS for criminology and forensic expertise. B Proceedings of the European Con-
gress on Artificial Intelligence and Knowledge Representation (Kennistechnologie’93) (pp. 147-149). Amsterdam.

FRA — European Union Agency for Fundamental Rights. (2022). Fundamental rights and criminal justice in the digital age.
https://fra.europa.eu/en/publication/2022/fundamental-rights-criminal-justice-digital-age

Gavrilin, Yu. V., & Gasparyan, G. Z. (2021). Rassledovanie khishcheniy denezhnykh sredstv, sovershennykh s ispolzovaniem in-
formatsionnykh bankovskikh tekhnologiy [Investigation of theft of funds committed using banking information technologies] (ucheb.
posobie [Textbook]). Moscow: Prospekt.

Giverts, P., Sorokina, K., & Fedorenko, V. (2022). Examination of the possibility to use Siamese networks for the comparison
of firing pin marks. Journal of Forensic Sciences, 67(6), 2416-2424. https://doi.org/10.1111/1556-4029.15143

Hastie, T., Tibshirani, R., & Friedman, J. (2009). Chapter 15: Random forests. B The elements of statistical learning: Data min-
ing, inference, and prediction (2nd ed., pp. 587-604). New York: Springer-Verlag.

Kurose, J., & Ross, K. (2016). Komp 'yuternye seti. Niskhodyashchiy podkhod [Computer networking: A top-down approach]
(6-¢ izd.). Moscow: Eksmo.

Regulation (EU) 2023/1543 — Electronic evidence (e-Evidence). (2023). https://eur-lex.europa.eu/EN/legal-content/summary/
electronic-evidence-in-criminal%20proceedings.html

Rossinskaya, E. R., & Riadovskiy, I. A. (2019). Kontseptsiya tsifrovykh sledov v kriminalistike [ The concept of digital traces in
forensic science]. B Aubakirovskie chteniya: Materialy mezhdunarodnoy nauchno-prakticheskoy konferentsii (Almaty, 19 February
2019) (pp. 6-9). Almaty.

Rossinskaya, E. R., & Usov, A. 1. (2001). Sudebnaya komp 'yuterno-tekhnicheskaya ekspertiza [Forensic computer-technical
examination]. Moscow: Pravo i zakon.

Rossinskaya, E. R., & Zinin, A. M. (2022). Ekspertiza v sudoproizvodstve [Forensic examination in legal proceedings] (ucheb-
nik [Textbook]) / ed. by E. R. Rossinskaya. Moscow: Prospekt.

Savitskiy, A. A. (2021). Aktualnye voprosy stanovleniya i razvitiya sudebnoy ekonomiko-tsifrovoy ekspertizy v usloviyakh tsi-
frovizatsii sotsialno-ekonomicheskoy sfery gosudarstva [Topical issues of the formation and development of forensic economic-digital
expertise in the context of digitalization of the socio-economic sphere of the state]. Zakony Rossii: opyt, analiz, praktika, (3), 60—64.

Semikalenova, A. I. (2019). Tsifrovye sledy i ikh nositeli kak obyekty sudebno-ekspertnogo issledovaniya [Digital traces and
their carriers as objects of forensic examination]. B Sovremennye problemy tsifrovizatsii kriminalisticheskoy i sudebno-ekspertnoy
deyatelnosti: Materialy nauchno-prakticheskoy konferentsii s mezhdunarodnym uchastiem (Moscow, 5 April 2019) (pp. 212-215).
Moscow: RG-Press.

201



Digitalization of forensic examination: impact on the quality of evidence and procedural risks

Tanenbaum, A. S., & Austin, T. (2013). Structured computer organization (6th ed.). London: Pearson.

Teoriya informatsionno-komp 'yuternogo obespecheniya kriminalisticheskoy deyatelnosti [Theory of information and computer
support of forensic activity] (monografiya [Monograph]) / ed. by E. R. Rossinskaya. (2022). Moscow: Prospekt.

Chesnokova, E. V., Usov, A. 1., Omelyanyuk, G. G., & Nikulina, M. V. (2023). Iskusstvennyy intellekt v sudebnoy eksper-
tologii [Artificial intelligence in forensic expertology]. Teoriya i praktika sudebnoy ekspertizy [Theory and Practice of Forensic
Science], 18(3), 60-77. https://doi.org/10.30764/1819-2785-2023-3-60-77

Information about authors:

Bakyt Sara Burkitbekkyzy (corresponding author) — master of Law, PhD doctoral student, Higher School of Law, Turan Uni-
versity (Almaty, Kazakhstan, e-mail: sara.bakyt@bk.ru).

Alaeva Gulnaz Tursunovna — candidate of Law, Professor, Higher School of Law, Turan University (Almaty, Kazakhstan, e-
mail: alaevagulnaz@mail.ru ).

Zhanibekov Akynkozha Kalenovich — PhD, Professor, Department of Criminal Law, Criminal Procedure and Criminalistics,
Al-Farabi Kazakh National University (Almaty, Kazakhstan, e-mail: zhan.akin@gmail.com).

Edvardas Juchnevicius — doctor of Law, Professor, Faculty of Law and Administration, University of Gdansk (Gdansk, Poland,
e-mail: edvardas.juchnevicius@ug.edu.pl).

Rakhmetulina Bagdat Saginganovna — candidate of Law, Head of the Department of Law at Kokshetau University named after
Sh. Ualikhanov (Kokshetau, Kazakhstan, e-mail: bagdat 82@mail.ru).

Aemopnap mypanvl monimem:

baxeim Capa Bypxumbexxvisvl (Koppecnonoenm-asmop) — 3ay eblielMOoapbinwiy macucmpi, Typan ynusepcumemi Kyxvix
Jicoeapwl mekmediniy doxkmopanmol (Aamamel, Kazaxcman, e-mail: sara.bakyt@bk.ru).

Anaesa I'vivnaz Typcynosna — 3ay evinvimoapuliuvly kanouoamol, Typan ynusepcumemi Kyxwvix oicoeaper mexme0iniy
npogheccopwr (Armamewl, Kazaxcman, e-mail: alaevagulnaz@mail.ru).

JKanubexoe Axvinkooca Kanenosuu — PhD doxmopwl, on-@apabu amvinoaevl Kazax yimmuli yHUGepcumemi, KblAMbICIIbIK
KVKbIK, KbLILMbICIBIK, [C JCYPI3Y HCOHE KPUMUHATUCIMUKA Kaeopacbinbly npogeccopbl (Armamel, Kazaxcman, e-mail: zhan.akin@
gmail.com).

Dosapoac HOxuesuuyc — 3ay 2blIbIMOAPbIHLIY 00KMOpL,, [ 0aHbCK YHUGepcumemi, KYKblK JcoHe bacKapy ¢haxyibmeminiy
npogheccopwr (I'danvck, Honvuia, e-mail:edvardas.juchnevicius@ug.edu.pl).

Paxmemynuna bBacoam Caeuneanosna — 3ay 2vliblmMoapuiHbly Kanoudamwvl, LI Yonuxanose amweindazvl Keoxwiemay
yHusepcumeminiy Kykvix kageopacvinviy meneepywici (Kexwemay, Kazaxcman, e-mail:bagdat 82@mail.ru).

Ceedenusn 06 agmopax:

bakvim Capa ByprumbeKkoi3vl (A8Mop-KoppecnoHOeHm) — MA2UCmp 10puOUdeckux Hayk, dokmopanm Beicuieil wikonvl npasa
Yuueepcumema Typan (Anmamel, Kazaxcman, e-mail: sara.bakyt@bk.ru).

Anaesa I'ynvnaz Typcynosna — kamoudam opuouyeckux Hayk, npogeccop Buicwei wxonvl npasa Yuusepcumema Typan
(Anmamul, Kasaxcman, e-mail: alaevagulnaz@mail.ru).

JKanubexos Axvinkooca Kanenoeuu — ooxmop PhD, npogeccop raghedpvr yeonosno2o npasa, yeoi06H020 npoyecca u
Kkpumunanucmuxu Kazaxckozco nayuonanvnozo ynueepcumema umenu anb-Papadu (Armamer, Kazaxcman, e-mail: zhan.akin@
gmail.com).

Dosapoac IOxnesuuyc — 0okmop wpuouueckux Hayk, npogeccop gaxynrvmema npasa u ynpasienust I 0anbcko2o yHusepcumema
(I'0anvck, Honvwa, e-mail: edvardas.juchnevicius@ug.edu.pl).

Paxmemynuna bacoam Cacuneanosna — Kanouoam mopuouyeckux Hayk, 3asedyiowas kageopoi npaeéa Koxuiemayckoeo
yuugsepcumema umenu L1l Yanuxanosa (Koxwemay, Kazaxcman, e-mai: bagdat 82@mail.ru).

Previously sent (in English): January 26, 2026.
Re-registered (in English): February 12, 2026.
Accepted: March 20, 2026.

202



