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PROBLEMS OF COUNTERACTION
OF CRIME IN THE SPHERE
OF INFORMATION TECHNOLOGIES

With the growth in the volume of use of computer technologies and their significance in the lives of
people in the world, a new type of crime in the field of information technology has appeared. The article
is devoted to a detailed analysis of the emergence of crime in the field of information technology, as well
as methods to combat this crime. The author reveals the rapid development for a short time of this type
of crime in the field of information technology on the basis of a comparative analysis of the Republic of
Kazakhstan with other countries. Special attention was paid by the author to stimulating factors to the
emergence and consistent growth of crime in the field of information technology. The article problems
of counteraction of crime in the sphere of information technologies are considered.

The author comes to the greatest public danger is constituted by the crimes connected with illegal
access to computer information. And also, on the basis of a comparative analysis of the Republic of Ka-
zakhstan and other countries, the origin of this type of crime will be explained.
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AKnNapaTTbIK, TEXHOAOTMSIAQP CAAACbIHAAFbI
KbIAMBICTBIABIKKA KApPCbl TYPY MaceAeAepi

KOMMbIOTEPAIK TEXHOAOTMSAAPADI MANAAAAHY KOAEMIHIH 6CYi MeH OAAPAbIH SAEMAETT aAaMAAPAbIH,
OMIpPIHAETT MaHbI3ABIABIFbIHbIH apPTYbIHbIH, HOTUXECIHAE aKMNapaTTblK, TEXHOAOTMSAAAP CAaAACbIHAAFbI
KbIAMbICTApPAbBIH »KaHa Typi nanaa 6oAAbl. MakaAa aknapaTTblK TEXHOAOrMSAAP CaAaCbiHAAFbI
KbIAMbICTapAbIH, Mainaa GOAYbl MEH OCbl KbIAMbICTapFa KapCbl Kypec SAiCTepiHe >kaH-»KaKTbl TaAAdy
»KacaAblIn KapacTbipbiAraH. ABTop KasakctaH Pecny 6AMKaCbIHbIH 6aCcKa MEMAEKETTEPMEH CAAbICTbIPMAADI
TaAAQYbIHbIH, HEri3iHAE aknapaTTblK, TEXHOAOIMS CAAACbIHAAFbI KbIAMBICTAPAbIH, KbICKA YaKbIT illiHAE
>KbIAAAM AAMYbIH alMKbIHAQMAbI. ABTOP aKMapaTTblK, TEXHOAOMMS CaAACbIHAAFbI KbIAMBICTAPAbIH, MainAa
BGOAYbI MEH ABIEKTI 6CYiHE bIKMaA eTeTiH (hakTopAapra epekiue Ha3ap ayaapabl. CoHaan-ak, Makaraaa
aKnapaTTbiK, TEXHOAOTMAAAP CAAACBIHAAFbI KbIAMbBICTbIAbIKKA KApPCbl TYPY MBCEAEAEPi KapacTbiPbIAAbI.

ABTOP KOMIMbIOTEPAIK aKnapaTTapFa 3aHCbl3 KOA XKeTKi3yiMeH GaiAaHbICTbl KbIAMBICTBIK, KYKbIK,
OY3YyLIbIAbIKTAP aca KOFaMABIK, Kayin TeHAIpeAi Aen TyxbipbiMaaiabl. CoHaal-ak, Kasakcrad
PecnyOAmKkacbiHblH,  6acKa MEMAEKETTEPMEH  CaAbICTbIPMAAbl  TaAAAYbIHbIH — HEri3iHAe  MyHAal
KbIAMbICTbIH TYbIHAQY ce6enTepiH aikbIHAANADI.

Ty#iH ce3A€ep: KbIAMBICTBIABIK, KAPChl TYPY, aknapaTTbiK, TEXHOAOTMSAAAP, KOMIMbIOTEP, aKnapaTTbIk,
6ariAaHbIC.
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Mpo6AeMbl NPOTUBOAEHUCTBUS NMPECTYNMHOCTH
B cchepe MHOPMALLMOHHBIX TEXHOAOT UK

C poctoM o6bemMa MCMOAb30BAHUSI KOMIMbIOTEPHbBIX TEXHOAOTMIA M KX 3HAYMMOCTM B XKM3HU
AIOAE B MUPE TMOSIBUACS HOBbI BUA MPECTYNHOCTU B cdhepe MHPOPMaLMOHHBIX TeXHOAOrMi. CTaTbs
MOCBeLLEeHA AETAaAbHOMY aHaAM3Y MOSIBAEHUS MPECTYNHOCTU B ccpepe MH(POPMALMOHHBIX TEXHOAOT MU,
a TaKxke mMetoaam 60pbObl C 3TONM MPECTYNHOCTbI0. ABTOP PACKPbIBAET CAMLIKOM ObICTpOe pa3BuTHe
3a MaAoe BpeMsi 3TOr0 BMAQ MPECTYNHOCTM B chepe MH(POPMALMOHHBLIX TEXHOAOTMI HAa OCHOBE
CpaBHUTEAbHOrO aHaAn3a Pecny6ankm KasaxcraH ¢ Apyrumun ctpaHamm. Ocoboe BHUMaHMe obpatleHo
aBTOPOM Ha CTUMyAMpYioLlMe (DaKTopbl MOSIBAEHWUS UM MOCAEAOBAaTEAbHOMY POCTY MPEeCcTYyrnHOCTU B
chepe MHPOPMALIMOHHBIX TEXHOAOTMI. B cTaTbe Take pacCMOTPEHbl MPOOAEMbI MPOTUBOAENCTBUS
MPecTynHoOCTH B chepe MHPOPMaLIMOHHBIX TEXHOAOTMIA.

ABTOp MPUXOAMT K BbIBOAY, UTO HauBOAbLIYIO OOLLECTBEHHYIO OMACHOCTb MPEACTABASIOT
MPEeCTyrNAeHMs, CBs3aHHble C HermpaBOMEPHbIM AOCTYMOM K KOMIMbIOTEPHOM MHGOpMaLMU. A Takxe
MOBETCTBYET HAa OCHOBE CPABHUTEAbHOro aHaamsa Pecnybaukm KasaxctaH ¢ Apyrvmmu cTpaHamu

NMPUYMHbI BOSBHMKHOBEHUA 3TOIr0 BUAQ NpecTtnyHOCTU.
KaroueBble caoBa: NpecTynHOCTb, ﬂpOTVIBOAel;ICTBl/Ie, l/lHCbOpMaLI,VIOHHbIe TEeXHOAOI'Mn, KomrnbikoTep,

VlHqDOpMaLI,l/IOHHble CBA3U.

Growth of volumes of information, computer
networks and number of users, simplification of
their access to information circulating on networks
significantly increases probability of plunder or de-
struction of this information.

Now the importance of a problem of protection
of information resources, including personal, is de-
fined by the following factors:

* development of the world and national com-
puter networks and new technologies providing ac-
cess to information resources;

» transfer of information resources to electronic
media and their concentration in information sys-
tems;

* increase in «price» of the created and saved up
information serving as a real resource of welfare and
personal development;

* development and improvement of information
technologies which can effectively be used by crim-
inal structures.

Computer crime became the real scourge of
economy of the developed states. So, for example,
90% of firms and the organizations in Great Brit-
ain at different times became objects of electronic
piracy or were under its threat(Security Gazette,
1980: p.7), in the Netherlands 20 different % of
the enterprises(Computer Law and Security, 1991:
p.2-3) became the victims of computer crime.
In Germany with use of computers 4 billion eu-
ros, and in France — 1 billion euros are annually
abducted(Selivanov, 1993: p.36).

The greatest public danger is constituted by the
crimes connected to illegal access to computer in-
formation. It is known, the considered offense has
very high latency which according to different data
makes 85-90%(Vekhov, 1996: p.44). Moreover, the
facts of detection of illegal access to information re-
sources for 90% have accidental character(Baturin,
1991: p.134).

Crime of this look as the world practice shows,
does huge material and moral harm. So, for ex-
ample, annual losses only of a business sector of
the USA from unauthorized penetration into in-
formation databases make from 150 to 300 billion
dollars(Lapshin, 1997: p.107).

In modern conditions of social and economic
development of the Republic of Kazakhstan com-
puter crime has become a reality of public life.

Dynamics and scales of computer crimes are
shown clearly by the following data . For the last ten
years their number has increased by 22,3 times and
continues to grow on average by 3,5 times annually.
The annual extent of material damage from these
criminal encroachments is 613,7 million rubles. The
average damage caused to the victim from one com-
puter crime is equal to 1,7 million rubles. With a
certain share of success only about 49% of crimes
are investigated, convictions are pronounced only in
25,5% of cases of total number of the brought crimi-
nal cases. The average value — number of criminal
cases on which production is suspended makes
43,5% and brightly reflects low degree of profes-

142 Xabapuisl. 3aH cepusicel. Nod (84). 2017



Yergali A.M., Amangeldi B.S.

sionalism of law enforcement officers in activities
for disclosure, investigation and prevention of these
criminal encroachments(Starostina, 2005: p.89).

The analysis of problems of fight against com-
puter crime allows to draw a conclusion that her
emergence and consecutive growth is promoted by
a number of factors: political, social, economic and
legal. So, 87% of the interviewed respondents con-
sider that economic factors have significant effect
on emergence and development of computer crimes,
35% - mark out social factors, 30% - legal and only
13% - political. At the same time 92% of respon-
dents are sure that in process of a computerization of
the Russian society the number of computer crimes
will increase. The following has been distinguished
from the sectors of national economy having now
optimum conditions for commission of computer
crimes: mixed (33% of respondents), state (32% of
respondents), in all equally (31% of respondents),
and among branches economies are bank (81%) and
financial (53%) (threats and forecasts//www.crime-
research.ru).

The following main tendencies of development
of computer crime in Kazakhstan are allocated
(Lopatina, 2006: p.16): a) the highest growth rates;
b) mercenary motivation of the majority of the com-
mitted computer crimes; ¢) complication of ways of
commission of computer crimes and emergence of
new types of illegal activity in the sphere of com-
puter information; d) growth of criminal profession-
alism of computer criminals; ) rejuvenescence of
computer criminals and increase in a share of the
persons who were earlier not brought to trial; e)
growth of material damage from computer crimes
in the general share of damage from other types of
crimes; g) transfer of the center of gravity on com-
mission of computer crimes with use of computer
networks; h) development of computer crime into
the category of transnational crime; i) high level of
latency of computer crimes.

Why computer crimes are committed? It is im-
possible to answer unambiguously. It and complex-
ity in search of traces of criminals, and latency. So
chances to be caught at the computer criminal much
less, than at the robber of bank, even at capture he
has less chances to get to prison. 1% of computer
crimes is found on average. And the probability
that for computer fraud will get to prison is less
than 10%(Dulov, 1973: p.168). It is possible to
carry to the reasons or motives for which crimes in
the field of computer information are committed:
self-interest, hooligan motives, revenge, computer
espionage and diversion, self-expression, accident,
vandalism.
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There is also the following classification, in a
percentage ratio mercenary reasons (66%), political
goals (17%), research interest (7%), hooligan mo-
tives and mischief (5%), revenge (5%).

And the most typical criminal intents are:

» forgery of accounts and pay-sheets;

* addition of overhours;

» falsification of payment documents;

* plunder of cash and non-cash money;

* secondary receiving already made payments;

» transfer of money to fictitious accounts;

* money laundering;

* money laundering;

* shopping with fictitious payment;

« illegal currency transactions;

» illegal receiving credits;

» manipulations with the real estate;

* receiving illegal privileges and services;

* sale of confidential information;

* plunder of material values, goods, etc.

At the same time, as a rule, with plunder of mon-
ey 52% of crimes, are connected with destruction
and destruction of means of the computer equip-
ment — 16%, with substitution of basic data — 12%,
with plunder of information and programs and also
with plunder of services — 10% (Research Centers
of the All-Russian Research Institute of the Ministry
of Internal Affairs of the Russian Federation, 2012:
p. 2-3).

On official statistics, in the USA the computer
crimes committed by employees make 70-80%
of the annual damage connected with computers.
Other 20% are actions of dishonest and dissatis-
fied employees and they are made for a number of
reasons(Goben, 1994: p. 215-248).

The greatest danger is constituted by persons
from among permanent members of staff — system
programmers, network administrators, specialists in
information security, operators of the COMPUTER,
engineering personnel and also users of system.

The competitors or persons who are engaged in-
dustrial in espionage and also professional criminals
and cyberterrorists can put serious threat of network
safety. Representatives of these groups carry out il-
legal activity in the wide range from corporate espio-
nage before extremely dangerous diversions against
computing systems of the vital objects (Osipenko,
2004: p.152).

In recent years researchers of the identity of the
criminal on the wide computer networks faced es-
sential extension of criminal activities from hackers.
On a level of potential danger from this or that cat-
egory of criminals of FBI of the USA predict prob-
able sources of security risks of wide area networks
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It is not so simple to find the solution against a
spam. After all, a spam is a business which makes
huge profit for those who use it. Distributors of a
spam permanently enhance technologies of remote
access and are not going to give up without fight.
Noticeably to reduce quantity of unwanted mail,
radical reconstruction of all electronic mail system
is necessary.

Analyzing structure of internal threats, experts
mark as the most serious systems of the actions from
the point of view of violation in information security
field taking place in the last two years, such nega-
tive manifestations of a human factor in operation
of a staff as unwarranted installation and use of the
independent software (to 78% of internal incidents),
increase in cases of use of the equipment and re-
sources for personal reasons (for 10%). Lowering
for 7% of quantity of the cases connected to installa-
tion and use of the independent equipment owing to
toughening of monitoring from administration is at
the same time marked.

Even in the Pentagon serious violations of
rules of information security which are shown that
practice of not considered programs and programs
with expired certificates is widespread take place.
According to experts, existence of a large number
(288) software products which don’t have necessary
certificates and employees, responsible for their
operation, poses in itself potential threat for safety
not only military, but also national infrastructure in
general.

Organized criminal communities even more of-
ten use possibilities of the Internet for commission
of fraud in the credit and financial sphere and elec-
tronic trading system.

Specialists of Symantec and Message Labs in
one of the last reports note that hackers carry out
harder and harder attacks already not for fun, and
for the purpose of enrichment. The most attacked in
the recent past were the websites of electronic com-
merce. 16% of all attacks were the share of them
that there is 400% above than the level of first half
0f 2004 when it has made 4%. Similar growth shows
change of reference points of hackers. If earlier they
dreamed only of glory, then now personal enrich-
ment becomes a priority.

According to National Separation of FBI on
computer crimes, from 85% to 97% of attacks on
corporate networks not that are not locked, but also
are not found. The tests which are carried out to the
USA showed the following results: in 88% of cases
penetration of special groups of experts into mili-
tary information systems was successful, in 4,36%
of cases of the attack were found, and only in 5%

system administrators reported about such attacks.
Other group of experts inspected about 8 thousand
computers of the U.S. Department of Defense and
found 150 thousand weak spots.

The number of the crimes committed in a cy-
berspace grows in proportion to number of users of
computer networks, and, by estimates of the Inter-
pol, growth rates of crime in a wide area network the
Internet, are the fastest on the planet.

On average 80% of successful computer inva-
sions into federal computer systems happen because
of errors in the software or its poor quality.

According to most of experts cyberterrorism —
turns into serious threat for mankind, comparable
with nuclear, bacteriological and chemical weapon,
and extent of this threat owing to the novelty, not up
to the end is still realized and studied. We will con-
sider the most frequent threats of the Internet and
measures of counteraction.

Important element of system of measures of
fight against computer crime are measures of pre-
ventive character, or a prevention measure. Most of
foreign experts indicate that it is much easier and
simpler to prevent computer crime, than to open and
investigate it.

Usually allocate three main groups of measures
of prevention of computer crimes: legal; organiza-
tional and technical and criminalistic, making in to-
tal the complete system of fight against this socially
dangerous phenomenon(Nomokonov, 2003: p.104-
110).

Now there is an active work on improvement not
only legislations on fight against computer crimes,
but also development of programs which can auto-
matically reveal criminal encroachments. The gov-
ernment of the State of New Jersey (USA) which
has already allocated 2,6 mln. dollars of the USA
for the embodiment of the project in life became the
sponsor of the new project on fight against hackers.

Experts call five main directions of legal regula-
tion of the Internet relations(Lopatina, 2006: p.20) :
protection of personal data and private life in Net-
work; regulation of electronic commerce and other
transactions and ensuring their safety; protection of
intellectual property; fight against illegal contents of
information and illegal behavior in Network; legal
regulation of electronic messages.

The strategy of the international cooperation in
the sphere of counteraction of computer crime and
the priority directions her realization, including: in-
terstate agreements, the organization of interstate
operational search activity, adoption of interstate
regulations and improvement of integration process-
es within the interstate organizations, justification of
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need of development and adoption of the appropri-
ate comprehensive interstate program.

Thus, it is possible to draw a conclusion that
fight against computer crime is connected as with
use of the traditional means applied by the states
(within the existing international organizations and

also on the basis of bilateral contracts on legal aid
and multilateral contracts concerning fight against
separate types of offenses and to rendering legal aid
on criminal cases), and with creation of new, more
effective remedies of counteraction to this type of
crimes.
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