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CRIMINAL POLICY OF KAZAKHSTAN IN THE FIELD
OF INFORMATION SECURITY

At present, information security in the Republic of Kazakhstan is at a rather low level, and in connec-
tion with this, the issues of this security are very acute. As you know, the development of the state and
society as political and legal phenomena is always carried out in clearly defined historical and territorial
factors that determine this development. At the same time, threats to the state, society and man are also
in constant change, adequate for the development of society and the state. Modern world trends today
signal the emergence of new formats of threats to the national security of Kazakhstan in the 21st century
and among them the issue of information security is the most acute. The aim of scientific research it is
been realization of analysis, orderly arguing the present, past and future state of informative safety of
Republic of Kazakhstan in a context with international legal relationships in this sphere. The President of
Kazakhstan in his annual message to the people of Kazakhstan on January 31, 2017 designates we must
cultivate new industries that are created using digital technologies. This is an important complex task ...
It is necessary to adapt our legislation to new realities ... Therefore, the government should keep the issue
of IT sphere under special control. And the emphasis on informatization and information technologies
is made by the President not one time, which speaks about the importance and information support,
as well as information security of all important branches of state activity and high-level state tasks. That
in turn explains so high importance and meaningfulness of science research and practical works in this
direction. Scientific value the article have direct, because in modern society information and informative
safety play if not above all, then one of leading roles and meaningful place, that prove the last events
what be going on in the world and virtual the internet space for the last years.

Practical meaningfulness of work is explained by a necessity by such works by society and practical
and legal systems of the state.

Key words: Criminal policy, President’s message, information, information security, information
systems, international security, information technologies, computer crimes.
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AKnaparTbIK Kayirnci3Aik caracbiHAAFbI
Ka3akCTaHHbIH, KbIAMBICTbIK, CasiCaTbl

Kasipri TaHaa aknapaTTblK, cayaTTblAbIK, MeH Kayincidaik KasakcraHaa WbiHarbl TYpAE TOMEHTI
ADPEXEAE, COA CebenTi OCbl Caraparbl MaceAeAep aca e3ekTi 60Abin oTbip. CascU-KyKbIKTbIK,
KYObIABIC PETIHAEr MEMAEKET MeH KOFaMHbIH AaMybl @pKatuaH GeAriAi 6ip Tapuxm XeHe ayMakTbIK,
hakTOopAapaa ky3ere acbipbiAasbl. COHbIMEH KaTap COA MEMAEKeT, KOFaM >KOHe apaMm YLLIIH Kayin
TOHAIpETIH KyObIAbICTAp YHEeMi e3repicke yilbipan oTbipasbl. Kasipri 3amaHayn TeHAeHUMSAAAD OYTiHTi
TaHAa XXI Facbipaarbl KazakcTaHFa, OHbIH YATTbIK, KQyiMnCi3AiriHe >KaHa HblICAHAAFbl KOPKbIHbILL TypaAbl
ecKe CaAaAbl, COHbIH ilIIHAE MaHbI3AbIAAPAbIH, 6ipi GOAbIN aknapaTTbiK, Kayirci3AiKTiH MaceAeAepi
TabblAAADI.
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fbiAbIMM  3epTTeyAiH MakcaTbl aTaAfaH caAaparbl KasakcraH PecnyGAMKacbiHbIH, aknapartTbik,
Kayinci3AiriH XaAblKapaAblK, KYKbIKTbIK, KaTblHACTapMeH GipikTipe OTbIpbir, ©TKeHi MeH 6GoAaluarbiH
SAICTEMEAIK TOCIAAEPMEH TaAAQy >KYPri3y BOAbIN TabblAAAbI.

KP Tpe3naeHTi ©3iHiH XbIA canbiHFbl Ka3akcTaH XaAKblHA >KOAAQYbIHAQ CAHABIK, TEXHOAOTUSHbI
KOAAQHY apKbIAbl KYPbIAQTbIH >KaHa 6HEPKaCINTepAi OPKEHAETY TYPaAbl, OHbIH MaHbI3Abl KeleHAI
MIHAET eKEHAIrH, COHbIMEH KaTap OCblFaH Opail 3aHHamaHbl >KaHa >kafpanAapra Oenimaey Kepek
eKeHAIriH aTan eTkeH 6oAatbiH. XKeHe ae KP Ykimerti IT caracbiH AambITy MacCeAeciHe epekiue
KOHIA 0OOAyi >kaHe OakbiAayAa yCTaybl TUMIC eKEHAIriHe TOKTaAbin KeTkeH 6oAatbiH. COHbIMEH KaTap
EAbacbl akmapaTTaHAbIPY MeH akrapaTTblK, TEXHOAOTMSIAAPFa aca YAKEH KOHIA OOAIN, MEeMAeKeTTiH
6acTbl MakcaTTapblHbIH 6ipi peTiHAe akmnapaTTbiK, KayirncCi3AiK eKeHiH >kaHe aknapaTTbik, KaMTamacbi3
€TYAIH MaHbI3AbIAbIFbI KOHIHAE ekeHiH GipHewe peT atan eteai. OCbiHbIH OapAblFbl, 63 Ke3eriHae,
KapaCTbIPbIAbIN OTbIPFaH GaFbITTaFbl FbIALIMU-3EPTTEY XKOHE TOXKiPUOEAIK XKYMbICTbIH aCa MaHbI3AbIAbIFbl
MEH KaXXeTTIAIFIH TYCIHAIPeAI.

MakaAaHbIH FbIABIMM KYHABIAbIFbI TIKEAE XKOHe aiKbiH, cebebi Kasipri koramAa aknapar rned
aKnapaTTbIK, Kayinci3Aik eH MaHpbi3Abl 60AMaca Ad, MaHpbi3AbIAAPAbIH 6ipi BOAbIN CaHaAaAbl, OHbIH
ASAEAI PETIHAE DAEMAE Bpi BUPTYaAAbl FAAAMTOPAA COHFbl OHXKbIAABIKTAPAbIH, ilLiHAE BOAbIM >KaTKaH
KernTereH OKUFaAap MeH FbIAbIMU >KETICTIKTEep cumaTTan KeAeAi.

KYMBICTBIH,  ToXipMOEAiK MaHbI3ABIAbIFbI KOFaM MEH MEMAEKETTIH TaXipnbeAik KyKbIKTbIK,
>KYMECIHIH OCbIHAQ 3EPTTEY >KYMbICTaPbIHA CYyPaHbIChl MEH KaXKETTIAIr GOAbIN KEAEAI.

Ty#iH ce3aep: KbIAMbICTbIK casicaT, KP [Mpe3naeHTiHIH >KoAAQYbl, aKnapaT, aknapaTTbIK, Kayincisaik,
aAKMapaTTblK, >KYMEAep, XaAblKapaAblK, KaYiMCi3AiK, aKnaparTblK, TEXHOAOTMAAAP, KOMIMbIOTEPAIK
KbIAMbICTAP.
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YroaoBHas noamtuka Kasaxcrava
B cchepe MHopmaLLMOHHON 6e30nmacHOCTH

B HacTosiee Bpemsi nHopmaumoHHas 6e3onacHocTb B Pecnybavke KasaxcraH HaxoAMTCS Ha
AOCTATOYHO HU3KOM YPOBHE, U B CBSI3M C 3TUM BOMPOChI AAHHOM 6@30MacHOCTU CTOSIT OUeHb ocTpo. Kak
M3BECTHO, Pa3BUTME FOCYAAPCTBA M O6LLECTBA KaK MOAUMTUKO-TIPABOBbIX IBAEHUI OCYLLIECTBASIETCSI BCErAQ
B UETKO OMPEAEAEHHbIX UCTOPUYECKMX U TEPPUTOPUAAbHBIX (DAKTOPAX, KOTOPble 0OYCAOBAMBAIOT 3TO
pasBuTre. [pu 3TOM Yyrpo3sbl AAS FOCYAAPCTBA, OOLIECTBA M YEAOBEKA TAKKE HAXOAATCS B MOCTOSIHHOM
M3MEeHeHUM, aAeKBAaTHOM pasBUTMIO obuiecTBa M rocyaapcTBa. COBpeMEHHbIE MUPOBbIE TEHAEHLMM
CEroAHsl CUrHaAM3UPYIOT O BO3HMKHOBEHWM HOBbIX (hOPMATOB Yrpo3 AASI HALMOHAALHOM 6e30MacHOCTH
Kasaxctana B XXI| B. U B X uncae HauboAee OCTPO KaK pa3 Taku CTOMT BOMPOC MH(OPMALMOHHOM
6e30MacHOCTH.

LleAbl0 Hay4YHOro WMCCAEAOBaHMS $BASETCS MPOBEAEHWE aHaAM3a, METOAMYHO apryMeHTUpys
HbIHeLLHee, MPOLIAOe U ByAyllee COCTOSHMUS MHOopMaLMoHHO 6e3onacHocTn Pecnybankm KasaxcraH
B KOHTEKCTE C MEAYHAPOAHBIMM NMPaBOOTHOLLEHMSIMU B AQHHOM chepe.

IMpe3naeHT PK B CBOeM eXeroaHoM mnocAaHuMM Hapoay KasaxcraHa ykasblBaeT BaXKHOCTb
KYABTMBMPOBAHUS HOBbIX MHAYCTPMIA, KOTOPbIE CO3AQIOTCS C MPUMEHEHNEM LMPOBbLIX TEXHOAOTMIA. OH
OTMeYaeT, YTO 3TO BaXkKHas KOMAEKCHAas 3aAava, M YTO CAEAYET aAanTMPOBATb 3aKOHOAATEABCTBO MOA
HoBble peaanu. MoaTomy Bonpoc IT-cpepbl [paBUTEABCTBO AOAXKHO AEP>KATb HA 0COOOM KOHTpOAEe. U
aKLLeHT Ha MHopMaTM3aUMio M MHOPMaALMOHHbIE TEXHOAOTUI [Tpe3nAEHT AeAaeT HM OAMH pa3s, uTo
rOBOPUT O BAXKHOCTM U MH(OPMALIMOHHOM MOAAEPIKKE, a Tak)Ke MH(OPMaLMOHHOM 6€30MacHOCTH BCex
Ba>KHbIX OTPACAEN AeITEAbHOCTM rOCYAAPCTBa M BbICOKOMOCTAaBAEHHbIX FOCYAQPCTBEHHbIX 3aAay, UToO,
B CBOIO OYepeAb, OObICHSIET CTOAb BbICOKYIO BaXKHOCTb U 3HAUMMOCTb HAyUYHO-MCCAEAOBATEALCKMUX U
npakTUyeckmx paboT B AQHHOM HarmpaBAEHUU.

HayuHyl0 LEeHHOCTb CTaTbsl MMEIOT HEMOCPEACTBEHHYIO, TaK Kak B COBPEMEHHOM obLiecTBe
uHgopMaums 1 nHgopMaumoHHas 6e30MacHOCTb UrpalT, eCAM He Camylo TAABHYIO, TO OAHY U3
FAQBHbIX POAEI M 3HAUYMMOE MECTO, YTO AOKA3bIBAIOT MOCAEAHME COObITUSI, MPOUCXOAILLIME B MUPE M
BMPTYaAbHOM MHTEPHET-MPOCTPAHCTBE 3a NMOCAEAHME TPU AECSITKA A€eT.

[NpakTnueckas 3HAUMMOCTb PaboTbl OObICHSAETCS MOTPEOHOCTHIO TakMMKM paboTamy  Cammm
00L1EeCTBOM M NMPAKTUKO-NPABOBOM CUCTEMOW FOCYAAPCTBA.

KAroueBble caoBa: yronoBHasg noAMTrKa, [Nocaanme NpesnaenTa PK, Hdopmaums, nHpopmaLmor-
Hasl 6e30MaCcHOCTb, MH(OPMALIMOHHbIE CUCTEMbI, MEXXAYHAPOAHAs 6e30MacHOCTb, MH(POPMALIMOHHbIE
TEXHOAOTMI, KOMMbIOTEPHbIE MPECTYMNAEHMUS.
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Criminal policy of Kazakhstan in the field of information security

Introduction

In the advanced study on a theme «Criminal
policy of Kazakhstan in the field of information se-
curity» theoretical questions are investigated on the
base of operating and forecasting norms of criminal
statute of Republic of Kazakhstan, practical questions
touching informative criminality, description is given
to the state of politics of the state in the field of coun-
teraction to the cyber crimes, the comparative analy-
sis of home legislation is conducted with the legisla-
tion of foreign countries about informative safety.

The scientific novelty of research consists of
that complex research of criminal and law problems
is in-process carried out in a theory, so in practice,
related to the information crimes. The comparative
analysis of home legislation and practice is pro-
duced with a legislation and experience of foreign
countries about cyber crimes.

Theoretical and practical meaningfulness of
research consists of that her positions and conclu-
sions can be used in legislation activity, and simi-
larly for perfection of criminal statute of Republic of
Kazakhstan and more effective achievement of aim
of Law defence of computer information as, to the
component of interests of providing of public safety.

The results of the real research can be drawn
on also in an educational process and scientific re-
searches on those questions of criminal law and pro-
cess, that is attended with the problems related to the
informative crimes.

Object and article of research. The object of
this research is criminal activity at the feasance of
informative offences.

The norms of Constitution of Republic of Ka-
zakhstan, criminal law, criminal process legislation,
other normative legal acts of Republic of Kazakh-
stan, regulating questions warning, come forward
the article of research, opening and investigation
of cyber crimes, and also foreign legal system and
practical experience.

Aims and tasks of work. The aim of the real
research work is: determination of law problems of
fight against computer criminality.

The achievement of the adopted aim is related to
the necessity of decision of next tasks:

— to expose essence and maintenance, maybe
and concepts of criminal politics of counteraction to
information offences;

— to expose a role and politics of the state in the
field of counteraction to informative offences;

— to conduct the comparative analysis of home
legislation with the legislation of foreign countries
about cyber crimes;

— to produce legal description of cyber crimes;
— to produce the measures of warning and coun-
teraction to information offences.

Methods and research methodology

Methodological basis of research is presented by
totality of the scientific and special methods based
on the criteria of objectivity and accordance to truth.
Basic accents in the conducted research are placed
on a base: empiric, legal-historical, comparatively-
legal and formally-logical methods. In addition,
during work such research receptions of empiric and
theoretical level, as abstracting, analysis and synthe-
sis, were used, legal design of and other In full the
methods of certainly-sociological research were ap-
plied: study of documents, statistics and etc.

For criminal law science and for legislation a
new subject of scientific and political discussions
and developments appears. And what is the subject
of crimes in the field of computer information on
the criminal legislation of Kazakhstan. These are the
positions that are based in the norms of the Crimi-
nal Code of the Republic of Kazakhstan, regulating
relations related to the use of information and infor-
mation technologies, the analysis of these standards
reveals the entire scope of possible criminal acts
in the field of new communication technologies. It
would seem that every user distributes computer
information, also protects at the household level,
however, in accordance with the Criminal Code of
the Republic of Kazakhstan, computer information
is subject to criminal law protection, although in a
limited form (Uranbaev N.T., 2012: 1).

The main requirement for such information, in
relation to the norms of the criminal law, is that such
information should be in the order of limited access.
All the secrets that make up information with lim-
ited access, relying on the triad “person, society,
state”, can be divided into three categories: personal
secret; family secret, commercial secret, profession-
al secrets; state and official secrets (Zinina, 2007: 2).

Security is a state in which there is no danger
or effective measures are available to eliminate
potential dangers and threats. One of the important
trends of the modern stage of human development
is the information revolution. The rapid changes
caused by this process lead to serious shifts in all
spheres of public life. The most important sphere,
currently undergoing a significant transformation,
is the information sphere. In this regard, today
one of the urgent problems of any state is the task
related to ensuring information security. At present,
the problems of considering the basic aspects
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of the consideration of information security are
characterized by insufficient knowledge and the
lack of clearly defined definitions. At the same time,
it can be said that the criminal policy of the Republic
of Kazakhstan is aware of the attendant threat
caused by the rapid development of information
technologies and the need to ensure information
security (Zhmyhov, 2003: 3).

Information security today has become a strategic
category, consisting of such complex concepts as
“international security” and “national security”.
It can be viewed in the aspect of socio-economic
development as a policy pursued to preserve and
protect technical and linguistic information, the
influence of information flows on the mass and
individual consciousness, monitoring and classifying
computer and network threats and preventing
information wars. Understanding and researching
these phenomena, developing countermeasures are
the main tasks to be addressed by criminal policy in
this area. The urgency of the problem of ensuring
information security is due, first of all, to the fact
that in the modern world information has become
a strategic national resource. In recent years, a
number of measures have been implemented in the
Republic of Kazakhstan to improve the information
security system of the state. In accordance with
the National Security Strategy of the Republic of
Kazakhstan, the Concept of Information Security
was developed and adopted providing for the
implementation of a set of legal, organizational
and scientific and technical measures aimed
at forecasting, identifying, preventing and
suppressing threats in the field of information
security (Nazarbaev, 2006: 4).

«It is necessary to work to prevent the
propaganda of religious extremism, including on the
Internet and social networks. ... All these measures
should be taken into account in the State Program
on Countering Religious Extremism and Terrorism
for the period 2017-2020, which is being developed
on my behalf.

The fight against cybercrime is becoming
increasingly important.

I instruct the Government and the National
Security Committee to take measures to create
a Cybershield of Kazakhstan system» — from
the Address of the President of the Republic of
Kazakhstan to the people of Kazakhstan. Never
before has the state, including the President of
the Republic of Kazakhstan, been so particularly
important both in the legal and in the strategic
plan since the establishment of Kazakhstan by an
independent state.

ISSN 1563-0366

The National Security Committee, in cooperation
with relevant state structures, participates in the
development of a number of normative legal acts on
the creation and development of a single information
telecommunications system of state bodies. Thus,
information security should be considered as a
state of protection of the information space of the
Republic of Kazakhstan in the first place. Secondly,
it is the protection of the rights and interests of the
individual and citizen, society and the state in the
information sphere from real and potential threats,
when sustainable development and information
independence of the country is ensured. Legal
provision of the state of security and activities to
counter and prevent threats is the main condition for
the activities of the modern state and criminal policy
in general.

If we compare US policy in the field of
information security for comparison, we can
come to the following remarks or conclusions.
The US Administration at the official level views
information as a strategic resource that arises from
the processing of data using specialized analysis
systems. With the use of modern information
technologies (IT), such as computer networks and
databases, the value of information (from the point
of view of resolving the tasks of conducting combat
operations) increases, as they enable to increase
the level of awareness, improve the interaction
between the command of various levels, military
command and control agencies and thereby realize
their information superiority. The same IT, when
used in the civil sphere, increases the efficiency
of life support systems, social services, financial
institutions and government (Melik, 1998: 5).

Thus, the task of providing cyber security for
computer systems, involving operations in computer
networks, requires a high level of interagency
interaction. Moreover, in this context, it is not only
about protecting our own information systems, but
also about offensive operations in enemy networks
(Dmitrienko, 2003: 6).

For conducting offensive and defensive
operations in computer networks within the Ministry
of Defense, the command of joint information
operations (Joint Information Warfare Command
— JIOWC) and command of military operations in
cyberspace (US Cyber command), part of the united
strategic command (USC) of the US Armed Forces.
The real opportunities and specific activities of
these structures are classified, however, according
to foreign sources, they closely cooperate with the
special services of the United States, and also attract
civil and military specialists from allies.
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Conducting operations in computer networks
involves three main areas of activity: the protection
of their own information systems, the collection of
intelligence data in computer systems of the enemy
and, finally, network computer attacks. Although
these directions were initially formulated in the
MO, at the same time, many other United States
departments are also implementing them. The
protection of computer networks covers activities
aimed at protecting information, computers and
networks from penetration, damage or destruction
by the enemy. The most vulnerable elements of
the national information infrastructure include the
following: equipment, including peripheral and
communication equipment; computers, tele-, video-
and audio equipment; software; network standards
and data transmission codes; information as such,
presented in the form of databases, audio and video
recordings, archives, etc.; specialists working in the
information field (Chemiyakin, 2008: 7).

Realizing that the sustainable functioning of the
state and all its institutions increasingly depends
on the stable operation of key supply systems,
including information systems, the US government,
by decree No. 13010 of July 15, 1996, established
the presidential commission for the protection of
critical infrastructures (Presidential Commission
for Critical Infrastructure Protection — PC-CIP).
This commission in October 1997 published a report
“Critical foundations. Protection of American
infrastructure. “ Guided by his recommendations,
in May 1998, the US president signed two
directives — No. 62 “Combating terrorism” and No.
63 “Protecting critical infrastructure”, in which the
main lines of action were taken to protect national
critical infrastructure facilities, in particular
information.

Directive No. 63 specifies among other things
the agencies responsible for priority areas of
activity, one way or another related to the protection
of critical infrastructure facilities, including for
national defense — MO, international relations —
the State Department, intelligence — the CIA and
legislative support of this activity — the Ministry
of Justice and the FBI. Taking into account the
recommendations of leading agencies and the
national economic council, the US president was
to form a national council on infrastructure security
(National Infrastructure Assurance Council -
NIAC), called to improve interaction in this area
between the public and private sectors. However,
in spite of these measures, the immediate task of
ensuring the safety of critical infrastructure facilities
remained unsolved.

In accordance with the Law on Uniting and
Rallying the United States for the purpose of
taking measures to combat terrorism (Uniting and
strengthening America by Providing Appropriate
Tools, Required to Intercept and Obstruct Terrorism
— USA PATRIOT Act), adopted by Congress on
October 26, 2001, a critical infrastructure is defined
as «a collection of physical or virtual systems and
means that are important for the country in such
a way that their failure or destruction can lead to
disastrous consequences in the field of defense,
economy, health and the security of the nation»
Washington DC, White House.

In January 2001, a report of the National
Security =~ Commission  (the = Hart-Rudman
Commission) was published, which referred to
“the need for fundamental changes in the structure
and activities of US agencies that provide national
security.” In particular, it was suggested to make the
issue of “internal security” a priority and create an
independent internal security agency (ISA).

Back in March 2001, US President George W.
Bush, speaking at the CIA headquarters in Langley,
listed the main threats to the security of the United
States. The second place after terrorism in this list
is information warfare and already after it — the
proliferation of weapons of mass destruction and
their means of delivery.

After the terrorist attacks of September 11,
2001, at the end of 2001 — early 2002, the US took
a number of organizational and legislative measures
to improve the security of the national territory.
President George W. Bush appointed T. Ridge,
a former Pennsylvania governor and personal
friend, to the newly created position of an internal
security adviser, and shortly thereafter established
the ISA, in which the council for internal security
was established. The body included: the president
(chairman), vice president, finance, defense, justice,
health and transport ministers, the director of the
federal emergency agency, the FBI and the CIA, the
president’s assistant for internal security and other
officials of the executive branch, which the head of
state can invite to meetings of the council if necessary.
The heads of the administrations of the president and
vice president, as well as the presidential assistant
for national security, have free access to any council
meetings. The Secretary of State, the Ministers of
Agriculture, the Interior, Energy, Labor and Trade,
the Secretary for Veterans Affairs, the Head of the
Environmental Protection Agency, the Presidential
Assistants for Economic and Domestic Politics are
invited only to those meetings that consider issues
related to their competence.
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In the course of a radical restructuring and
strengthening of the executive branch, on November
25, 2002, George W. Bush signed the Law on
Homeland Security, according to which in January
2003, ISA was transformed into the Ministry of
Internal Security (MIS). The ministry was headed by
T. Ridge, and his deputy was the US Navy Minister
G. England.

On March 1, 2003 the staff were transferred
to DHS and began his duties by a decision
of “information analysis and infrastructure
protection tasks following divisions of ministries
and departments of the US government: critical
infrastructure security department of the Ministry
of Commerce (Infrastructure Assurance Office —
CIAO), National Infrastructure Protection Center
under the FBI of the Ministry of Justice (National
Infrastructure Protection Center-NIPC), National
Center for Modeling and Analysis of Infrastructure
at the Institute for Information Security Problems
of the Ministry of Energy (National Infrastructure
Simulation and Analysis Center — NISAC), Federal
Center for Information Resources Protection of
the Administration of Common Services (Federal
Computer Incident Response Center of the General
Services Administration — Fed CIRC), Security
management Energy Ministry of Energy Systems
(Energy Assurance Office of the Department of
Energy — EAO), national communication system
(National Communication System — NCS). In
preparing the war in Iraq, the US administration
adopted three new directive documents in the interests
of ensuring internal security: the “National Strategy
for Combating Terrorism” (The National Strategy
for Combating Terrorism), “National Strategy for the
Protection of Cyberspace” (The National Strategy
to Secure Cyberspace) and “National Strategy for
the Physical Protection of Critical Infrastructure”.
In them for the first time officially recognized “the
complete dependence of the US infrastructure
on information systems and networks” and the
vulnerability of the latter. In addition, they target
the government, industry, business and society as a
whole to create a so-called unified national system
for responding to cyberattacks (National Cyberspace
Security Response System) as a set of territorial,
departmental and private centers for analyzing and
distributing information (ISAC) in various sectors
of the country’s economy.

In the structure of DHS unit was set up cyber
security (National Cyber Security Division -
NCSD), the main element of which is newly formed
by combining three groups (CC/CERT, NCS,
NTPC) of immediate response to an emergency
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response center for computer incidents in the US
(U.S. Computer Emergency Response Team -
US-CERT). The main tasks of the US-CERT are
detection of the fact of an attack (invasion) on the
information structure of the United States and issuing
a warning (recommendation) to all administrators of
the country’s information systems within no more
than 30 minutes from the time the threat is detected.

The main objectives in the field of information
security in accordance with the new strategy are
to “prevent cyberattacks on critical infrastructure,
reduce the wvulnerability of the nation to such
attacks, and minimize damage and recovery time”.
At the same time, under the term “cyberterrorism”
in the United States today is meant “the deliberate
destruction, interruption or distortion of data in
digital form or information flows that have wide-
ranging consequences in political, religious or
ideological terms.” In general, the information
security strategy will be implemented according
to the classical scheme of the civil defense system:
training, prevention, notification and elimination of
consequences.

In accordance with article 1502 of the Internal
Security Law, the head of the IMB presented the
president with a plan for the reorganization of this
ministry before September 2003. The plan provided
for the completion of all necessary organizational
and staff activities and fully ensure the work of the
IMB as the body responsible for the safety of citizens,
land and sea borders, infrastructure facilities, all
types of transport and information resources of the
United States (by that time the total staff of the IMB
already numbered 180,000 employees).

For the first time, the internal security strategy
was developed and promulgated as part of the ISA
in July 2002. The fact that it was adopted shortly
after the September 11 terrorist attack significantly
influenced the definition of the concept of “internal
security” proposed in the document. As George Bush
declared, “the nation is in danger, our society is an
almost endless set of potential targets, which can be
attacked by various methods”. That is why one of
the key tasks of the strategy was the protection of
critical infrastructures. And one of the main areas
of this activity was recognized as the protection of
cyberspace.

NCSD was established in June 2003 on the
basis of the Security Infrastructure for Critical
Infrastructures, the National Center for Infrastructure
Protection, the Federal Center for Responding to
Computer Malfunctions and a number of other
structures. Its tasks include interdepartmental
coordination and establishment of interaction with
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the private sector and foreign partners in the field
of information security. Technical support was
provided by US-CERT. The responsibilities of this
unit include the analysis and detection of sources
of cyber threats and vulnerabilities, as well as the
dissemination of information on changes in the
level of such a threat. In addition, the US-CERT
coordinates actions to restore federal computer
networks and systems after failures and cyberattacks.

The collection of intelligence from computer
systems of the enemy makes it possible to obtain
information about it from a strategic and operational
point of view and to identify vulnerabilities in its
information systems. In the US, at an official level,
they acknowledge that control over the enemy’s
secret communications while protecting their own
provides them with unique opportunities to maintain
their leading positions in the world.

In accordance with Presidential Decree
No.12333 of December 4, 1981, all issues related
to securing access to secret or encrypted data
from other states and protecting their information
resources from technical intelligence are under the
responsibility of the National Security Council /
Central Secret Service (NSC/CSS). The NSC is
formally working within the Ministry of Defense,
but in fact it is one of the key elements of the
American intelligence community. The CSS plays
the role of coordinator between the agency and
those MO structures involved in cryptanalysis.
The main tasks of the NSC are: conducting radio
technical intelligence, cryptanalysis and protecting
federal communication and information systems
from threats emanating from other states. Currently,
the agency is responsible for protecting computer
networks belonging to federal ministries and
departments from possible attacks. The work of
the National Security Council is concentrated in
two directions: conducting radio and electronic
reconnaissance (Signal Intelligence — SIGINT),
which is engaged in relevant management (Signal
Intelligence Directorate — SID), and information
security (Informational Assurance — IA), which is
managed by the Information Security Department
(Information Assurance Directorate — IAD).

Detection, notification and response to emerging
cyber threats, as well as the development of
encryption systems for secure information exchange
between systems within the NSC are entrusted
to the management of information security. IAD
certifies user security systems (thereby supporting
security operations), as well as evaluating
commercial software and hardware for compliance
with government standards. It also oversees the

development of information security systems for the
global “information grid” created by the Ministry of
Defense.

In this regard, the interest is represented by
research work, which in 2009 was planned by the
Office of Advanced Studies MO (Defense Advanced
Research Projects Agency — DARPA). One of them
— the so-called global information grid — the next
generation wireless network (The Wireless Network
after Next-WnaN, Global Information Grid-GIG).

Planning and implementation of operations
in global computer networks are carried out in
accordance with the concept of “Net-Centric
Operations”. The basis for network-centric
operations is the global information network (global
information grid) of the GIG (Global Information
Grid) of the US Department of Defense, which is a
set of interconnected high-security local information
networks. It optimizes the processes of collecting,
processing, storing, distributing and managing
information, as well as bringing it to consumers
within the Ministry of Defense and beyond. With
the help of GIG, both administrative and operational
control of the US Armed Forces is carried out.
The head office responsible for the operability and
protection of the global information network of the
military department has appointed a joint strategic
command of the US Armed Forces, DARPA, 2010.

The new directives allow the Pentagon to
develop plans for conducting cyberattacks against
information networks of US opponents. In cases
where the NSC establishes a specific fact of the
attack and the server of the foreign state from
which the attack was launched is identified, Defense
Ministry specialists will strike it back to prevent
further attacks on the information networks of the
US government. In matters of information security
/ NSC works closely with DHS. So, in 2004, the
CSD and the cyber security unit agreed to jointly
develop an information security training course for
the agency’s staff development center. In 2008, in
accordance with the presidential directive, the NSC
was named the leading organization for monitoring
and protecting federal government networks from
cyberterrorism. Network computer attacks cover
the whole range of activities aimed at breaking or
destroying information contained in computers
or computer networks of the enemy. At the same
time, the information flows themselves are directly
used as weapons. For example, the transmission of
an information packet with a command to turn off
the electricity is an attack of this kind, while the
generation of a power surge in the supply network,
as a result of which the computer system of the
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enemy will be de-energized, already belongs to the
category of electronic combat (Streltsov, 2003: 8).

Doubts about the effectiveness and predictability
of the consequences of network operations were
discussed at a meeting of government officials and
experts at the Massachusetts Institute of Technology
in January 2003. The concern of politicians was
caused by the prospect of a transboundary cascading
effect in the implementation of cyberattacks, which
could disrupt the functioning of civilian computer
systems. In many respects guided by the results
of this discussion, the US President in February
2003 issued the National Security Directive No. 16
regulating the conditions under which the United
States can launch a network attack against the
computer systems of another state. It also identified
officials authorized to take decisions on conducting
such operations.

According to the Pentagon, in 2007 alone,
almost 44,000 incidents were recorded that were
classified as cybercrimes committed by foreign
armies, intelligence agencies and individual.

In December 2006, the Joint Chiefs of Staff
prepared the document «National Military Strategy
cyber operations» (currently partially declassified),
which among other things has identified the strategic
priorities of the US operations to ensure information
security:

— the achievement and retention of initiative
in the course of operations conducted within the
decision-making cycle of the enemy;

— ensuring the protection of its own computer
systems and carrying out offensive operations in
enemy computer networks;

— the inclusion of operations in cyberspace in
the military planning system for the entire range of
armed conflicts with a view to developing methods
for conducting such operations (taking into account
the specificities of the various) in close cooperation
with the Armed Forces and MO departments, who
in turn must coordinate their actions with other
US departments, coalition allies and industrial
contractors;

— the creation within the Ministry of Defense of
the necessary conditions for cybernetic operations,
including organizational arrangements, training
of specialists and the creation of an appropriate
infrastructure;

— assessing the risks of network operations
that may arise due to insufficiently effective
selection of funds or counter use by the enemy
of vulnerabilities in the cyberspace of the United
States, as well as from the side effect of offensive
operations.
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Obviously, these priorities are of a very general
nature and only outline guidelines for future
operations in cyberspace.

In early March 2008, the United States held
exercises code-named «Cyberstorm-2». They were
conducted by the Ministry of the Interior with the
participation of 18 federal agencies, including the
CIA, the FBI, the USC US Armed Forces and NSC,
representatives of nine US states and over three
dozen private companies, as well as relevant services
of Australia, the United Kingdom, Canada and New
Zealand. The command post of the exercises was
located, as reported} at the headquarters of the US
secret service, which is responsible for the safety
of the head of state and is structurally part of the
IMF. «Probable enemy» was not indicated, but it
was believed that he pursued political and economic
goals and to achieve them he undertook a powerful
cyberattack against the US and its allies. During the
exercises, the participants worked out joint actions
designed to repel this attack. The development of
cyberspace was one of the main priorities of US
President Barack Obama, who came to power in
early 2009, who returned to the project of creating
a cyber command, having substantially raised its
level, but not in the structure of the US Air Force,
but within the USC US Armed Forces.

After his election, President Obama was
introduced to the report of the US National
Intelligence Agency, Global Perspectives-2025,
which concluded that «there is an urgent need to
take measures to counter information threats», and
that these threats must be considered at the national
level security of the country.

A similar conclusion was reached by the authors
of another report prepared at the Center for Strategic
and International Studies and directly devoted to
the cybersecurity policy pursued by the White
House at the present time. In it, President Barack
Obama is recommended to take urgent measures in
order to prevent the threat of national security from
escalating in this direction. The actions of the new
administration show that it classifies information
threats to the level of national security. Thus, at
the end of February 2009, the president sent a
draft federal budget to the congress in 2010, which
outlines contingency spending for intelligence
(the «National Intelligence Programy), which
provides key elements of US national security. In
this document, threats to federal information and
technology networks are characterized as real,
serious and growing, and the task of strengthening
cybersecurity at the federal level is in second
place.
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We can say that the reform of the information
security system actually began from the very first
days of the new president’s tenure. The role of the
Ministry of Internal Security, the National Security
Agency, the National Intelligence Council, the
CIA and other special services has significantly
increased. Simultaneously with the reform of
the information security system, the Obama
administration also adopted other organizational
and legislative measures aimed at securing the status
of an information superpower for the United States.

In May 2009, Pentagon officials announced their
intention to create a new structure — the command of
military operations in cyberspace, which is designed
to ensure the security of not only military, but also
civilian information systems.

Under its protection, cybernetic command
takes the military systems of the United States —
15 thousand electronic networks, about 7 million
computers and other information technology
services. Other government or private computer
networks will remain beyond his responsibility.

The American administration believes that
the formation of a single global information
infrastructure under US control will enable them
to solve the task of strategic use of information
weapons «Up to blocking the telecommunications
networks of states that do not recognize the realities
of the modern international systemy.

It should be noted that at present the use of
information technology for military purposes is not
actually regulated by international law. According
to foreign experts, these issues should be considered
and resolved on a multilateral basis with the
participation of all interested parties. At the same
time, information space management is necessary to
ensure not only the national security of the absolute
IT leader-US, but also international security in
general. However, on these issues, the United States
takes a special position and leaves agreements
(Tayley, 2007: 9).

Washington for many years opposed the
proposals of Russia on the conclusion of a kind of
«treaty on arms control», in which it should be, in
particular, about cyber weapons. At the same time,
the White House noted that in the framework of
international cooperation, it is first necessary to
concentrate efforts on combating cybercrime. The
Russian Federation sought to secure support for
concluding a treaty at the UN on restricting the

use of cyber weapons, such as computer programs
capable of destroying enemy computer systems.

However, recently the situation is beginning to
change. «What Russia has proposed is perhaps the
starting point for the start of international debate»,
said General Keith Alexander, speaking at the
Washington Analytical Center for Strategic and
International Studies (Alexander, 2014: 10). We
must carefully study these proposals and, apparently,
we will do it. «Such a statement can be regarded as
the beginning of the search for joint approaches to
solving the accumulated problemsy.

Conclusions

On efficiency of counteraction of cybercrime
imperfection of the legal providing of informative
sphere affects in the state, in this connection, need
perfection: legal mechanisms, regulative informative
legal relationships, arising up at a search, receipt,
consumption of different category of information,
informative resources, informative products,
informative services; legal mechanisms, regulative
the processes of production, transmission and
distribution of information, informative resources,
informative  products, informative  services;
legal mechanisms, regulative informative legal
relationships, arising up at creation and application
of the informative systems, their networks, backer-
ups, telecommunication infrastructure.

The number of the informative offences
registered on territory of Kazakhstan increases with
every year. Therefore measures on a fight against
these crimes must be conducted systematic. The
republic of Kazakhstan for more successful fight
against informative crimes cooperates with many
countries of the world.

The basic achievements of this advanced study
are:

Looking over legislative acts, legal and special
literature on the examined question criminal politics
is analysed on counteraction of informative crimi-
nality;

The concept of politics of the state is exposed
in the field of counteraction to the cyber crimes, her
principles and forms of realization are certain;

The comparative analysis of home legislation
was produced with the legislation of foreign coun-
tries about cyber crimes, in particular, the USA,
Russian Federation, West Europe, etc.
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