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SOME CONSUMER PROTECTION ISSUES
IN ELECTRONIC COMMERCE

With modern development, digitalization in many countries is becoming a strategic priority area of
economic development. The digital economy is an economic activity carried out through the internet,
mobile communications, digital technologies, that is, virtual reality, in economic relations on produc-
tion, distribution, exchange and consumption.

The author gives a number of author’s recommendations in the article for the systematic formation
of the structure of an online store, e-commerce to increase the competitiveness of e-commerce, indicat-
ing that in addition to effective opportunities in the development of e-commerce, there are risks that
threaten. Among them are the creation of a national research organization to improve the conditions for
the development of digital business, the provision of land by the state for the construction of warehouses
in the regions in the development of digital commerce, as well as the improvement of logistics networks,
the use of new innovative models in the technological modernization of certain sectors of the economy,
the introduction of new types of business plans, the approval of modern structures of public service.

Given the dynamic development of digital business, in addition to traditional trade, IT specialists are
in high demand in accordance with the requirements of the time. At the same time, the author empha-
sizes the need to take state measures to train specialists in the field of digital commerce, including the
organization of special courses or programs for rural residents in the regions.

In order to strengthen the protection of consumer rights, the new version of the law «On protection
of Consumer Rights» provides for additional regulatory measures. As we all know, such refined concepts
as «electronic sales platform (marketplace)», «online store» and «information and advertising platform»
have been introduced into the law. At the same time, the author proposes to introduce the term «e-
commerce» and give it a scientifically consistent definition. According to the author, e-commerce con-
tributes to the settlement of issues of consumer violations that occur when ordering services and works
with a mobile phone.

The article also proposes to ensure the mandatory protection of personal data about consumers and
supplement the inadmissibility of claims by entrepreneurs that violate and (or) oppress the rights and
legitimate interests of consumers.

Keywords: digital economy, e-commerce, consumer, consumer rights, seller, buyer, digital environ-
ment, online store.
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DAEKTPOHABIK, CayAa XKaCayAa TYTbIHYLUbIAAPADIH,
KYKbIKTapbIH KOpPFayAbIH, KeHOip MaceAeAepi

Kasipri 3amaHfbl AaMy Ke3iHAe KenTereH eapepae UMAPAAHABIPY 3KOHOMMKAAbIK, AAMYAbIH,
cTparternsabik, 6acbiM casacbiHa arHaAyAad. LIMppAbIK akoHOMMKA — OYA eHaipic, 6eay, anbipbactay
JKOHE TYTbIHY >XOHIHAEr 3KOHOMMKAAbIK KaTbIHACTAPAAFbl MHTEPHET, YSAbl GaliAaHbIC, LUMQPABIK,
TEXHOAOTUSIAAP, SFHU BUPTYaAAbI WbIHABIK, aPKbIAbI KY3€ere acblpblAaTbiH 3KOHOMUKAABIK, KbI3MET.

ABTOp MaKaAaAa 3AEKTPOHAbIK CayAaHbl AAaMbITyAad TUIMAI MYMKIHAIKTEPMEH KaTtap, Kayin
TOHAIPETIH TOYEKEAAEPAIH OPbIH aAaTbIHAbIFbIH KOPCETE OTbIPbIN, SAEKTOPHABIK, CayAaHblH Oacekere
KAOIAETTIAIMIH apTThIPY YLIiH MHTEPHET-AYKEH, IAEKTPOHABIK, KOMMEPLIMS KYPbIABIMbIH XKYHEAI TypAe
KAABINTACTBIPY YLiH HipKaTap aBTOPAbIK, yCbiHbICTap 6epeai. OAapAbIH KaTapbiHAQA UMGPAbIK, OU3HECTIH
AAMY >KaFpalbiH KeTepy YIUiH YATTbIK, FbIAbIMU-3€PTTEY YMbIMbIH KYpPY, UMMPAbIK, KOMMEPUMSHbI
AAMbITYAQ 6HIpAEPAE KOMMaAap CaAy YLIiH MEMAEKET TaparblHaH >XEePMeH KamMTamacbl3 eTy, COHAAN-
aK, AOTMCTMKAADIK, XXEAIAEPAi >KETIAAIPY, SKOHOMMKAHbIH >KEKEeAereH CeKTOPAApPblH TEXHOAOTMSIABIK,
TYPFblAQ KaMTa >KaHFbIPTYAQ >KaHA MHHOBALMSABIK, YATIAEPAI MaraasaHy, OM3HEC->XKoCnapAapAbiH
>KaHa TYPAEPIH eHri3y, XaAblKKa KbI3MET eTyAiH 3aMaH TaAaOblHa Cail KYPbIABIMAAPbIH OEKITYy CUSIKTbI
yCbIHbICTap 6ap.
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ASCTYPAI cayprapraH 6OAeK, LUMPPAbIK, OU3HECTIH KApKbIHAbI AaMbIM XKaTbIpFaHAbIFbIH eCKepCek,
yakbIT TarabbiHa cai IT mamaHAapbl koFapbl cypaHbicka ne. Ocbl peTTe, aBTop LUMMPAbIK, KOMMEp-
LMS CaAaCbiHAQ MaMaHAAPAbI AasipAay OOMbIHLLIA MEMAEKETTIK ic-LapaAap KabbIAAAy KaXKeT eKeHA|TIH,
OHbIH, iLLIIHAE BHIPAEPAETT aybIA TYPFbIHAAPbI YLIIH apHaibl KypcTap Hemece HGarAapAamanap ymbiMaac-
ThIPYAbIH, KQXKeT eKeHAITiH aAFa TapTaAbl.

TyTbIHYLIbIAAPADBIH KYKbIKTAPbIH KOPFayAbl KYLIENTY MakcaTbiHAQ «TYTbIHYLIbIAQPAbIH, KYKbIKTa-
PblH KOpPFAy TYpPaAbl» 3aHHbIH KaHa peAakLMICbiHAQ KOCbIMLLIA peTTey LapaAapbl ke3aeAreH. bapuia-
MbI3 GiAeTiHAEM, 3aHFa «<DAEKTPOHADBIK, CaTy aAaHbl (MAPKETIAENC)», <MHTEPHET-AYKEH» XKOHE «aknapart-
ThIK->KapHaMaAbIK, aAaH» CUSIKTbl HaKTbIAQHFAH YFbIMAAPADI eHTi3iAAl. OCbl peTTe, aBTOP «3AEKTPOHABIK,
KOMMEPLMS» TEPMMHIH €Hri3iM, OFaH FbIAbIMM ABMEKTI TYPAE aHblKTama 6epyAi ycbiHaAbl. ABTOPAbIH
niKipiHLIE, SAEKTPOHAbIK, KOMMEPLIMS YSIAbI TEAEDOHMEH KbIBMETTEP MEH >KYMbICTapfa TarcbipbiC 6epy
Ke3iHAE OpbIH aAaTbIH TYTbIHYLIbIAAPAbIH KYKbIKTapblH 6Y3y MaCeAeAepiH peTTeyre CenTirid TUriseAi
AEr CaHanADbI.

CoHpaii-aKk, MakaAaAa TYTbIHYLLbIAAD TypaAbl Aepbec AepekTepAi KOpFayAbl MIHAETTI TYPAE Kam-
Tamacbl3 eTy XXoHe KaCIMKepPAEpAiH TYTbIHYLIbIAAPAbIH, KYKbIKTapbl MEH 3aHAbI MYAAEAEpiH Gy3aTbiH
>KoHe (Hemece) KbICbIM >KaCanTbIH TaAanTapFa XXOA 6epMeyiH TOAbIKTbIPY YCbIHbIAQAbI.

Ty#iH ce3aep: UMMDPAbIK, SKOHOMMKA, DAEKTPOHABIK, KOMMEPUMS, TYTbIHYLIbI, TYTbIHYLIbIAQPAbIH,
KYKbIKTapbl, CaTyLlbl, CaTbIM aAyLUbl, LMPPAbIK OPTa, MHTEPHET-AYKEH.
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HekoTopbie Bonpockl 3aLMTbl npaB notpebureaer
B 9AEKTPOHHOM TOpProBAe

[Tpn coBpeMeHHOM pa3BUTUM BO MHOIMX CTPaHax LUMpoBM3aums CTaHOBUTCS CTpaTernyeckm npm-
OpPUTETHOM 06AACTbIO S3KOHOMMYECKOrO pas3BuTus. Lindposast 5kOHOMMKA — 3TO 3KOHOMMYECKas AeST-
€AbHOCTb, OCYLLECTBASIEMAs YePEe3 MHTEPHET, MOOMABHYIO CBSI3b, LM(DPOBbIE TEXHOAOTMU, TO €CTb BUP-
TYaAbHYIO PEAAbHOCTb, B 3KOHOMMYECKMX OTHOLLIEHUSIX MO MPOM3BOACTBY, PACMPEAEAEHUNIO, OOMEHY 1
noTpebAeHMIO.

ABTOp AQeT B CTaTbe pSA aBTOPCKMX PEKOMEHAALMIM MO CUCTEMATUYECKOMY (DOPMMPOBAHUIO
CTPYKTYPbl MHTEPHET-MarasmHa, SAeKTPOHHOM KOMMEPLIMM AAS TMOBbILIEHUSI KOHKYPEHTOCNOCOOHOCTHM
3AEKTOPAAbHOM TOProBAM, MOKa3biBasi, UTO HAPYIAY C BbIFOAHBIMW BO3MOXKHOCTSIMM B PA3BUTUM SAEK-
TPOHHOM TOProBAM CYLLECTBYIOT PUCKOBbIE PUCKU. B nx umcae cospaHme HauMOHaAbHOM HayUYHO-MC-
CAEAOBATEAbCKOM OpraHM3aLmm AAS MOAHSTUSE YCAOBMI PasBUTUS LMGPOBOro OmsHeca, obecrnederme
rOCyAQpPCTBOM 3E€MAU AAS CTPOMTEABCTBA CKAQAOB B PErMOHax pasBUTMS LMGPPOBOM KOMMEPLMMK, a
Tak>Ke COBEpLUEHCTBOBAHME AOTMCTUYECKMX CeTel, MCMOAb30BaHME HOBbIX MHHOBALMOHHBIX MOAEAEN
B TEXHOAOIMYECKON MOAEPHM3ALIMM OTAEAbHbBIX CEKTOPOB 3KOHOMMKM, BHEAPEHNE HOBbIX BUAOB OMU3-
HEC-NMAAHOB, COBPEMEHHOE 0OCAY>KMBAHME HACEAEHMS €CTb TakMe PEKOMEHAALIMN, KaK KPErNAeHMe KOH-
CTPYKLMIM CanAMHra.

[MOMMMO TPaAMLIMOHHOM TOPrOBAM, YUMTbIBAs AMHAMMYHOE pa3BuUTHE UMPOBOro 613Heca, Crpoc
Ha IT-cneumaAncToB, oTeevatoLMxX TpeboBaHMAM BPEMEHM, BbICOK. [1py 3TOM aBTOpP OTMEYAET, YTO He-
0OXOAMMO MPUHATb FOCYAAPCTBEHHbIE MEPbI MO MOATOTOBKE CMELMaAMCTOB B cdepe UmMdpoBOin KOM-
MepLMM, B TOM YNCAE OpPraHM30BaTb CrneLMaAbHble KypPCbl MAM MPOrPamMMbl AAS CEAbCKMX XXUTEAEN B
pervoHax.

B LeAsx ycuaeHns 3awmTbl npas notpebuTeen B HoBOM peaakumm 3akoHa «O 3awute npas noTpe-
OGuUTeAe» NPeAyCMOTPEHbI AOMIOAHUTEAbHbIE MEPbI PeryAMpoBaHus. Kak n3BecTHO, B 3aKOH BKAIOYEHbI
TakMe KOHKPEeTHbIE MOHATUS, KaK «IAeKTPOHHAas TOProBasi MAOLLAAKA (MapKeTMAENC)», «<MHTepHeT-Mara-
3MH» U «MH(POPMaLLMOHHO-PEKAAMHAs MAOLLLAAKa». [Tpyn 3TOM aBTOp NpeAAaraeT BBECTU TEPMUH «IAEK-
TPOHHAsi KOMMEpPLMSI» 1 AQTb eMy HayuHoe 060CHOBaHMe. [10 MHEHMIO aBTOpa, SAEKTPOHHAs KOMMEp-
umna 6yAeT cnocobCTBOBaTb YPEryAMPOBAHMIO BOMPOCOB HapyLIEHWs MpaB noTpebuTeAer npu 3akase
YCAYT 1 paboT o MOOMABHOMY TEAEDOHY.

Takoke B cTaTbe npeaaaraetcs obecrneuntb 06s3aTEeAbHYIO 3aLLMTY MNEPCOHAAbHBIX AAHHbIX O MO-
TPEOUTEASIX M AOMOAHWUTb HEAOMYLIEHME MPEANPUHUMATEASMM TPebOBaHMIA, HapyLaWmMX 1 (MAK)
YLWEMASIOLLMX MPaBa M 3aKOHHbIE MHTEPECH! MOTPEOUTEAEN.

KatoueBble cAoBa: LM poBasi S3KOHOMMKA, SAEKTPOHHAs KOMMEpPLIMS, MOTPpebuTeAb, npasa noTpe-
GuTeAeit, NPOAABELL, NMOoKynaTeAb, UM(POBasi CPeAQ, MHTEPHET-MarasmH.
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Introduction

In the current era of development, digitalization
is becoming an area of strategic priority for econom-
ic development in many countries. The digital econ-
omy is economic activity conducted via the internet,
mobile communications, and digital technologies—
that is, virtual reality—within economic relations
pertaining to production, distribution, exchange,
and consumption (http://www.eurasiancommission.
org/).

We are living in the age of the «Fourth Indus-
trial Revolution, » a time when global digitalization
has permeated the daily lives of people, online trade
is gradually replacing traditional retail in physical
stores, and the borders between states have become
blurred due to global access to all manner of goods
and services.

In other words, the 21st century is the age of
e-commerce, which is erasing national borders
and acquiring a global scale. Electronic com-
merce has become firmly embedded in the daily
activities of large and small firms, as well as indi-
vidual citizens.

E-commerce is intrinsically linked to the de-
velopment of the Internet, which has encompassed
all aspects of public life. The evolution of the In-
ternet has led to the creation of electronic commu-
nication channels that connect the economic inter-
ests of business entities with the personal interests
of individuals. The Internet has become not only a
mechanism for communicative interaction but also
a mechanism for organizing electronic information
space and a catalyst for the creation of a new form
of business — electronic business. The Internet has
enabled businesses to transition to a new stage of
development, one that is fundamentally different
from the classical commodity stage. Its character-
istic feature is the global expansion of its boundar-
ies, achieved by providing sellers with access to
the maximum possible consumer audience for all
their needs.

One of the primary tasks for the stable devel-
opment of the economic situation in the Republic
of Kazakhstan is human capital. Human capital, in
turn, is foundational to achieving a high standard of
living for its people and gaining recognition among
OECD (The Organisation for Economic Co-opera-
tion and Development) countries, as outlined in the
nation’s Strategic Development Plan (https://adilet.
zan.kz/).

Today, there are ample opportunities to create
specialized ecosystems within Kazakhstani com-

panies by utilizing new innovative models for the
technological modernization of individual economic
sectors, developing new types of business plans, and
establishing customer service structures that meet
contemporary demands (https://adilet.zan.kz/). An
analysis of scientific literature, research, and legis-
lation attests that the development of digital trade
and the provision of online services to consumers
are among the pressing issues not only within our
state but also on a global scale.

Materials and methods

In the course of writing the article, the author
extensively employs general scientific methods of
cognition, such as comparative-legal, historical-
legal, normative-comparative, synthesis, systemic
analysis, logical analysis, abstraction, and methods
of analogy. From the perspective of the legal regula-
tion of the topic, the author analyzes existing legis-
lation and scrutinizes the norms of normative legal
acts.

Discussions and results

The primary trend in the development of e-
commerce is globalization. The e-commerce sector
contributes to the creation of new jobs, the growth
of tax revenues, and the attraction of investments.
In economic literature, there is no consensus on
the definition of e-commerce (e-commerce»). For
example, e-commerce (e-commerce) is defined as
«conducting business communications and trans-
actions over networks and through computers, or
the buying and selling of goods and services, and
the transfer of funds, using digital communications
(Berger, 2008). According to others, e-commerce
is an automated commercial activity based on the
use of telecommunication networks, primarily the
Internet; information technologies, including web
services; and special legal norms, standards, proto-
cols, and classifiers (Gavrilov, 2020). Some authors
believe that e-commerce is a sector of the econo-
my that encompasses all financial and commercial
transactions conducted via computer networks and
the business processes associated with such transac-
tions (https://cdb.kz/).

As the Internet increasingly permeates the glob-
al space, the number of its users grows day by day.
Concurrently, the services that users can access via
the Internet are also evolving. Internet technologies
offer significant conveniences for buyers: consider-
able time savings, the ability to pay for purchased
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items with electronic money, home delivery op-
tions, a wide assortment of goods, and relatively
lower prices. There are well-known online stores
that have become established brands, demonstrating
their reliability. Consumers can quickly examine the
available assortment, view photographs of products
from various perspectives, and familiarize them-
selves with their technical specifications. The cost
of delivering goods, often handled by courier com-
panies, is typically affordable, fast, of good quality,
and convenient for the buyer.

The primary legal sources regulating relations
in online commerce include the Civil Code of the
Republic of Kazakhstan, the Law of the Republic of
Kazakhstan «On Consumer Rights Protection», the
Law of the Republic of Kazakhstan «On Advertis-
ing», the Law of the Republic of Kazakhstan «On
Electronic Document and Electronic Digital Signa-
ture» and others.

The consumer is a participant in socio-economic
relations who purchases goods or pays for services
rendered to them. They also represent a segment that
is an object of state policy, which, in turn, aims to
protect consumer rights. Furthermore, the consum-
er is one of the vulnerable elements of this policy,
based on several factors:

Technological factor: The emergence of new
technologies, artificial intelligence, and novel on-
line platform models has raised questions regarding
transparency, security, and ethics in the use of con-
sumer data.

Protection of parties’ rights: The consumer of-
ten acts as a citizen with fewer resources and lacks
professional knowledge regarding the protection of
their interests.

If the consumer is the individual purchasing
goods or services, then there is another party in the
market — the seller.

Thus, the «seller» is an individual or organiza-
tion that sells goods or services for appropriate re-
muneration. When a sale occurs, it is often said that
a purchase-sale transaction has been concluded. The
other participant in the transaction is the «buyer»
(client, consumer). The seller pursues a specific goal
in the transaction — to make a profit, whereas the
«consumer» buys goods not for subsequent resale,
but for personal or family use.

The words «buyer» and «consumery», at first
glance, might appear to be synonymous. However,
this is not the case. A buyer can make a purchase
for further resale «for the purpose of profit», while
a consumer acquires goods or services for personal
use, for household and family needs.
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The phrase «consumer rights» has become so
familiar to us that it resembles a stable idiomatic ex-
pression.

According to Kazakhstani legislation, the con-
sumer has the right to information about the prod-
uct and the seller, to product safety, to exchange or
return goods of both appropriate and inappropriate
quality, and to compensation for losses incurred
due to the inadequate quality of services rendered.
Consumers, both in traditional trade and in the e-
commerce sector, often encounter situations where
sellers do not respond to complaints or refuse to ex-
change or return goods. Some sellers openly display
notices stating, «goods are not subject to exchange
or returny.

From the moment of birth, each of us is a con-
sumer of various goods and services. According
to the Constitution of the Republic of Kazakhstan,
«human rights and freedoms belong to everyone
from birth» (https://online.zakon.kz/). As consum-
ers, every citizen of the Republic of Kazakhstan has
the right, from birth, to receive safe goods and ser-
vices of appropriate quality. However, as practice
shows, consumer rights are not always protected.

According to Article 1, paragraph 15 of the Law
«On Consumer Rights Protection», a consumer is an
individual who intends to order or purchase, or who
orders, purchases, and/or uses goods (work, ser-
vices) exclusively for personal, family, household,
and other purposes not related to entrepreneurial
activity (https://online.zakon.kz/). This definition is
not exhaustive and indicates that the law establishes
protection for the weaker party in legal relations. It
should be noted that the law regulates the ability of
consumers to purchase goods, works, and services
of appropriate quality, while also entitling them to
protect their information as consumers and to de-
mand compensation for damages incurred in the
digital space.

For instance, companies like Google and oth-
ers frequently face criticism for collecting and us-
ing users’ personal information without their full
consent, which includes tracking online activities,
personal surveillance, and using this data for adver-
tising purposes. A precedent was the case involving
Google and Cambridge Analytica, where the data
of millions of users was utilized to create political
advertising campaigns. Subsequently, the company
independently settled the matter and paid bonuses
to each consumer to resolve the conflict. Often, in
response to risks arising for consumers in the digi-
tal space, the state responds by introducing new
aspects of norms into the legal system to regulate
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these risks. According to UNCTAD data, laws on
consumer rights protection concerning digital issues
are in effect in approximately 115 countries (Min-
nebaev 2023: 2).

It is no secret that in the modern world, the vol-
ume of goods turnover in online trade is increasing
year by year. Kazakhstanis readily order selected
goods from online stores because it is convenient
and, in a number of cases, advantageous. At the same
time, the risks associated with purchasing goods via
online trade are also increasing. The consumer may
not be provided with the paid-for goods, may be giv-
en a different product, or goods of inadequate qual-
ity, and may be refused a return or exchange for both
appropriate and inadequate quality goods. In these
situations, it becomes difficult for the consumer to
achieve justice, as, typically, the online store is lo-
cated in another city or even another country.

Online trade presents a number of the follow-
ing dangers, specifically: the impossibility of pre-
liminarily assessing the consumer properties of the
product, hence the risk of fraud; increasing depen-
dence of suppliers of goods (services) on markets;
and a fundamental reshaping of the employment
structure and the qualification requirements for
labor resources in trade. Consumer rights are vio-
lated in both retail and e-commerce. Sellers refuse
to exchange or return goods, do not respond to con-
sumers’ written complaints, and often the consumer
does not know where to send a complaint and lacks
information about the seller’s details and name as a
business entity.

In contemporary legal literature, one can ob-
serve how some authors focus on the main problems
of legal supervision of goods turnover in the inter-
net space. Currently, the most significant and press-
ing issue in the legal supervision of goods turnover
in cyberspace is the problem of user identification.
The problem lies in the specifics of concluding con-
tracts in electronic form. Furthermore, a particular
aspect of this issue involves electronic signatures
and the protection of user data. Due to amendments
to the Law of the Republic of Kazakhstan «On Elec-
tronic Document and Electronic Digital Signature»
(https://online.zakon.kz/), it is stipulated that the
personal data of citizens of the Republic of Ka-
zakhstan must be stored and processed exclusively
within the territory of the Republic of Kazakhstan,
which often poses an obstacle when purchasing
goods from abroad.

Secondly, the issue of information intermedia-
tion is also a significant concern. When selecting a
product in an online store, it is crucial to pay close

attention to the information provided by the seller
regarding the product and the terms of purchase.
Furthermore, the owners of many websites on the
Internet are not the owners of the servers themselves
but are merely users (e.g., of hosting services). To
host websites on a server, they engage the services
of IT specialists, who, in turn, may have access to
special configurations. Consequently, when choos-
ing a product remotely, a consumer may receive in-
correct or irrelevant information about the product
itself, its features, and its characteristics.

According to Article 1, paragraph 65 of the Tax
Code of the Republic of Kazakhstan, electronic
trade in goods is defined as entrepreneurial activity
involving the sale of goods to individuals, conducted
with the aid of information technologies via an on-
line store and/or an internet platform, provided there
is either an in-house service for delivering goods to
the buyer (recipient) or contracts with persons pro-
viding freight transportation, courier, and/or postal
services (https://online.zakon.kz/).

One of the key objectives of the «Digital Ka-
zakhstan» state program is the development of e-
commerce. A target indicator, a 2.6% share of e-
commerce in the total trade volume of the Republic
of Kazakhstan, was achieved in 2022 (https://akor-
da.kz/ru/).

E-commerce in Kazakhstan is demonstrating
phenomenal growth. According to the results of
joint research by the «Digital Kazakhstan» Associ-
ation and «PwC Kazakhstany, the rapid growth of
e-commerce in the Republic of Kazakhstan contin-
ues: in 2022, approximately 50 million online pur-
chases were made, amounting to 1.3 trillion tenge.
The volume of Kazakhstani e-commerce consti-
tutes 8.2 percent of the country’s total domestic re-
tail trade. Consumers are increasingly purchasing
items of daily demand, such as household goods
and food products, beauty and health products,
children’s goods, and pet supplies (https://ten-
grinews.kz/).

Online trade is a form of retail trade. In this con-
text, legal relations are similar and can be divided
into two categories:

1. Consumer relations. Consumers and entre-
preneurs (product manufacturers, sellers) engage in
mutual interaction.

2. The role of the state in regulating entrepre-
neurial activity. This occurs between local self-gov-
ernment bodies and entrepreneurs within the process
of state management of the entrepreneurial sphere.
These actions are aimed at ensuring and protecting
national and public interests. It should be noted that
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entrepreneurial activity within online relations is
systemic in nature.

Globally, 33% of the population, approximately
2.8 billion people, shop via online stores. This ac-
counts for 21% of all retail sales. It is projected that
this figure will increase to 22.6% within the next
two years. Major trading platforms from China, the
USA, and the United Kingdom are in high demand
among consumers (https://24.kz/).

Although domestic online stores in our country
are developing in step with the times, the vast ma-
jority of Kazakhstanis make purchases from foreign
online stores. This is evidenced by platforms such
as China’s «Alibabay, which offers over a million
products, «Joom», which sells Korean cosmetics
and goods currently popular among women, and
various other foreign stores.

Alibaba.com is one of the marketplaces belong-
ing to the Chinese transnational company Alibaba
Group, which also operates Taobao. Alibaba.com
was founded in 1999 with the aim of connecting
suppliers from China with buyers from abroad, pri-
marily from the United States. Currently, it is one
of the world’s largest B2B (Business-to-Business)
wholesale e-commerce platforms. According to of-
ficial data, in 2020, Alibaba.com connected over
150 000 suppliers to a network of more than 10 000
000 global buyers located in over 190 countries and
regions.

The dynamics of e-commerce volume in Ka-
zakhstan demonstrate a stable growth rate. For ex-
ample, according to Euromonitor International, an
international market research company, while the
e-commerce volume was 374.2 billion tenge in
2017, it rose to 523.3 billion tenge in 2018, 612 bil-
lion tenge in 2019, 1,208.9 billion tenge in 2020,
and 1,427.7 billion tenge in 2021. Examining ma-
jor product categories, it can be observed that in the
year these figures primarily relate to (likely 2021,
based on the preceding data), Kazakhstanis spent
the most online on clothing, footwear, and various
accessories (423.9 billion tenge), and household
appliances and electronics (355 billion tenge). Ka-
zakhstanis spent the least online on household goods
(99.1 billion tenge), beverages and tobacco products
(69.9 billion tenge), food products (45.5 billion
tenge), and health and beauty products (29 billion
tenge) (https://ridero.ru/).

Globally, China ranks first in online trade.
There, the share of e-commerce in the national retail
trade turnover is 23.7 percent. In the United States,
over 10,000 stores have closed in the last two years,
and it is possible that 20-25 percent of shopping cen-
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ters there may close in the next five years. While the
development of online trade in that country stands
at 10.8 percent, in South Korea it is 7.2 percent
(https://7-su.kz/).

In 2019, approximately 1.5 billion people, or 27
percent of the world’s population aged 15 and older,
shopped online. The proportion of those shopping
via the Internet is significantly lower in low-income
countries, whereas in high-income countries, more
than half of the population made purchases online
(www.unctad.org/ict4d).

In our country, in 2024, this sector accounted for
23% of all consumer complaints. The main griev-
ances from citizens were related to the lack of infor-
mation about sellers, the non-conformity of goods
to their descriptions, and refusals to issue refunds
(https://www.facebook.com/). This situation fa-
cilitated a clearer definition of responsibilities and
regulatory mechanisms for e-commerce platforms.
E-commerce platforms are now obligated to imple-
ment internal rules for authorizing sellers, including
registration and authentication processes. Contracts
with sellers must stipulate mandatory compliance
with consumer rights legislation, including the pro-
vision of complete information about the product
and the seller. To strengthen platform oversight,
sanctions can be applied to offending sellers, po-
tentially including the blocking of their accounts.
Furthermore, consumers are to be given access to
certificates of conformity for goods; such a system
aims to enhance transparency and trust in the online
sales system.

The need for normative legal regulation of the
e-commerce sector also stems from changes in the
institutional content of economic relations. The
transborder nature of e-commerce, along with the
obligations of states within integration unions and
other international agreements, complicates the de-
velopment of effective tools for regulating the e-
commerce sphere.

The primary element of technological progress
at the end of the 20th century was the computeriza-
tion of industrial production and other sectors of the
economy, which was superseded by digitalization at
the beginning of the 21st century. At its core, digita-
lization invariably involves more complex technolo-
gies—not necessarily confined to the telecommunica-
tions sector—that are capable of significantly altering
the processes of interaction between economic
agents and the methods of organizing production.

Research into the essence of economic rela-
tions in e-commerce has revealed changes in the
theory of competitive advantages within the inter-
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net economy: if the competitiveness of traditional
trade participants depended on their production con-
ditions and ICT (Information and Communication
Technologies) endowment, then in digital trade,
competitiveness is determined by the development
of the e-commerce ecosystem. Without access to the
global market offered by e-commerce, traditional
economic factors of competitiveness become inef-
fective.

Due to the transborder nature of e-commerce,
some countries can derive significant benefits from
its development, while others may suffer losses as
traditional trade, conversely, undergoes a regres-
sion. To avoid being among the latter, state inter-
vention in the e-commerce sphere is necessary. In
this regard, regulation should be aimed at equaliz-
ing competitive conditions for foreign and domestic
suppliers, creating the necessary e-commerce infra-
structure, and also stimulating the entrepreneurial
activity of domestic enterprises in the e-commerce
sector by providing tax incentives and other support
measures.

The effective development of e-commerce de-
pends on factors such as telecommunications infra-
structure and the accessibility of data transmission,
the level of digital literacy among the population, the
provision of consumer rights protection, the legisla-
tive framework, logistical infrastructure, as well as
the development of non-cash payment instruments.

The need to integrate Kazakhstani small and
medium-sized enterprises (SMEs) into global e-
commerce platforms like Alibaba is driven by two
principal reasons:

1. The outsourcing of services related to pay-
ment, delivery, returns, accounting, and dispute res-
olution for SMEs increases the cost of conducting
business online, thereby rendering them uncompeti-
tive.

2. The small market size in Kazakhstan does not
permit the scaling of domestic e-commerce projects.
Connection to the global supply chain allows them
to reduce transaction costs and increase market cov-
erage without needing a physical presence in the
country of sale.

Due to the lack of necessary digital skills among
Kazakhstani entrepreneurs, the state is providing
them with support in the form of consulting and le-
gal assistance to facilitate their entry into large mar-
ketplaces.

The creation of specialized e-commerce plat-
forms contributes to its active development; there-
fore, in this context, it is crucial to create the nec-
essary conditions for the emergence of powerful

domestic marketplaces in Kazakhstan or within the
Eurasian Economic Union (EAEU). The introduc-
tion of restrictive measures concerning the activities
of foreign suppliers through tariff regulation is also
important.

Given that a general marketplace of a global
standard has not yet formed within the Kazakhstan
and EAEU market, it is highly important for local
entrepreneurs to access existing global platforms to
sell domestic goods outside the EAEU.

The development of online trade makes markets
accessible for thousands of entrepreneurs, includ-
ing those in the regions of Kazakhstan. Barriers for
businesses seeking to enter national and internation-
al levels are reduced, and this also promotes digita-
lization and increases the transparency of financial
operations.

The digital environment offers vast opportuni-
ties for consumers but simultaneously presents new
challenges in protecting their rights. The absence of
binding international agreements, the lack of gener-
ally accepted mechanisms for resolving disputes on
international and foreign internet platforms, as well
as fraud and the sale of consumers’ personal data,
are issues exacerbated by the lack of, and delays
in implementing, proposed measures for resolving
disputes. Despite the existence of various forms and
methods for regulating issues related to consumer
rights protection, many aspects still arise daily in
disputes between parties; their resolution requires
special attention and control from the state.

Conclusion

The UNCTAD B2C E-commerce Index charac-
terizes the potential for e-commerce development
in Kazakhstan. Consequently, as opportunities for
developing e-commerce in Kazakhstan increase, so
too do the attendant threats and risks. To enhance
the competitiveness of the network economy, it is
necessary to systematically form the e-commerce
infrastructure, including domestic and internation-
al trading platforms, logistics centers, and online
stores.

In this regard, it is pertinent to highlight the
state’s role in the development of digital trade in
Kazakhstan:

1. The prerequisites for the active development
of digital trade are the processes of digitalization
and economic globalization. As digital trade evolves
worldwide, Kazakhstan must take timely action to
avoid falling behind in this process. If Kazakhstan
can take the necessary actions now and transition
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from being merely an observer to an active partici-
pant in this process, many future outcomes will yield
a beneficial impact. In this context, we believe it is
advisable to establish a research organization, akin
to a National Center, dedicated to the development
of digital trade in Kazakhstan. This organization
would focus on seeking new perspectives, ensuring
the appropriate and timely implementation of global
processes within our state, and analyzing the current
status of digital trade development in Kazakhstan.

2. Creating favorable conditions for the devel-
opment of digital commerce is essential, namely, by
providing land for the construction of warehouses in
the regions and improving logistics networks.

3. Given that traditional trade is receding and
digital trade is progressively taking its place, it is
evident that the demand for specialists in the bur-
geoning field of digitalization will increase. Ac-
cordingly, it is necessary to implement measures for
training specialists in digital commerce, including
organizing training courses and programs for rural

residents, and arranging qualification enhancement
initiatives for individuals engaged in entrepreneur-
ship.

4. To strengthen consumer rights protection,
additional regulatory measures are stipulated in the
new edition of the Law «On Consumer Rights Pro-
tection.» Specific concepts such as «e-commerce
platform (marketplace)», «online store», and «infor-
mation-advertising platform» have been introduced
into the Law. In this respect, it is proposed to expand
the definition of the term «Electronic Commerce,
which would facilitate the regulation of issues con-
cerning violations of consumer rights when ordering
services and work via various mobile applications.

It is further proposed to supplement the fun-
damental principles of consumer rights protection
with provisions ensuring the mandatory protection
of consumers’ personal data, and stipulating the in-
admissibility of entrepreneurs including contractual
terms that violate and/or infringe upon the rights and
legitimate interests of consumer
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