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LEGAL REGULATION OF INFORMATION SECURITY
IN THE REPUBLIC OF KAZAKHSTAN

Information security is recognized as a comprehensive task, which includes the protection of legally
protected information, which forms a single system of national security, as well as a system of appropri-
ate measures of an administrative, organizational, educational and legal nature. The problem of infor-
mation security as an integral part of national security is constantly being complicated by the processes
of penetration of data processing and computing systems in any sphere of society. The interests of the
individual in the field of Information contribute to the strengthening of democracy, the creation of a
social society, ensuring the interests of the individual in the field of information and the spiritual renewal
of Kazakhstan. The interests of the state consist in the sovereignty and territorial integrity of Kazakhstan,
political, economic and social stability, as well as the creation of opportunities for the systematic devel-
opment of the National Information Infrastructure to preserve the integrity of the constitutional system
of people and citizens.

However, given that the problems of information security are a global problem, the problems of
the information Front, information weapons, information threats, information inequalities, information
and psychological security, information and energy security, information and economic security have
not been studied in the Republic of Kazakhstan. The current legislation of the Republic of Kazakhstan
requires systematic legal regulation on the basis of ensuring information security, the formation of the
information space, the fight against cybercrime, the protection of information resources and networks.

In the article, the authors study the issue of its entry into the International Information and electronic
space, protecting the interests of information subjects, taking into account the importance of informati-
zation in the context of the formation and development of qualitatively new socio-economic and politi-
cal relations in the Republic of Kazakhstan.

Key words: information security, security, information and electronic space, national economy, pro-
tection of the right to access information, protection of the information system, informatization.
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KasakcraH PecrnyO6AMKacbIHAAFbI
aKMnapaTTbIK KayincCi3AiKTi KYKbIKTbIK, peTTey

AKMNapaTTbIK, KayincCi3Aik YATTbIK, KayincCi3AiKTiH 6ip >XyileciH KypanTbiH 3aHMEH KOPFaAaTbiH
aKMnapaTTbl KOpFayAbl, COHAAM-aK, SKIMLIAIK, YMbIMAACTBIPYLUbIABIK, TOPOMEAIK XXOHE KYKbIKTbIK,
cunaTTaFbl  TMICTI  WApaAap >KYMEeCiH KAaMTUTbIH KelleHAl MIHAET Aen  TaHblAaabl.  YATTbIK,
Kayinci3aikTiH Kypamaac OeAiri petiHAe aknapartTblK Kayirci3aik MaCeAeci KOFaMHbIH, Ke3-KEeAreH
CaAaCblHAQ AEpeKkTepAi OHAEY MeH ecenTey >KYMeAepiHiH eHy npolecTepiMeH YHeMi KypAeAeHe
Tycyae. JKeke aAaMHbIH akMapaT CaAacblHAAFbl MYAAECI AEMOKPATUSHbI HbIFANTYFa, SAEYMETTIK
KOFAMHbIH, KYPbIAYbIHA, YKEKE TYAFaHbIH akmapaTt caAacblHAAFbl MYAAEAEPIH KaMTaMachl3 eTyre >kaHe
Ka3akCcTaHHbIH pyXaHW >kaHapyblHa bIKMaA eTeai. AA, MEMAEKETTIH Myaseci Ka3akCTaHHbIH ereMeHA|ri
MeH ayMaKTbIK, TYTaCTbIFbIHAH, CAsiCU-3KOHOMMKAABIK, Y)KOHE BAEYMETTIK TYPAQYAbIAbIFbIHAH, COHAAM-AK,
aAaM MeH a3aMaTTblH KOHCTUTYLMSIABIK, KYPbIAbICTbIH OY3bIAMACTbIFbIH CaKTay YILiH YATTbIK, aknapar
MHPPaKypPbIAbIMBIHBIH, >KYHEAl TYPAE AaMyblHA MeRiAiHLLE MYMKIHAIKTEp >KacayAaH TypaAbl.
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Legal regulation of information security in the Republic of Kazakhstan

Aece aAe, aknapatTbikK Kayinci3aik npobAemasapbl 9AeMAiK npodaema ekeHiH eckepcek, Kasak-
ctaH PecnybGAmnKacbiHAQ aknapaTTbiK, MaMAaH, aknapaTtTbiK Kapy, aknapartTbik Kayin-karep, aknapar-
ThIK, TEHCI3AIKTEP, akNapaTTbIK-MICUXOAOTMSABIK, KAYiMCi3AiK, aKkMapaTTbIK-3HEPreTUKaAbIK, KAyinci3aik
aKMapaTTbIK-3KOHOMMKAABIK, KAYirCi3Aik, MOCeAeAepi 3epTTeAin HaTvKe TannaraH. KasakcraH Pecny6-
AMKaCbIHbIH KOAAQHbICTaFbl 3aHHaMachl akmnapaTTbiK, KAYiMCi3AIKTI KamMTaMacbl3 eTy, akmnapaTtThiK, Ke-
HICTIriH KaAbINTACTbIPY, KMOEPKbIAMBICKA KAPCbl KYPEC, aknapaTTbiK, peCYpCTap MeH XXeAiAepAi Kopray
HerisiHAe XKYMeAi KYKbIKTbIK, PeTTeYAl KaXKeT eTeAl.

Makanapa aBTOpAap KasakcraH PecnyGAmkacbiHAQ camaAbl >KaHa SAEYMETTIK-3KOHOMMKAAbIK,
JKOHE Casicu KaTbIHACTapPAbl KAAbIMTACTbIPY YKOHE AAMbITY XKaFAalibIHAQ aKMapaTTaHAbIPYAbIH MaHbI3-
AbBIAbIFbIH €CKepe OTbIPbIM, OHbIH XaAbIKApPaAbIK, aknapaTTbIK-DIAEKTPOHADIK, KEHICTiKKe eHyi, aknapart
CcyObekTiAepiHiH MYAAEAEPIH KOPFay MOCEAECIH 3epAEAEAIL

Ty#HiH ce3aep: aknmapaTTbiK, KAYiNci3Aik, Kayinci3aik, aknapaTTbK, XKoHE IAEKTPOHAbIK, KEHICTIK,
XaAbIK, WApYyallbIAbIFbl, akmapaTka KOA XeTKi3y KYKbIFbIH KOpFay, aknapaTtTbiK, >KyHMeHi KopFay, aKmna-
paTTaHAbIpY.
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MpaBoBoe peryampoBaHue MH(POPMALMOHHON 6@30MacHOCTH
B Pecny6Anke KasaxcraH

MudopmaumoHHas 6e30MnacHOCTb NMPU3HAETCs KOMMAEKCHOM 3aAaueit, BKAIYAIOLLEen OXpaHy OX-
paHsieMol 3aKOHOM MHDOPMALMK, COCTABASIOLLEN EAMHYIO CUCTEMY HALMOHAaAbHOM 6e30MacHOCTH, a
TakXXe CMCTEMY COOTBETCTBYIOLUMX MEP aAMUMHUCTPATMBHOIO, OPraHM3aLMOHHOrO, BOCMIUTATEAbHOIO
M npaBoBoOro xapaktepa. [po6aema MHPOPMALMOHHOM 6E30MacHOCTH Kak COCTABHOM YacTW HaLMO-
HaAbHOW 6€30MaCcHOCTM MOCTOSIHHO YCAOXHSIETCS MPOLLeCCaMM NMPOHUKHOBEHMSI cMCTeM 06paboTKKU 1
pacyeTa AaHHbIX B AlOGYI0 cpepy obuiectBa. MHTEpechbl AMUHOCTM B MH(OPMALMOHHOM cdhepe Cro-
COBCTBYIOT YKPEMAEHMIO AEMOKPATMM, CO3AAHMIO COLMAAbHOrO O6LLECTBA, 06ECMEUYEHMIO MHTEPECOB
AMYHOCTU B MH(POPMALIMOHHOM chepe M AyXoBHOMY 06HOBAeHMIO KasaxcTaHa. MHTepechl rocyaAapcTBa
3aKAIOYAIOTCS B CyBEpPEHUTETE M TepPUTOPUAAbHOM LLIeAOCTHOCTM KasaxcTaHa, MOAMTUKO-3KOHOMMYe-
CKOW M COLIMAAbHOM CTaOMABHOCTM, A Tak>XKe CO3AAHUM BO3MOXKHOCTEN AASl CUCTEMHOIO PasBUTUS Ha-
LMOHAAbHOWM MH(OPMALIMOHHON MHPPACTPYKTYPbI AASI COXPAHEHUS! HEMPUKOCHOBEHHOCTU KOHCTUTY-
LIMOHHOIO CTPOS YeAOBeKa M rpaXkAaHMHa.

Tem He MeHee, yumnTbiBasl, YTO NPOBAEMbI MHPOPMALIMOHHOM 6E30MaCHOCTU SBASIOTCS MMPOBOM
npo6aemon, B Pecriy6anke KasaxcraH u3yueHbl BOMPOCHI MH(OPMALMOHHOTO (hpOHTA, MH(OpMaLLM-
OHHOTO OpYXMsl, MH(OPMALIMOHHBIX Yrpo3, MH(OPMALIMOHHOIO HepaBeHCTBa, MH(OPMALMOHHO-NCHU-
XOAOrMYeckor 6e30nacHOCTH, MHMOPMALMOHHO-3HepreTuyeckoit 6e3onacHoOCTH, MHGOPMALMOHHO-
3KOHOMMYecKkon 6e30macHOCTU. AenCTByloLLee 3aKOHOAATeAbCTBO Pecnybamnkn KasaxcraH Tpebyer
CUCTEMHOrO MPaBOBOIO PEryAMpoBaHUsl Ha OCHOBe obecneveHus MH(OPMaLMOHHOM 6e30macHoCTH,
popmMpoBaHMs MHPOPMALIMOHHOTO MPOCTPAHCTBA, 6OPbOLI C KUGEPNPECTYMHOCTHIO, 3aLUMTbI MHGOP-
MaLMOHHBIX PECypCOB U CeTeM.

B cTaTbe aBTOpbI M3yYaloT BONPOC ee NMPOHUKHOBEHUS B MEXKAYHAPOAHOE MH(DOPMALIMOHHO-IAEK-
TPOHHOE MPOCTPAHCTBO, 3aLLMTbl MHTEPECOB CyObeKTOB MH(OPMaLMK C YUETOM BaXKHOCTH MH(DOpMa-
TM3aUMK B YCAOBUSX (DOPMMPOBAHMS U Pa3BUTUS KQUECTBEHHO HOBbIX COLMAAbHO-3KOHOMMYECKMX U
MOAMTUYECKMX OTHOLeHUI B Pecriybamke KasaxcraH.

KatoueBble cAoBa: MHgoOpMaLMoHHas 6e30MacHOCTb, 6e30MacHOCTb, MH(POPMALMOHHOE U DAEK-
TPOHHOE MPOCTPAHCTBO, HAPOAHOE XO3S1MCTBO, 3alMTa NPaB AOCTyNa K MHopMaLmu, 3alumTa nHgop-
MaLMOHHBIX CUCTEM, MH(pOopMaTM3aLms.

Introduction

The problem of information security is caused
by the growing role of information in public life.
Modern society is increasingly acquiring the fea-
tures of an information society. Information security
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is interdependent as a component of national secu-
rity, and this interdependence enhances the develop-
ment of technological progress.

Information security protection is an indepen-
dent direction of state policy, which is effective for
both the individual and society and is a rational way
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to protect the rights and freedoms of every citizen,
their legitimate interests. Information security is
stimulated by a number of economic, social, and le-
gal factors of the country’s development. The main
direction of the country’s policy in the field of in-
formation security and information protection is to
preserve the independence and unity of the Republic
of Kazakhstan, form a democratic civil society, es-
tablish a rule of law, improve the material well-be-
ing of the population, increase the economic growth
of our state, and maintain international interethnic
peace (https://rep.keu.kz/bitstream/123456789/293
/1/%D0%9A%D0%B0%D0%BA%D0%B8%D0%
BC%D0%B6%D0%B0%D0%BD%D0%BE%DO0
%B2%20%D0%9C.%D0%A2..pdf).

Information security is the only source of securi-
ty for the current and future development of society,
the security of humanity. The information environ-
ment is one of the main factors that allows society
to progress in the direction of growth. Information
security is manifested in the nature of counteract-
ing information threats and influencing public con-
sciousness in order to protect the interests of social
groups and individuals of any status in the living
environment of society (Lim 2022: 32).

It must be admitted that the phenomenon of glo-
balization is very large-scale. It affects from the in-
dividual to the global level, from the material to the
psychological level. From this point of view, scien-
tists consider globalization from two sides.

The First party, view globalization as a process
of homogeneity of the world in relation to each oth-
er. Here there is a fusion of various national, reli-
gious, civilizational and other constituent elements
within humanity, that is, to consider it a just process
of integration.

The second party is considered to be a process
that leads to conflict situations arising from the uni-
fication of the system. The tendency to bring un-
known concepts to new science and the emergence
of new situations that have no solution. On the basis
of the above-mentioned parties, it is necessary to
note such aspects of the globalization process as de-
mocratization, marketization, informatization, and
the arrival of a cultural system. These are the acting
forces that occur continuously and in stages.

The rapid development of computer networks,
the emergence of new technologists for the search
for information are increasing the interest of vari-
ous people and institutions to the internet. The use
of the global network for commercial purposes
and in the processing of confidential informa-
tion requires the creation of an effective informa-
tion protection system. When connecting a local

and corporate network to the internet system, we
need to ensure the information security of this net-
work. The global internet system is designed as an
open system. Therefore, the internet system pro-
vides many opportunities for information security
breaches at different levels.

The Republic of Kazakhstan makes it possible to
have a huge impact on the security of many areas of
activity within the country by involving space com-
munication systems in various areas of the econo-
my. This will contribute to raising the prestige of
our republic on the world stage (Ospanov 2019: 1).

Methodology

In the process of writing the article, general sci-
entific methods of cognition used in legal Science
and related social sciences were used as a method-
ological basis for the study. In particular, both pri-
vate and legal methods characteristic of the sphere
of civil law were used, as well as historical, com-
parative analysis, normative-logical, synthesis, sys-
tematic-legal, analytical, etc.public-legal methods
characteristic of Information Law. A number of ex-
isting regulations and legislation were also taken as
a basis. In the process of writing the work, the fol-
lowing methods of scientific knowledge were used:
analysis, synthesis, abstraction, generalization, sim-
ilarity, etc.

Discussions and results

Today, all states in the world bring information
security issues to the fore in the system of ensuring
national security. For this, the primary task of the
state is to create a civil society as an information
society in the Republic of Kazakhstan, since in the
XXI century there is an increase in the role of In-
formation, Information Resources and technologies
in the development of citizens and the state. Legis-
lation regulating information security is also being
adopted in the Republic of Kazakhstan (Nesterova
2023). For example, the Decree of the Govern-
ment of the Republic of Kazakhstan approved the
Concept of digital transformation, development of
the information and communication technologies
and cybersecurity industry for 2023-2029 (https://
online.zakon.kz/Document/?doc_1d=35064126),
which determines the optimal ways to solve press-
ing issues in the field of public services for the popu-
lation and the business community. transformation
of public administration and further development
of economic sectors using the capabilities of digital
technologies.
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The implementation of all measures and pro-
cesses in the field of digitalization and informatiza-
tion should be carried out in strict accordance with
the regulatory framework. As in most countries of
the world, Kazakhstan has not yet formed a regula-
tory framework that adequately regulates the intro-
duction and development of digital processes. The
most important problem in the aspect of legal regu-
lation of the digital environment in Kazakhstan is
the lack of a legally defined system of principles and
approaches in accordance with which regulatory re-
quirements would be developed.

The concept of legal policy until 2030, approved
by the Decree of the President of the Republic of
Kazakhstan, defines the following tasks:

1. The need for legal regulation of artificial in-
telligence and robotics, first of all, in order to deter-
mine liability for harm caused by their actions, as
well as to solve the problem of determining the own-
ership of intellectual property rights to works creat-
ed with the participation of artificial intelligence. To
study the issue of the possibility of granting robots
legal status and, as a result, the possibility of bring-
ing artificial intelligence to legal responsibility.

2. Review of the provisions of the legislation on
personal data and their protection in order to bring it
into line with a number of basic principles underly-
ing this branch of legislation.

3. Settlement of issues of inadmissibility of
discrimination in the use of big data technology
and restrictions on the uncontrolled use of gadgets
in order to track citizens (https://online.zakon.kz/
Document/?doc_1d=37870586#activate doc=2).

Of course, the main act that will define the
principles and approaches to regulation, as well as
the fundamental legal institutions and structures
for regulating the digital environment, should be
the Digital Code of the Republic of Kazakhstan.
However, without waiting for the adoption of the
Digital Code, the development of NPA projects
of various levels is carried out non-stop. Thus, 12
laws have been amended in the Law of the Repub-
lic of Kazakhstan «On Informatization» (https://
online.zakon.kz/Document/?doc_id=33885902)
over the past three years. At the same time, cer-
tain norms and regulations are being implemented
without taking into account the fact that in Kazakh-
stan, as well as in the world at the level of scien-
tific doctrine, many issues of legal regulation of the
digital environment have not yet been resolved. So,
for example, the Administrative Procedural Code
(art. 43-2) contains a provision defining that «the
owner of data created, accumulated and acquired
at the expense of budgetary funds, as well as ob-
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tained by other means established by the laws of
the Republic of Kazakhstan, is the state», while the
Civil Code of the Republic of Kazakhstan infor-
mation (data) they are not classified as objects of
ownership. Unfortunately, this is not the only such
mistake.

According to the law «On informatizationy, the
course of information support is defined as ensur-
ing that the information system intended for use is
used for its intended purpose. These include mea-
sures to correct, modify and maintain software gaps
without modernization and compliance with its
integrity without implementing additional service
requirements. However, it is also true that there
is a problem if the task of the information system
needs to be slightly defined. For example, to auto-
mate the public service, it is necessary to regulate
the task of the information system. However, ac-
cording to the current law, this process is not pos-
sible. In this regard, it will be necessary to amend
the law “on Informatization” to simplify the process
of development of information systems when auto-
mating the activities of a state body and public ser-
vices provided by them. This is a problem that is
becoming apparent in practice. An important place
in the system of these means of ensuring informa-
tion security is occupied by the provisions of the
Code of Administrative Offenses of the Republic
of Kazakhstan, providing information security in
a number of areas. For example, Chapter 23 of the
Administrative Code of the Republic of Kazakhstan
provides for liability for administrative offenses in
the field of press and information security in the
Republic of Kazakhstan (https://online.zakon.kz/
Document/?doc_id=31577100#activate_doc=2).

National security or national security is the pro-
tection of the vital interests of the individual, society
and the state in various spheres of existence from
both internal and external threats, that is, ensuring
the stable progressive development of the country.
For the first time, the term” national security «was
used in the law of the Republic of Kazakhstan «On
national security» in 1995, and further additions to
the content of this term were reflected in the Annual
Messages of the president of the Republic of Ka-
zakhstan to the people of Kazakhstan.

From the point of view of law, the following are
recognized as the main form of national security:

- individual — his rights and obligations;

- society — its material and spiritual benefits;

- the state is its constitutional structure, sover-
eignty and territorial integrity.

Citizens, public organizations and associa-
tions that are subjects of security have the rights
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and obligations to participate in ensuring security
in accordance with the legislation of the Republic
of Kazakhstan. The main object and subject of na-
tional security is man. Moreover, he is involved in
all kinds of security measures. Therefore, ensuring
the safety of an individual is considered a condition
for ensuring the safety of all its types and levels. The
state, the state of the individual is determined by the
state, the state of society, the state.

Each person can only partially ensure his per-
sonal security by acting within the framework of the
law and taking into account the interests of society
and the state. The state is recognized as the main
tool for ensuring the safety of society’s life.

Over the years of independence, a huge amount
of work has been done to create a national security
system in Kazakhstan.

As proof of this, we can mention the Constitu-
tion of the Republic of Kazakhstan, the laws of the
Republic of Kazakhstan «On national security», «on
combating terrorism», «on combating corruptiony,
the concept of Environmental Security, the National
Security Strategy, the law “on Environmental Pro-
tection” and other regulatory legal acts that form a
legal basis. The law of the Republic of Kazakhstan
«On national security of the Republic of Kazakh-
stan» defines national security as a state of protec-
tion of the national interests of the Republic of Ka-
zakhstan from real and potential threats, ensuring
the dynamic development of a person and citizen,
society and the state ().

The electronic state is a new way of organiz-
ing state power, transforming all three branches of
government. The legislative branch is represented
by electronic lawmaking and electronic Parliament,
Electronic Government, Electronic Justice (Duisen-
kul 2023: 24).

While there is an active study of information se-
curity problems in many countries of the world, there
is not a single serious study in Kazakhstan on the is-
sues of information security of information warfare,
information inequalities, information weapons, In-
formation threat, information and economic security,
information and psychological security, information
and energy security. In addition, it is the development
of Kazakhstan at the present stage that makes it pos-
sible to quite clearly highlight the information com-
ponents of the problems of national security. Previ-
ously, when considering security issues, it was noted
the main elements of national security: military, po-
litical, economic, environmental:

The interests of the individual in the field of in-
formation consist in: ensuring the interests of the
individual in this area, strengthening democracy,

building a legal social society, achieving and main-
taining public harmony, spiritual renewal of Ka-
zakhstan.

In the scientific literature, «information securi-
ty» is not defined unambiguously. Thus, T.A. Mar-
tirosyan writes that information security is a state
of protection of an individual, society and the state
in the information sphere from possible internal and
external threats (Martirosyan 2005). On the basis of
the national interests of the Republic of Kazakhstan
in the field of information, Strategic and current
tasks of the state’s domestic and foreign policy to
ensure information security are formed.

The information security policy provides infor-
mation about the activities of state and public in-
stitutions: the implementation, use of innovative In-
formation Systems, Information Protection tools, as
well as the exchange of information when process-
ing information, as well as during operations.

There is no doubt that the connection of coun-
tries to the World Wide Web causes certain resis-
tance from the authorities, since there is a threat
of an unprecedented invasion of information into
the communication space of a sovereign state. The
emergence of such concerns depends not only on na-
tional borders, but also on the entire system of val-
ues: «this is protection against diffidence, protection
against fraudulent advertising, privacy violations
and ensuring the right of people not to interfere in
their privacy, protection of the moral development
of children». At the same time, such values include
the preservation of national culture, psychology,
and native language.

Informatization opens up new opportunities for
traditional media such as print, radio and television:
it uses the Internet to accelerate the delivery of its
content. In addition, at least some of the readers
stop reading newspapers using information via the
internet. Many television enthusiasts switch to the
Internet, and sociologists note some influx of view-
ers. The most stable location seems to be radio, as
the number of cars is growing, as well as the number
of radio listeners. The interaction between the inter-
net and traditional media requires serious analysis.
We would like to remind you that after the appear-
ance of radio, the newspapers began to talk about
the near end, the appearance of television brought
predictions about the upcoming newspapers and ra-
dio. But these assumptions were not justified: tradi-
tional media interact and develop, remaining in the
conditions of information pluralism. First of all, the
Internet does not hurt, it contributes to their trans-
formation and evolution. The more choice, the more
opportunities for information.
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Commercial espionage, database theft, and
information attacks aimed at undermining reputa-
tion will be especially in demand in the informa-
tion economy. The laboratory believes that a real
war is coming between hackers and the computer
specialists of large corporations opposing them.
Thus, we can talk about the formation of a new
segment of the shadow economy — the «black» cy-
ber market, which negatively affects the economic
security of the entire state. In addition, this indi-
cates the emergence of new types of institutional
traps, which also threatens the economic security
of the state (Myrzakhmetov, 2019: 119). Informa-
tion protection is a set of measures aimed at en-
suring information security. In practice, informa-
tion protection refers to maintaining the integrity,
availability and, if necessary, confidentiality of
information and resources used to enter, store, pro-
cess and transport data. Thus, information protec-
tion — a set of measures taken to prevent informa-
tion leakage, theft, loss, unauthorized destruction,
modification, conversion, unauthorized copying,
blocking. It includes organizational, software and
technical methods and means aimed at meeting the
limitations imposed in ensuring safety (Kamalova

2020: 6). The most important area currently under-
going a significant transformation is the informa-
tion sphere. In this regard, today one of the urgent
problems of any state is the task related to ensur-
ing information security (http://www.rusnauka.
com/15 KPSN 2015/Pravo/13 192143.doc.htm).

Conclusion

Thus, in order to improve information legisla-
tion, the share of constitutional norms that can guar-
antee the confidentiality of the formation of personal
data of citizens, State Information Resources pre-
vails. As analyzed in the study, the most relevant
issue in the formation of an information society is an
information society in a national style, built on the
national interest. In this regard, we note the special
role of information in the rapid development, politi-
cal stabilization, security of the country. Therefore,
an independent country faces the task of forming a
unified national Information Society at a high level.
To date, only the scope of application of unmanned
aerial vehicles has been definitely regulated. The is-
sues of the use of unmanned vehicles and unmanned
surface vehicles have not been settled.
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