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LEGAL INSTRUMENTS OF COMBATING LEGALIZATION
(LAUNDERING) OF PROCEEDS OF CRIME IN CONDITIONS
OF DIGITAL EVOLUTION OF THE REPUBLIC OF KAZAKHSTAN

The article investigates domestic legal instruments used in combating legalization (laundering) of
proceeds of crime in the conditions of digital criminal development. The purpose of this article is to
introduce the results of the authors’ research area to the scientific community. Legalization (laundering)
of proceeds of crime poses a serious threat to the financial stability and economic security of the state
as a whole. One of the factors having a negative impact on the traditional financial system has become
the spread of digital assets, including cryptocurrencies, NFT — tokens, the volume of transactions has an
annual exponential growth. The main principle of legalization of criminal proceeds assumes complete
disclosure of criminal activities from law enforcement and controlling authorities and their further in-
volvement in legitimate economic activities, as blockchain technologies allow to perform these activities
anonymously. Measures taken by state authorities to prevent criminal legalization (laundering) of money
and proceeds, such as regulations, financial transaction monitoring systems, international cooperation
and measures to strengthen financial transparency are analyzed. The development, adoption and imple-
mentation of a comprehensive system of measures aimed at protecting the rights and legitimate interests
of citizens and society, the state and the organization of the legal mechanism in combating money laun-
dering requires the adoption and consistent implementation of effective measures.

The significance of the performed research resides in the possibility of application of the obtained
results in the field of combating criminal legalization (laundering) of proceeds. In the course of the re-
search, the article highlights the issues of efficiency and possible upgrading of legal instruments in the
context of combating criminal legalization (laundering) of proceeds in Kazakhstan. Emphasis is placed
on the efficiency of these instruments and possible implementation difficulties.

Key words: legalization, laundering of the criminal income, combatting, digital assets, cryptocur-
rencies.

b.A. EpkeHos

Kasakcran Pecniyb6ankach! IIM M. Ec6oAaToB aTbiHAAFbl AAMaTbl akaAeMUsICbl, AAMaTbI K., KasakcraH
e-mail: bolatyerkenov@gmail.com

KaszakcraH Pecny6AnKacbiHbIH, UM PAbIK AaMYybl XKaFAalbIHAQ
KbIAMbICTbIK, )XOAMEH aAblHFaH KipicTepAi 3aHAaCTbIpyFa (KbIAbICTATYFa)
KapCbl KYPeCTiH, KYKbIKTbIK, KypaAAapbl

Makanaaa KbIAMBICTbIK, XKOAMEH aAblHFaH KipicTepAi 3aHAACTbipyFa (KblAbICTATyFa) Kapchbl
KYpecTe KOAAQHbIAATbIH OTAHABIK, KYKbIKTbIK KYPAAAAP KbIAMBICTbIH, LLUPPABIK, AaMybl XaFAalblHAQ
KapacTblpblAaabl. KbIAMBICTBIK, >KOAMEH aAblHFaH KipiCTepAi 3aHAACTbIPY (KbIABICTATY) >KaAfbl
MEMAEKETTIH, Kap>KbIAbIK, TYPAK ThIAbIFbIHA )KOHE SKOHOMMKAAbIK, KQYiMCi3AiriHe eAeyAi KaTep TOHAIpeAi.
ASCTYPAI Kap>Kbl >XyieciHe Tepic acep eTeTiH (pakToOpAapAbiH, 6ipi CaHABIK aKTUBTEPAIH TapaAybl,
COHbIH, iWiHAe. KpunToBaAloTarap, NFT — TpaH3akumsAap KeAemi >KbIA CalblHFbl 3KCMOHEHUMAAAbI
eciMre me TaHbanaybllUTap. AKLLUAHbI >KbIAbICTATYAbIH HEri3ri KaruAaChbl KbIAMbICTbIK, 9PeKeTTepAj
KYKbIK KOpFay >eHe OaKblAayllbl OpraHAApAaH TOAbIFbIMEH >KACbIPYAbl >XOHE OAapAbl 3aHAbI
KOHOMMKAABIK, KbI3METKE OAaH Opi TapTyAbl KAMTUAbI, OMTKEHI OAOKYENH TEeXHOAOrMsAapbl OYA
BPEKETTI XKACbIPbIH TYPAE XKY3ere acbipyFa MyMKiHAIK 6epeai. KbIAMBICTbIK, )XOAMEH aAbIHFaH aKaHbl
KOHE KipicTepAl 3aHAACTbIPYAbI (KbIAbICTATYAbl) GOAAbIPMAY GOMbIHILA MEMAEKETTIK OpraHAapAbIH
aTKkapaTbliH LlapaAapbl, MbICaAbl, HOPMATMBTIK KYKbIKTbIK aKTiAep, Kap>KbIAbIK, OMepaumsaAapAbl
6akblAay XKYMeAepi, XaAbIKapaAbIK, bIHTbIMAKTACTbIK, >)XOHE Kap>KbIAbIK, allbIKTbIKTbl KYLIEATY LApaAapbl
TaAAAHaAbl. A3amMaTTap MeH KOFaMHbIH, MEMAEKETTIH, KYKbIKTapbl MEH 3aHAbl MYAAEAEPiH KOopFayFa
>KOHe KbIAMBICTbIK, KipiCTepAi 3aHAACTbIPYFa (XKbIAbICTATyFa) KApPChl iC-KUMbIAABIH, KYKbIKTbIK, TETIriH
YMbIMAQCTbIPYFa GaFbITTaAFaH LapaAapAblH KELEHAT >KYMeciH a3ipaey, Kabblasay >koHe icke acblpy
MakcaTblHAQ TUIMA] TETIKTEPI KaXKeT.
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3epTTey GapbicbiHAA MakaAaaa KazakCTaHAAFbl KbIAMBICTbIK, 3aHAACTbIPYFa (KbIAbICTATYFa) KapChbl
iIC-KMMbIA KOHTEKCTIHAET | KYKbIKTbIK, KYPAAAAPAbIH TUIMAIAITT MEH bIKTMMAaA XKaKCapTy MOCeAeAepi Ke-
TepiAAi. ByA KypaaaapAbiH TUIMAIAITIHE XKeHe oAapAbl MaiAaAaHYAAFbl MyMKIH npobAaemanapra epek-
LLe Ha3ap ayAapblAaAbI.

Ty#HiH ce3aep: 3aHAACTbIPY, KbIAMBICTbIK, KipICTEPAI >KbIAbICTATY, KAPCbl iC-KUMbIA, UMMPABIK, aK-
TUBTEP, KPUMTOBAAIOTA.
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[MpaBoBble MHCTPYMEHTbI MPOTUBOAEHCTBUS
KPUMMHAABbHOM AeraAn3aumm (0OTMbIBaHMIO)
B ycAoBuSX LMcppoBoro passutusa Pecnyoankm Kasaxcrau

CraTbsl UCCAEAYET OTeUYeCTBEHHbIE MPABOBbIE MHCTPYMEHTbI, UCMOAb3yeMble B NMPOTUBOAENCTBUM
AeraAmM3aumm (OTMbIBAHUIO) AOXOAOB OT MPECTYMNMHON AESITEAbHOCTU B YCAOBMSX LM(POBOro passu-
TUSI NPecTynHoCTH. LleAb HacTosieln CTaTbu SBASIETCS O3HAKOMAEHME Hay4yHOro coobluectsa C pe-
3yAbTaTamm 0OAACTM MCCAEAOBAHUSI aBTOPOB. AeraAmsaums (OTMbIBaHME) AOXOAOB OT MPECTYMHOM
AESITEABHOCTU MPEACTABASET CEPbE3HYI0 YrPo3y AASl (PUHAHCOBOM CTAGUMABHOCTM M SKOHOMMYECKOWA
6e30nacHOCTM rocyaapcTsa B LeAom. OAHUM M3 hakTOPOB, OKa3bIBAIOWMX HEraTMBHOE BAMSIHME Ha
TPAAMLMOHHYIO (DPMHAHCOBYIO CUMCTEMY, CTAaAO PACrpoOCTpaHeHWe LUMMPOBbIX aKTMBOB, B T.Y. KPUMTO-
BaAloT, NFT — TOKeHOB, 06beM CAEAOK, C KOTOPbIMU MMEET EXKErOAHbIN 3KCMOHEHLMaAbHbI pocT. Oc-
HOBHbIM MPUHLMIMOM A€raAn3aLmm NPecTyNHbIX AOXOAOB MPeANoAaraeT MOAHOE COKPbITHE MPEeCcTynHOM
AESITEABHOCTU OT MPABOOXPAHUTEAbHbIX M KOHTPOAMPYIOLLMX OPraHOB U AAAbHelLIee UX BOBAEYEHMEe
B 3aKOHHYIO 9KOHOMUYECKYIO AESTEALHOCTb, MOCKOAbKY TEXHOAOTMM BGAOKUENH MO3BOASIOT OCYLLECT-
BASTb 3TY AEITEAbHOCTb aHOHUMHO. AHAAM3MPYIOTCS MepPbl, MPUHNMAEMbIE FOCYAAPCTBEHHbIMU Opra-
HamMM AASI MPEAOTBPALLEHUS KPUMMHAABHOM AeraAm3aumm (OTMbIBaHMS) AEHEr 1 AOXOAOB, Takue Kak
HOPMAaTMBHO — MPaBOBble aKTbl, CUCTEMbI MOHWUTOPWHIA (PMHAHCOBBIX TPaAH3aKLMIA, MEXAYHAaPOAHOE
COTPYAHMYECTBO M MEpPbI MO YKPENAeHMio (OMHAHCOBOM NMPO3PavHOCTM. AAS BbIPAOOTKM, MPUHSTUS 1
OCYLLLIECTBAEHWNSI KOMMAEKCHOM CUCTEMbI MEPOTNPUSATUI, HAMPABAEHHbIX Ha 3alMTY MPaB M 3aKOHHbIX
MHTEPECOB rpakAaH M 00LWEeCTBa, FOCYAapCTBa M OPraHM3aLmMmn NpaBoBoOro MexaH1M3ma B MpOTUBOAEI-
CTBMM A€raamsaumu (OTMbIBAHMS) MPECTYMHbIX AOXOAOB, TPEOYeTCs MPUHATME M MOCAEAOBATEAbHOE
ocyLlecTBAeHme 3PPEKTUBHBIX MEXAHN3MOB.

LleHHOCTb NpOBEAEHHOIO MCCAEAOBAHMS 3AKAIOYAETCS B BO3MOXKHOCTU NMPUMEHEHUS MOAYYEHHbIX
PE3yAbTaTOB B 00OAACTM MPOTUBOAEMCTBMSI MPECTYIMHON AeraAmM3aumm (OTMbIBAHUS) AOXOAOB. B xoae
WCCAEAOBaHUSI B CTATbe MOAHSTbI BOMPOChI PE3YAbTATMBHOCTU M BO3MOXKHbIE YAYULLEHMS MPABOBbIX
WHCTPYMEHTOB B KOHTEKCTE MPOTUBOAENCTBUS NMPECTYMHOM AeraAmM3aumm (OTMbIBaHMIO) AOXOAOB B Ka-
3axcraHe. Ocob60e BHMMaHWe yAeAaeTCst 3PMEKTUBHOCTU STUX MHCTPYMEHTOB M BO3MOXHbIM MPo6Ae-
MaMm B MX NMPUMEHEHUU.

KAtoueBble cAOBa: AeraAM3alms, OTMbIBaHME NMPeCTYNHbIX AOXOAOB, MPOTUBOAENCTBUE, LM POBbIe
AKTMBbI, KPUMTOBAAIOTA.

Introduction

The industry of digital assets is growing rapidly
around the world. Today, a number of countries al-
low digital assets to be used as settlement tools, to
attract investment, and for other purposes.

The application of digital assets has obvious advan-
tages from the consumer’s point of view. In particular,
they include high speed of transactions; the absence
of a single centralized intermediary issuing virtual as-
sets, which significantly reduces the associated costs,
and, accordingly, the cost of transactions; the privacy;
a simplified procedure for raising funding during ICO
(Initial coin offering — a form of investment attraction)
for the implementation of commercial and charitable
projects (Razdorozhny 2019: 147).

Meanwhile, the development of Internet capa-
bilities and the increasing digitalization of payment
processes have revolutionized the ways in which the
proceeds of crime are laundered. New technologi-
cal advances, including in social media, online plat-
forms, online gambling, mobile payments, transfers,
digital and cryptocurrencies, and anonymization
software, have reduced the risks and costs for pro-
fessional “launderers” associated with their crimi-
nal activities (http://www.fatf-gafi.org/publications/
methodandtrends/documents/professional-money-
laundering.html).

In this regard, the development of blockchain
technologies, using digital assets (cryptocurrencies,
NFT — tokens) created on their basis, which are not
tied to the financial system of any state, carry high
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risks and threats associated with criminal legal-
ization (laundering) of proceeds, remaining in the
shadow of state financial monitoring.

Among the risks arising from the use of digi-
tal assets is the anonymity of blockchain users. Al-
though the full version of the distributed ledger is
stored locally with each user, each user is anony-
mous, as the only tool to identify the user in the dis-
tributed ledger is a unique cryptographic key, which
is a set of symbols and by itself does not in any way
lead to its holder. In case the user uses such means
as VPN-connection, TOR and similar technologies,
multiple transfers of digital assets from one wallet
to another, use of special services of cryptocurrency
mixers, such as Coinmixer.se, detection of the user
is practically impossible. This circumstance creates
significant risks associated with combating money
and income legalization (laundering) (Kumukov
2018: 144).

Back in 2015, in their Guidance on the Risk-
Based Approach for Convertible Virtual Currencies,
FATF experts noted that in the near term, only con-
vertible virtual currencies that can be used to trans-
fer value to/from fiat currencies and the regulated fi-
nancial system are likely to pose money laundering/
terrorist financing (ML/TF) risks. Therefore, coun-
tries should focus their AML/CFT efforts, within a
risk-based approach, on convertible virtual curren-
cies that pose a higher ML/TFrisk (https://eurasian-
group.org/files/uploads/files/FATF_documents/
FATF Guidances/ROP_Virtualnye valyuty.pdf).

It is notable that also UN Security Council
Resolution No. 2462 (UN, 2019), urged all states to
improve the traceability and transparency of finan-
cial transactions, including by fully utilizing new
and emerging financial and regulatory technologies
to enhance the availability of financial services and
facilitate effective implementation of anti-ML/TF
measures  (https://www.un.org/securitycouncil/ru/
content/sres24622019).

Materials and methods

The present study was carried out by applying
a set of methods traditionally used in legal science,
i.e.: general scientific, historical-legal, comparative-
legal, formal-logical, system-structural. Along with
the above methods, private methods that meet the
goals and objectives of the subject of the study are
applied: analysis and evaluation of narrative sourc-
es, international legal acts ratified by the Republic
of Kazakhstan, relevant to the issues under consid-
eration.

Review of the literature

A number of domestic scientists such as Smagu-
lov A.A., Sandrachuk M. V., Syzdykov E., Temirbu-
latov S.G., Temiraliev T.S., Ukanov G.K. and oth-
ers have studied the issues of criminal legalization
(laundering). At the same time, a number of can-
didate dissertations (Beisenov A.M., Beskempirov
L.S., Bosholov A.S., Davydov V.S., Denega O.P.,
Nigmatulin A.Y.) are devoted to certain aspects in
the studied sphere.

Among the scientists of the near abroad coun-
tries it is necessary to note the scientific works of
Ananikyan D.S., Arefiev A.Y., Baranov R.A.,
Bagautdinova S.K., Bershtam B.E., Busarova O.A.,
Volzhenkin B.V., Gaukhman I.M., Garifullin R.F.,
Dikanova T.L., Zhesterov P.V., Zimin P.V., Zhalin-
sky A.E., Zhurbin R.E., Zhesterov P.V., Zhesterov
P.V, Karabash A.O., Karleba V.A., Klepitsky LA.,
Kobets P.N., Krayushkin A.A., Lyaskalo A.N., Ma-
karevich A.A., Mikhailov V.I., Movesyan A.G.,
Osipov N.R., Pogosyan G.O., Pakhomchik S.D.,
Proshunin M.M., Rodikova E.M., Rudaya T.Y.,
Stakh A.A., Hakimova E.R., Khomich O.V., Cher-
ney V.V., Shakhmatov A.V., Shapiro L.G.

The research of issues in this area has been the
subject of studies of scientists from foreign coun-
tries such as Grant V., Gray L., Greenberg T., Dah
E., Kerner H.H., Robinson D., Samuel D., Stieranka
J., and others.

Despite the significant contribution made by the
authors of these research to the study of individual
issues of combating legalization (laundering) of pro-
ceeds of crime, today, taking into account the digital
revolution in the ways of legalization (laundering)
of proceeds of crime, the issue of a comprehensive
approach to solving institutional problems affecting
the effectiveness of combating this phenomenon has
remained practically outside the scope of scientific
research. In particular, the works of the mentioned
scientists are mainly devoted to the issues of theoreti-
cal aspects of the etymology of the concept of legal-
ization (laundering) of criminal proceeds, its place in
the structure of the “shadow” economy, criminologi-
cal reasons contributing to its commission, criminal
law, criminal procedure and criminalistic directions
of counteraction to crimes of this nature. In this re-
gard, given the relevance of the digital transformation
of crime, including the use of digital assets, the issues
of detection and disclosure of these crimes in this way
practically no attention has been paid, as indicated, in
particular, by the current lack of effective, scientifi-
cally based methods in this area.
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In this regard, in our opinion, the necessity has
arisen to revise qualitatively the approaches in com-
bating criminal legalization (laundering) affecting
the efficiency of detection and disclosure of the
above-mentioned type of crime committed in the
conditions of digital transformation and to develop
recommendations that may affect the situation in
general.

Results and discussion

At this stage, the Republic of Kazakhstan has
taken a number of organizational and legal measures
to implement international standards to regulate the
activities of digital asset turnover.

Since Kazakhstan joined the Eurasian Group
on Combating Money Laundering and Financing of
Terrorism (hereinafter — EAG) in 2011, which is a
regional body similar to the Financial Action Task
Force (hereinafter — FATF), the country has been
implementing international institutions and recom-
mendations on combating money laundering and
terrorism financing, which resulted in the successful
completion of the mutual evaluation procedure on
combating money laundering and financing of ter-
rorism. (https://eurasiangroup.org/ru/mutual-eval-
uation-report-of-the-republic-of-kazakhstan-has-
been-published-on-the-eag-website).

Thus, the term “digital asset” was first enshrined
in domestic legislation in June 2020 (https://adilet.
zan.kz/rus/docs/K940001000 ), and already in
February 2023 the Law “On Digital Assets in the
Republic of Kazakhstan” was officially published
(https://adilet.zan.kz/rus/docs/Z2300000193).

It is necessary to note that according to the Law
of the Republic of Kazakhstan “On Informatization”
(p. 55-1 art. 1), “digital asset” is defined as prop-
erty created in electronic digital form with the use
of cryptography and computer calculations, which
1s not a financial instrument, as well as an electronic
digital form of certification of property rights. Also,
in this law (Art. 31-1) it is established that a digital
asset is not a means of payment. One of the types of
digital asset is a “digital token”, defined as a digi-
tal means of recording, exchange and certification
of property rights (https://adilet.zan.kz/rus/docs/
7220000014 1/info).

The main legal act regulating the sphere of com-
bating ML/TF in Kazakhstan is the Law of the Re-
public of Kazakhstan “On Combating Legalization
(Laundering) of Proceeds of Crime and Financing
of Terrorism” dated July 1, 2016 (https://adilet.zan.
kz/rus/docs/Z090000191). The regulatory act estab-

lishes a set of measures to be implemented to pre-
vent ML/TF, including:

- identification and assessment of ML/TF risks.

- customer due diligence.

- monitoring of financial transactions.

- reporting of transactions subject to financial
monitoring.

- cooperation with law enforcement and other
government agencies.

- international cooperation.

It is to be noted that the AML/CFT Law also
includes persons engaged in the issuance of digital
assets, organization of trading of such assets, as well
as provision of services on exchange of digital as-
sets for money, valuables and other property as sub-
jects of financial monitoring.

Within the established legal framework in Ka-
zakhstan, various legal instruments are used for
combating ML/TF:

- identification and assessment of ML/TF risks:
financial monitoring entities are obliged to carry out
identification and assessment of ML/TF risks in re-
lation to their clients and transactions.

- customer due diligence: financial monitoring
subjects are obliged to conduct customer due dili-
gence, including the examination of the origin of
their funds.

- monitoring of financial transactions: financial
monitoring subjects are obliged to monitor financial
transactions of their clients in order to identify sus-
picious transactions.

- reporting on transactions subject to finan-
cial monitoring: financial monitoring subjects are
obliged to submit to the Financial Monitoring Agen-
cy (FMA) reports on transactions falling under the
definition of transactions subject to financial moni-
toring.

- Cooperation with law enforcement and other
state bodies: subjects of financial monitoring are
obliged to cooperate with law enforcement and oth-
er state bodies within the framework of investiga-
tions related to ML/FT.

- international cooperation: Kazakhstan inter-
acts with other countries in the sphere of combating
ML/TF within the framework of international orga-
nizations and bilateral agreements.

Briefly about the institutional mechanism of
combating money laundering.

Thus, for the purposes of implementing mea-
sures to combat money laundering and terrorist
financing, Kazakhstan has established a system
of state bodies and organizations with appropriate
powers. It includes:
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- Financial Intelligence Unit of the Financial
Monitoring Agency of the RK.

- Economic Investigation Service of the Agency
for Financial Monitoring of the Republic of Kazakh-
stan.

- National Bank of the Republic of Kazakhstan.

- Prosecutor’s Office of the Republic of Kazakh-
stan.

- National Security Committee of the Republic
of Kazakhstan.

- Anti-Corruption Agency of the Republic of
Kazakhstan.

- Ministry of Internal Affairs of the Republic of
Kazakhstan.

Meanwhile, law enforcement agencies, on the
basis of the Joint Agreement (No. 1009-dsp of
14.10.2020) submit to the Financial Intelligence
Unit of the Financial Monitoring Agency (herein-
after — FMSA FIU) requests authorized by prosecu-
tors to obtain financial information, including from
foreign partners, when conducting parallel financial
investigations, investigations of predicate offences
and ML/TF. The information obtained from the
FMSA is used to collect evidence both at the stage
of criminal investigations and in criminal cases
(https://eurasiangroup.org/ru/mutual-evaluation-
report-of-the-republic-of-kazakhstan-has-been-pub-
lished-on-the-eag-website).

There are still issues that need to be resolved
despite all the adopted normative-legal norms and
memorandums on interagency cooperation regulat-
ing the ML/TF sphere.

As of today, at the legislative level, there is still
no full-fledged regulation of unsecured digital as-
sets in the territory of the Republic of Kazakhstan,
including purchase, sale and exchange. The Law
of the Republic of Kazakhstan “On Digitalization”
only states that the issuance and circulation of un-
secured digital assets (cryptocurrencies) is allowed
only within the framework of the International Fi-
nancial Center “Astana”.

In turn, the use of unsecured digital assets poses
high risks of money laundering and terrorist financ-
ing.

The lack of a mechanism for tracking the flow
of digital assets and information about their holders
prevents law enforcement agencies from detecting
financial and economic offenses committed using
this financial instrument.

This omission contributes to an increase in the
share of the shadow economy, the growth of corrup-
tion and destabilization of the economy in general.
(https://adilet.zan.kz/rus/docs/U2200001038#z182).

This raises the relevant question of what legal
means are available to control unsecured digital as-
sets.

According to a number of Kazakhstani scien-
tists, there are a lot of issues in the legislation of
the Republic of Kazakhstan, which are currently
not regulated: there are no definitions of the terms
“cryptocurrency wallet”, “cryptocurrency hot wal-
let”, “cryptocurrency cold wallet”, “virtual account”,
“crypto exchange” or “organization of trading in
digital assets”; there are no provisions ensuring legal
regulation of interaction between crypto exchanges
and second-tier banks, as well as their clients (in-
dividuals and legal entities); there are no require-
ments for crypto exchanges and their cyber security
Also of particular importance is the legalization of
digital assets held by certain citizens. These provi-
sions are important because they will be the basis
for the formation of legal mechanisms in the field
of digital assets (https://doi.org/10.52026/2788-
5291 2023 72 1 98).

In the context of digital development, traditional
approaches to combating ML/TF require adjust-
ments. Digital technologies create new opportuni-
ties for committing crimes and money laundering,
which requires the introduction of new legal instru-
ments.

Considering the specifics of cryptocurrencies
and recommendations of specialized international
organizations, according to Safarli A.H., it is possi-
ble to outline the following measures to address the
current issues of using unsecured cryptocurrencies
for money laundering by involving cryptocurrency
exchanges in the implementation of international
anti-money laundering and combating the financing
of terrorism (AML/CFT) programs, as follows:

- restricting access to users from countries under
international sanctions.

- removal of anonymous cryptocurrencies from
the platforms.

- organizing cooperation with analytical servic-
es that facilitate the fulfillment of requirements for
monitoring clients and transactions.

- participation in the regulation of the industry
through cooperation with national financial regula-
tors and creation of their own associations aimed at
forming common standards of international level.

- strengthening cooperation with law enforce-
ment, tax authorities, as well as international organi-
zations such as Europol, etc. (mgimo.ru/science/diss/
safarli-a-h.php?utm_source=google.com&utm
medium=organic&utm campaign=google.
com&utm_referrer=google.com).
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Positive experience of European countries in
combating money laundering through the use of
cryptocurrencies and other digital assets should
also be noted. Thus, the Finance Ministers of the
EU member states approved at a meeting in Brus-
sels a comprehensive set of rules for the regulation
of cryptocurrency assets — the European Parliament
adopted this document in April 2023. The rules will
be implemented in 2024. According to the docu-
ment, from January 2026, cryptocurrency service
providers are obliged to record the names of senders
and recipients of crypto assets during transactions,
regardless of the number of transfers (www.consil-
ium.europa.eu/en/press/press-releases/2024/01/18/
anti-money-laundering-council-and-parliament-
strike-deal-on-stricter-rules).

In our opinion, the introduction of a procedure
for identifying both originators and beneficiaries of
cryptocurrency transactions offers promising oppor-
tunities in combating the illegal phenomenon under
study. This will increase the transparency of trans-
actions of digital assets, reduce the anonymity of us-
ers, and facilitate cooperation with law enforcement
agencies of other countries in the field of AML/CFT.

There is no less interesting suggestion of L.V.
Sannikov, paying attention to the recommendations
noted already in the close cooperation of countries
with each other in the field of regulation of digital
asset turnover:

- increase the implementation of tools to en-
hance the ability to research virtual assets (VAS).
All countries or FATF member states should contin-
ue capacity building initiatives on distributed ledger
technologies and their role in preserving or prevent-
ing money laundering or terrorist financing. Guid-
ance and training initiatives, exchange programs
and international conferences, and the development
of public-private partnerships (PPPs) are needed.
These activities can provide an up-to-date view of
this growing threat.

- applying rules to regulate virtual asset service
providers (VASP) to prevent money laundering.

- all countries or FATF member states are en-
couraged to establish clear regulatory frameworks
and processes to support the registration of AML/
CFT rules necessary to supervise VASPs, such as
cryptocurrency exchanges, custodial wallet provid-
ers, and other entities that issue or transfer VAS,
as recommended. VASPs should be regulated in
the same manner as other financial intermediaries
and should contribute to the global development
of AML/CFT through compliance programs, risk-
based due diligence, reporting, etc. VASPs should

be required by AML/CFT regulations to report sus-
picious transactions and conduct enhanced due dili-
gence on customers and their transactions.

- strengthening elements of international coop-
eration. Cooperation and information sharing are
essential to dismantling criminal organizations. In
this regard, all countries/states are encouraged to
utilize available global platforms for international
investigations, such as those provided by Interpol,
Europol, Egmont Group and FIU.net, in addition
to judicial channels of cooperation and assistance.
Public-private partnerships and cooperation initia-
tives between law enforcement agencies and pri-
vate companies, universities, non-governmental
organizations, etc. should be actively encouraged
to support the flow/sharing of information and the
development of new technologies and investigative
techniques. It can strengthen the ability of officers to
trace illicit financial flows and/or obtain additional
information in a timely manner from a VASP based
overseas.

- improving the application of a multidisciplinary
approach. VAS-related investigations require a
combination of traditional and specific investiga-
tive techniques to gather evidence of the underlying
criminal activity. Therefore, a multidisciplinary ap-
proach in this area is needed, incorporating exper-
tise in cybercrime and financial investigations that
can be utilized not only in the investigative field
itself, but also to improve training and regulation.
Synergy between financial and cyber investigators
is essential; joint teams composed of investigative
experts from both fields are strongly recommended.

- promoting new technologies applied to finan-
cial investigations involving digital assets. New
technologies in financial investigations are criti-
cal to improving the confiscation and efficiency of
financial investigations, as well as mitigating the
associated risks. Research and innovation of tools
that can assist in the investigation and prevention of
money laundering and terrorist financing committed
through virtual assets is strongly encouraged.

- adapting an investigative strategy. Each crimi-
nal scheme utilizing digital assets is different.
Therefore, prosecuting authorities should adapt their
anti-money laundering strategies to the identified ty-
pology of such crimes. In addition, the tracking of
transactions involving digital assets should become
an ongoing task (https://cyberleninka.ru/article/n/
legalizatsiya-kriptovalyuty-v-rossii-problemy-i-
perspektivy).

At the same time, we believe that artificial intel-
ligence (Al) technologies should be considered as
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one of the most promising tools to enhance the ef-
fectiveness of combating ML/TF.

Such a tool can be used for various tasks in the
field of combating ML/TF, including:

- big data analytics: Al algorithms can analyze
large amounts of financial data to identify suspi-
cious transactions and patterns.

- detecting irregularities: Al can detect devia-
tions from normal financial behavior that may indi-
cate ML/TF.

- transaction classification: Al models can cat-
egorize transactions by ML/TF risk.

- risk prediction: Al can predict ML/TF risk
based on historical data and current customer be-
havior.

- reporting automation: Al can automate the
process of reporting transactions subject to financial
monitoring.

Further training of Al professionals is also need-
ed. This issue requires a comprehensive approach
that combines education and training, practical ex-
perience, certification and accreditation, coopera-
tion and knowledge sharing.

The opinion of A.M. Saitbekov can be accept-
ed here, according to whom it is difficult to fore-
see some of the risks arising in the sphere of public
administration and related to digitalization. For ex-
ample, regardless of the level of technology devel-
opment, there is always the possibility of technical
failures that can lead to temporary inaccessibility to
services or data loss. The state is required to control
the quality of digital infrastructure through audit-
ing and certification policies. At the same time, it
should be taken into account that digital infrastruc-
ture requires regular updates and qualified support,
which can be a problem, especially for budgetary
organizations. Digitalization requires new skills and
knowledge among employees of public bodies. In-
stitutions are not always ready to quickly adapt and
retrain their staff. Lack of professional staff can also
be considered one of the risks of digitalization of
public administration (kostacademy.edu.kz/aka-
demija/ooniirid/zhurnal/gilim4 79 2023.pdf).

A number of other countries are also consider-
ing the need to regulate new technologies. In late
April 2023, Japanese publication Kyodo reported
that the G7 countries — the US, UK, Germany, Ja-
pan, Canada, Italy, France — are working on inter-
national standards for the use of Al (https://english.
kyodonews.net/news/2023/04/17d71e422eb9-g-
7-agree-to-pursue-responsible-ai-amid-rapid-spre-
ad-of-chatgpt-use.html).

As of today, Kazakhstan has developed the
Concept of Artificial Intelligence Development, pri-
oritizing the following sectors of the economy for
the introduction of artificial intelligence: — public
administration; — healthcare; — education; — finance;

— logistics; — agriculture; — industry (legalacts.
egov.kz/npa/view?id=): — public administration;
— healthcare; — education; — finance; — logistics;
— agriculture; — industry (legalacts.egov.kz/npa/

view?1d=14945497).

Yet, the Concept fails to mention issues related
to law enforcement, in which its use can play a sig-
nificant role not only in combating ML/TF, but also
cybercrime in general.

Conclusion

In the context of digital development, Kazakh-
stan faces new challenges in combating ML/TF.
Existing legal instruments must be adapted to new
technologies and adapted to changing threats. New
legal instruments, such as the use of Al, block-
chain-based transaction analysis, access to ben-
eficial ownership data, and enhanced international
cooperation, are required to improve the effec-
tiveness of the ML/TF response. By taking these
measures, Kazakhstan can strengthen its system of
combating ML/TF and reduce the risks associated
with this phenomenon.

Attention should be paid to the capabilities of
Al, increasingly playing an important role in com-
bating cybercrime. The advantages of Al, such as
speed, accuracy, objectivity and automation, make
it possible to combat this phenomenon more effec-
tively. However, there is a need to consider the chal-
lenges and limitations associated with the use of Al
and to develop a clear regulatory framework for its
responsible use. As Al develops and integrates with
other technologies, it is expected to continue to play
a crucial role in anti-criminal money laundering and
national security.

For these purposes, recommendations should be
made to supplement the Concept for the Develop-
ment of Artificial Intelligence for 2024-2029 with
the inclusion of law enforcement agencies on the
use of Al technologies in combating not only ML/
TF, but cybercrime in general.

The author has identified potential AML/CFT
risks due to the development of digital assets and
proposed recommendations for their minimization.

As a result of the study, the following conclu-
sions were made:
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Firstly, digital asset is a high-tech segment of
monetary circulation, which represents an objective
new stage in the development of the settlement sys-
tem, which contains many risks and threats to the
national anti-criminal legalization (laundering) sys-
tem.

Secondly, the following risks of using digital
assets for money laundering have been identified:
simplicity of cross-border transfers, anonymity and
speed of transactions, lack of proper control and
regulatory framework for unsecured cryptocurren-
cies and minimization of the risk of money launder-
ing through cryptocurrencies.

Thirdly, the main drawback in combating these
risks is the weak legal regulation of unsecured cryp-
tocurrencies in Kazakhstan. We consider it neces-
sary to improve domestic legislation in the field of
regulation of digital assets based on the experience
of European countries with the identification of
senders and receivers of digital assets.

Promising tools that can increase the effective-
ness of combating ML/TF in Kazakhstan include:

- The use of artificial intelligence (Al): Al can
be used to analyze large volumes of financial data
and identify suspicious transactions.

- analyzing blockchain transactions: blockchain
technology creates opportunities to track and ana-
lyze financial transactions carried out through cryp-
tocurrencies.

- use of beneficial ownership data: access to in-
formation on the beneficial owners of legal entities
and individuals allows identifying the ultimate re-
cipients of funds and preventing their use for crimi-
nal money legalization (laundering).

- strengthening international cooperation: it is
necessary to expand cooperation with other coun-
tries in the field of combating ML/TF, including
within the framework of bilateral agreements and
international organizations, such as the Financial
Action Task Force (FATF), Europol.

By taking these comprehensive measures, Ka-
zakhstan can strengthen its system of combating
ML/TF and reduce the risks associated with this il-
legal phenomenon.

Jluteparypa

Bopnba ¢ ormbiBanueM jerer: COBET U MapiIaMeHT 3aKII0UHIN CorjamieHne 00 yxectouenun mpasui, 2024r. // https://www.
consilium.europa.eu/en/press/press-releases/2024/01/18/anti-money-laundering-council-and-parliament-strike-deal-on-stricter-

rules/.

I'paxnanckuii Konexe Pecniy6nuku Kazaxcran (O0mas gacts) ot 27 nexabpst 1994 roma Ne 268-XII1 // https://adilet.zan.kz/

rus/docs/K940001000 .

3akon PecnyOnnku Kazaxcran ot 6 ¢eBpans 2023 roga Ne 193-VII 3PK «O undpossix aktuBax B Pecniyonuke Kasaxcrany //

https://adilet.zan.kz/rus/docs/Z2300000193.

3axoH Pecriy6nuku Kazaxcran ot 28 aBrycta 2009 roga Ne 191-1V «O npotuBoaeiicTBiHM jeranu3anu (OTMBIBAHUIO) 10X0JI0B,
MOJTYYSHHBIX MPECTYMHBIM MyTeM, U GUHAHCUPOBaHHUIO Teppopu3may // https://adilet.zan kz/rus/docs/Z090000191.
3akon Pecriy6nnku Kaszaxcran ot 24 Hos0pst 2015 roga Ne 418-V 3PK «O6 undopmaruzaunm» // https://adilet.zan.kz/rus/docs/

72200000141/info.

Koiitmeibaitynel, K., Konbaes, . 3., & bunaiimmesa, A. b. (2023). IIpaBoBoe perynupoBaHue OJ0KYEHH U KPUNTOBAIIOT:
po0JIeMbl M HEPCIEKTUBBI BBITYCKa TOKEHOB U MX 000poT Ha Teppuropun Pecny6nmku Kasaxcran. Hay4uHo-npaBoBoii sKypHai
«Bectauk MHCTUTYTA 3aKOHOIATENBCTBA U IPaBoBOii nHpopMarn Pecriyonuku Kazaxcramy», 1(72). https://doi.org/10.52026/2788-

5291 2023 72 1 98 (nata obpamenus: 16.04.2024).

Kymykos M.IL. Texuosorust GIOKYEH: HOBBIE BBI3OBBI M BO3MOXKHOCTH B cucteme Mep mo non/®@T (mporuBoneiictBue
OTMBIBaHHIO JICHET 1 / WiIn (PMHAHCUPOBAHUIO Teppopu3Ma) // BecTHHK JICHUHIPAaZCKOro rocy 1apcTBEHHbIH YHUBEPCUTET UMCHH A.

C. [Mymkuna — 2018. — Ne 2 (52). — C. 144-154.

OT4eT U HCIIOMHHUTENBHOE PE3IOMe B3aHMHOM orieHKH PecryGmmukn Kasaxcran B paMkax BTOPOTro payH[Ia B3aUMHBIX OLICHOK
EAI, 2023r. // https://eurasiangroup.org/ru/mutual-evaluation-report-of-the-republic-of-kazakhstan-has-been-published-on-the-

eag-website.

IpodeccnonansHoe oTMbiBanue nener, 2018r. // http://www.fatf-gafi.org/publications/methodandtrends/documents/profes-

sional-money-laundering.html.

Ipoext Konuenuun pa3BUTHST HCKyCCTBEHHOro wuHTe/iekta Ha 2024-2029 romst //  https://legalacts.egov.kz/npa/

view?id=14945497.

Paznopoxneiit K. b. IIpoTuBozeiicTBue OTMBIBAaHHMIO JCHEXKHBIX CPEACTB, HMOIYYEHHBIX C HCIOJIB30BAaHHEM IH(POBBIX
¢unancossix aktuBoB // K. b. Pa3znoposxusiii / Bectauk Yuusepcurera umenn O.E. Kyrapuna (MI'FOA). —2019. — Ne 7(59). — C.
147-153. - DOI 10.17803/2311-5998.2019.59.7.147-153. — EDN PPQGQM.

Pesomrorus Cosera Besonacnoctn OOH Ne 2462, 2019r. // https://www.un.org/securitycouncil/ru/content/sres24622019.

PyKOBOACTBO 1O NPUMEHEHUIO PHCK-OPUEHTHPOBAHHOIO IO/IXOJA IPOBalAEpbl yCIyr 10 OOMEHYy KOHBEPTHPYeMO
BupTyanbHoi BamioTel, 2015 . // https://eurasiangroup.org/files/uploads/files/FATF documents/FATF Guidances/ROP_Virtual-

nye_valyuty.pdf.



B.D. Yerkenov

CaiitoexoB A.M. IlpaBoBble puckum nudpoBusanuu rocyaapcrseHHoro ympasienus // FbIJIBIM Ned (79) 2023 //
MexryHapoaublii HayuHbIi skypHan Kocranaiickoil akanemun MuHuMcTepcTBa BHYTpeHHHX Jenl PecnyOnnkn Kaszaxcran mMeHn
[pak6eka Kabpuibaesa, C.112 — 116.

CannuxoBa JI.B. Jleraimmzauns kpunrosamoTsl B Poccun: npo6iaems! n nepcnektussl // MmymiectBeHHble oTHOIEeHUs B PO.
2018. Ne 9. C. 66-72;

Cadapmu A.X. Lludpossle BamroTh B cucremMe (UHAHCOBBIX OTHOIIEHUH Poccuiickoit denepanuu: auccepraiys Ha COUCKaHHE
yu€HOMU CTeNeHH KaHuaTta SKoHoMuueckux Hayk: 5.2.4. / bononnn A.W.; (Mecro 3amutsl: Mocksa yu-r MITMIMO MUJ] PO). —
Mockaga, 2023. - 79 c.

Va3 Ilpesnnenra Pecnyommku Kaszaxcran ot 6 okrsiops 2022 roma Ne 1038 «O6 yrBepkaennn KoHumennuu pa3BHTHS
¢unaancoBoro Monutopunra Ha 2022-2026 roxs» // https://adilet.zan.kz/rus/docs/U2200001038#z182.

G-7 pushes for int’l standards for Al amid spread of ChatGPT wuse, 2023r. // https://english.kyodonews.net/
news/2023/04/17d71e422eb9-g-7-agree-to-pursue-responsible-ai-amid-rapid-spread-of-chatgpt-use.html.

References

Bor’ba s otmyvaniem deneg: Sovet i parlament zakljuchili soglashenie ob uzhestochenii pravil, (2024) [ Anti-money laundering:
Council and parliament strike deal on stricter rules (2024)] // https://www.consilium.europa.eu/en/press/press-releases/2024/01/18/
anti-money-laundering-council-and-parliament-strike-deal-on-stricter-rules/.

G-7 pushes for int’l standards for Al amid spread of ChatGPT wuse, (2023) // https://english.kyodonews.net/
news/2023/04/17d71e422eb9-g-7-agree-to-pursue-responsible-ai-amid-rapid-spread-of-chatgpt-use.html.

Grazhdanskij Kodeks Respubliki Kazahstan (Obshhaja chast”) ot 27 dekabrja 1994 goda Ne 268-XIII [Civil Code of the Repub-
lic of Kazakhstan (General Part) dated December 27, 1994 No. 268-XI111] // https://adilet.zan.kz/rus/docs/K940001000 .

Kojshybajyly, K., Kopbaev, D. Z., & Bidajshieva, A. B. (2023). Pravovoe regulirovanie blokchejn i kriptovaljut: proble-
my 1 perspektivy vypuska tokenov i ih oborot na territorii Respubliki Kazahstan. Nauchno-pravovoj zhurnal «Vestnik Instituta
zakonodatel’stva i pravovoj informacii Respubliki Kazahstan» [Legal regulation of blockchain and cryptocurrencies: problems and
prospects for the issue of tokens and their circulation in the territory of the Republic of Kazakhstan. Scientific and legal journal “Bul-
letin of the Institute of Legislation and Legal Information of the Republic of Kazakhstan], 1(72). https://doi.org/10.52026/2788-
5291 2023 72 1 98.

Kumukov M.Sh. Tehnologija blokchejn: novye vyzovy i vozmozhnosti v sisteme mer po pod/FT (protivodejstvie otmyvaniju
deneg i/ ili finansirovaniju terrorizma) (2018) [Blockchain technology: new challenges and opportunities in the system of measures
on AML/CFT (combating money laundering and / or terrorist financing)] / Vestnik Leningradskogo gosudarstvennyj universitet
imeni A. S. Pushkina —2018. — Ne 2 (52). — S. 144-154.

Otchet i ispolnitel’'noe rezjume vzaimnoj ocenki Respubliki Kazahstan v ramkah vtorogo raunda vzaimnyh ocenok EAG, (2023)
[Report and executive summary of the mutual evaluation of the Republic of Kazakhstan within the framework of the second round
of mutual evaluations of the EAG, 2023] // https://eurasiangroup.org/ru/mutual-evaluation-report-of-the-republic-of-kazakhstan-
has-been-published-on-the-eag-website.

Professional’noe otmyvanie deneg, (2018) [Professional money laundering, 2018] // http://www.fatf-gafi.org/publications/
methodandtrends/documents/professional-money-laundering.html.

Proekt Koncepcii razvitija iskusstvennogo intellekta na 2024-2029 gody, (2024) [Draft Concept for the development of artifi-
cial intelligence for 2024-2029] // https://legalacts.egov.kz/npa/view?id=14945497.

Razdorozhnyj K.B. Protivodejstvie otmyvaniju denezhnyh sredstv, poluchennyh s ispol’zovaniem cifrovyh finansovyh aktivov
[Combating money laundering obtained through the use of digital financial assets // K. B. Razdorozhny // Bulletin of the O.E. Kutafin
Moscow State Law University (MSAL)] // K. B. Razdorozhnyj // Vestnik Universiteta imeni O.E. Kutafina (MGJuA). —2019. — Ne
7(59). — pp.147-153. — DOI 10.17803/2311-5998.2019.59.7.147-153. — EDN PPQGQM.

Rezoljucija Soveta Bezopasnosti OON Ne 2462, (2019) [UN Security Council Resolution No. 2462, 2019] // https://www.
un.org/securitycouncil/ru/content/sres24622019.

Rukovodstvo po primeneniju risk-orientirovannogo podhoda provajdery uslug po obmenu konvertiruemoj virtual’noj valjuty,
(2015) [Guidelines for the Application of a Risk-Based Approach by Convertible Virtual Currency Exchange Service Providers,
2015] // https://eurasiangroup.org/files/uploads/files/FATF documents/FATF Guidances/ROP_Virtualnye valyuty.pdf.

Sajtbekov A.M. Pravovye riski cifrovizacii gosudarstvennogo upravlenija, (2023) // FYLYM Ned (79) // Mezhdunarodnyj
nauchnyj zhurnal Kostanajskoj akademii Ministerstva vnutrennih del Respubliki Kazahstan imeni Shrakbeka Kabylbaeva, pp.112
—116.

Sannikova L.V. Legalizacija kriptovaljuty v Rossii: problemy i perspektivy, (2018) // Imushhestvennye otnoshenija v RF Ne 9.
pp.66-72.

Safarli A.H. Cifrovye valjuty v sisteme finansovyh otnoshenij Rossijskoj Federacii: dissertacija na soiskanie uchjonoj stepeni
kandidata jekonomicheskih nauk: 5.2.4. / Bolonin A.L.; (Mesto zashhity: Moskva un-t MGIMO MID RF). — Moskva, 2023. — 79 p.

Ukaz Prezidenta Respubliki Kazahstan ot 6 oktjabrja 2022 goda Ne 1038 «Ob utverzhdenii Koncepcii razvitija finansovogo
monitoringa na 2022-2026 gody» // https://adilet.zan.kz/rus/docs/U2200001038#z182.

Zakon Respubliki Kazahstan ot 6 fevralja 2023 goda Ne 193-VII ZRK «O cifrovyh aktivah v Respublike Kazahstan» [Law of
the Republic of Kazakhstan dated February 6, 2023 No. 193-VII ZRK “On digital assets in the Republic of Kazakhstan™] // https://
adilet.zan.kz/rus/docs/Z2300000193.



Legal instruments of combating legalization (laundering) of proceeds of crime in conditions ...

Zakon Respubliki Kazahstan ot 28 avgusta 2009 goda Ne 191-1V «O protivodejstvii legalizacii (otmyvaniju) dohodov, po-
luchennyh prestupnym putem, i finansirovaniju terrorizma» [Law of the Republic of Kazakhstan dated August 28, 2009 No. 191-1V
“On Combating the Legalization (Laundering) of Proceeds from Crime and the Financing of Terrorism™] // https://adilet.zan.kz/rus/
docs/Z090000191.

Zakon Respubliki Kazahstan ot 24 nojabrja 2015 goda Ne 418-V ZRK «Ob informatizacii» [Law of the Republic of Kazakhstan
dated November 24, 2015 No. 418-V 3PK “On Informatization™] // https://adilet.zan.kz/rus/docs/Z220000014 1/info.

Information about authors:
Bolat Doszhanovic Yerkenov — doctoral student of the M. Yesbolatov Almaty academy of the MIA of the Republic of Kazakhstan,

lieutenant colonel of the police, master national security and military case (Kazakhstan , Almaty c., email: bolatyerkenov@gmail.
com).

Aemopnap mypansl monimemmep:

Eprenoe bonam Jococanosuu — Kasaxcman Pecnybnuxacwr [IM M. Ecbonamos amwinoasbl Aamamel akademusiCblHbY
OQOKMOPAHMbl, NOAUYUS NOONOIKOGHUSL, YIMMbIK KAVIncizoik dcone ockepu ic maeucmpi, (Kazaxcman, Anmamul k., email: bo-
latyerkenov@gmail.com).

Previously sent (in English): May 6, 2024.
Accepted: August 25, 2024.



