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TOPICAL ISSUES OF PROTECTING CHILDREN FROM CYBERBULLYING

In this article, the author raises the problems of countering cyberbullying against children. Minors
are active users of various communication Internet networks. Today, children’s leading communication
and socialization processes are moving to the Internet space, where they can hide their identity behind
fictional avatars — anonymous masks. In many ways, this possibility of hiding your identity and sending
anonymous messages increases the level of aggression in communication. Bullying in the Internet space
manifests itself in the form of insults and the spread of slanderous rumours. Children who have become
victims of bullying receive severe mental trauma and hard going through exclusion from society of their
peers. Inattention to the problem of cyberbullying on the part of adults and failure to provide timely as-
sistance and support can lead to severe consequences such as the suicide of a child. Prevention of bul-
lying and cyberbullying, elimination of the contributing causes and conditions, bringing to justice those
responsible in case of committing acts that violate the law — all this requires combining the actions of
psychologists, representatives of law enforcement agencies, educational and other social organizations,
parents and legal guardians of minors. Abroad, where the problem of bullying has long been recognized,
there are specialized programs to counteract this negative phenomenon. The author refers to the results
of such programs, examines foreign experts’ research, and draws conclusions about the motives of ag-
gressive behaviour and specific types of bullying. Based on the analysis, the author substantiates his
proposals on ways to counter cyberbullying against children and improve law enforcement activities
aimed at ensuring children’s information security.

Key words: information security, Internet space, bullying, child bullying, cyberbullying, social net-
works.
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bararapgul kubepOyaruHzTeH KOp2aygbIH 83eKTi maceaeepi

ByA Makanapa aBTOp 6ananapra KaTbICThbl >KacaAFaH KMOEPOYAAMHIKE KapCbl TYPY MOCEAEAEpiH
KeTepeai. KoMeaeTke ToAMaraHAAP — OPTYPAI KOMMYHMKAUMSAbIK MHTEPHET->KEAIAEPAIH GeACeHAi
namaaAasylubiaapbl. LLIbiH MeHiHAe, 6yriHAe GaranapAblH KapbiIM-KaTbIHACbI MEH SAEYMETTEHYiHiH
HEerisri MpouecTepi MHTEPHET-KEHICTIKKE KOLIyAe, OHAA OAap ©3AEpiHiH >kKeke O0acblH >KaAFaH
aBaTapAapAblH — >KaChIPblH MacKaAapAblH, apTbiHAQ Xacblpa anaabl. KentereH >karaanaapaa 6ya —
aAaMHbIH >Keke 6acblH >Kacblpy, aHOHMMAI xabapAamanap Xibepy MyMKIHAIM KapbiM-KaTbIHACTaFbl
arpeccusi AeHremiH apTTbipaabl. MIHTEPHET KEHICTIFIHAE KOPKbITY, KOPAQy, >KaAa >kaby KayeceTTepiHiH
TapaAybl TypiHAe kepiteai. KopkbITyAbiH Kyp6aHbl 60AFaH 6araAap ayblp NCUXMKAAbIK >KapakaT aAaAbl,
KyPAACTapblHbIH OpTacbiHaH KaTTbl WeTTeTiAeAl. EpecekTep TapanbiHaH kKnMbepOyAAMHT Npo6GAemachiHa
HEMKYPaiAbl Kapay, yakbITbiAbl KEMEK MeH KOAAQY KepceTrey 6araHbiH, ©3-03iHe KOA XXYMCaybl CUSIKTbI
ayblp 3apAanTapra akeAyi MyMKiH. BYAAUHT neH KubepOYyAAMHITIH aAAbIH aAy, biKMaA eTkeH cebenTtep
MEH >KaFAaMAapAbl X010, 3aHAbl Oy3aTbiH 9pPEKETTEP >KaCaAFaH >KaFAanAa KiHBAIAEPAI >Kayanka TapTy
— OCbIHbIH 68pi NMCMXOAOTTapAbIH, KYKbIK KOpFay opraHAapbl, GiAiM Gepy XXoHe e3re Ae 9AeYMETTIK
YMbIMAAP OKIAAEPIHIH, KOMeAeTKe TOAMaraHAApPAbIH aTa-aHaAapbl MeH 3aHAbl KaMKOPLUbIAAPbIHbIH,
iC-KMMbIAAAPBIH  BipikTipyAl Taaan eTeai. KopkpiTy Maceaeci GypblHHAH TaHbIAFaH LIETEAAE OChbl
SKaFbIMCbI3 KYObIAbICKA KapCbl apHanbl GaraapAamanap 6ap. ABTOp MyHAanm 6GarAapAamasapAbiH,
HOTMXKEeAepiHe >XXYTriHeAl, WeTeAAIK MaMaHAAPAbIH 3epTTeyAepiH KapacTblpaAbl, arpeccuBTi MiHes-
KYABIKTbIH cebernTepi, KOPKbITYAbIH HAaKTbl TYPAEPI TypaAbl 63 TY>KbIPbIMAAPbIH XKacanAbl. XKyprisiAreH
TaaAay HeriziHae aBTop GaAasapra KaTbICTbl KMGEPOYAAMHIKE KApCbl IC-KMMbIA TOCIAAEPI HEri3iHAE,
coHpam-aK 6ararapAblH aknapaTtTbik KayinCi3airiH Kamramachbi3 etyre GarbiTTaAFaH KyKbIK KOpray
KbI3METIH >XeTiAAIPY GOMbIHLLA 63 YCbIHBICTAPbIH HEMi3AEMA|.

TydiH ce3gep: aknapaTTblk Kayincisaik, WHTepHET-KeHICTik, KopAay, 6ararap OYAAMHTi,
KMOEPOYAAMHT, BAEYMETTIK XKeAiAep.
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AKTyaAbHbIe BONpOChI 3awuThbl geTel oT kubepbyaruHza

B AaHHOM cTaTbe aBTOPOM MOAHMMAIOTCS MNPOOAEMbl MPOTUBOAENCTBUS  KUOEPOYAAUHTY,
COBepLLAaeMOMY B OTHOLLEHUU AeTei. HecoBeplueHHOAETHME SBASIOTCS akKTUBHBIMU MOAb30BaTEASIMM
Pa3AMYHBIX KOMMYHUKALMOHHBIX WHTepHeT-ceTer. (akTMUeckM CeroaHs OCHOBHblE MPOLECChI
00LIeHNs, COLMAAM3ALUN AETEIN NMEPEMELLIAIOTCS B MHTEPHET-MPOCTPAHCTBO, FTAE OHU MOTMYT CKpbIBaTb
CBOI0 AMYHOCTb 3a BblAYMaHHbIMM aBaTapamMM — aHOHWMMHBIMM Mackamu. Bo MHOrom mmeHHo 3Ta
BO3MOXXHOCTb COKPbITUS CBOEM AMYHOCTW, OTMPABAEHMS aHOHWMHbBIX MOCAQHUI YCUAMBAET YpOBEHb
arpeccun B O6LWEHWUW. BYAAVHr B MHTEPHET-MPOCTPAHCTBE MPOSIBASETCS B (DOPME OCKOPOBAEHMH,
pacnpocTpaHeHUsl KAEBETHUYECKMX CAYXOB. AeTM, CTaBlUMe >KEPTBOM TPaBAM, MOAYYAIOT Cepbe3Hble
NCUXMYECKME TPABMbI, TSXKEAO MepexmBas MCKAIOUeHUe M3 oOLecTBa CBEPCTHUKOB. HeBHMMaHMe K
npobaeme KMbepOYAAMHIa CO CTOPOHbI B3POCAbIX, HEOKa3aHWE CBOEBPEMEHHOI MOMOLLM 1 MOAAEPXKKM
MO>KET MPUBECTM K TaKMM TSXKKMM NMOCAEACTBUSIM, Kak Cynuma peberka. MNpeaynpesxkaeHue 6yAarHra u
KnbepbyAAMHIa, yCTpaHeHWe CoCOOCTBOBABLUMX NMPUYMH U YCAOBUIA, MPUBAEUYEHME K OTBETCTBEHHOCTM
BMHOBHbIX B CAyYae COBEpLUEHWsI AEMCTBMI, HapYLIAOWMX 3aKOH, — BCe 3TO TpebyeT 06beAMHEHMS
AENCTBUIA MCUXOAOTOB, MPEACTABUTEAEN MPABOOXPAHUTEAbHbBIX OPraHOB, 06PA30BATEAbHbIX M MHbIX
COUMaAbHbIX OpraHu3alnii, POAUTEAEN M 3aKOHHbBIX OMEKYHOB HECOBEpLUEHHOAETHUX. 3a py6esxoMm,
rA€ yXe AaBHO 6OblAa npusHaHa npobaema GyAAMHIa, AEACTBYIOT CMELMAAM3MPOBAHHBIE MPOrPAMMbI
Mo MPOTMBOAEMCTBUIO 3TOMY HEraTMBHOMY $IBAEHMIO. ABTOp obpallaetcsl K pesyAbTatam paboTbl
TakMX MporpamM, paccMaTpuBaeT MCCAEAOBAHUS 3apy6exkHbIX CMeLMaAucToB, AeAaeT COOCTBEHHbIe
BbIBOABI OTHOCUTEABHO MOTUBOB arpeCCMBHOIO MOBEAEHUS, KOHKPETHbIX BUAOB OyAAMHra. Ha ocHose
NMPOAEAAHHOIO aHaAM3a aBTOp OOOCHOBbLIBAET CBOWM MPEAAOXKEHMS MO CrNocob6am MPOTUBOAENCTBUS
KMOEepOYAAMHTY B OTHOLLEHWU AETei, a TakXKe M0 COBEPLIEHCTBOBAHMIO MPABOOXPAHUTEAbHOM

AESTEeAbHOCTM, HALLEAEHHOM Ha obecrievyeHne AeTCKOM MH(POPMaLMOHHOM 6e30MacHOCTM.
KarloueBble caoBa: MHGOPMaLIMOHHAsS 6e30MacHOCTb, MHTEPHET-NMPOCTPAHCTBO, TPABAS, AETCKMMA

OYAAMHT, KNOGEPOYAAMHT, COLMAAbHbIE CETU.

Introduction

Aggressive communication, unfortunately, is
quite common among minors. As a result, many
schoolchildren are the object of bullying, bullying by
their peers. Cyberbullying, which has become wide-
spread with the development of Internet networks,
is the same harassment carried out in the Internet
space. Insults and humiliations can be subjected to
any Internet user. The reasons may be any person-
ality traits (appearance, race, nationality, hobby,
occupation, etc.), but sometimes an unsuccessful
statement, an act, or a curious case can become a
reason for harassment. This confirms that no child
can be immune from becoming a victim of cyber-
bullying. Considering that the child’s psyche is very
vulnerable, cyberbullying should be regarded as a
severe threat to the younger generation’s physical
and mental health and even a danger to life. Recent-
ly, the connection between cyberbullying and child
suicides has become more transparent. Realizing the
scale of the threat, society should unite its efforts
to counter cyberbullying by developing various pro-
grams implemented jointly by government agencies
and civil society institutions.

The main part

A student is being bullied or victimised when he
or she is exposed, repeatedly and over time, to nega-
tive actions on the part of one or more other students
(Olweus 1973: 261).

Thus, D. Olveus believes that bullying can be
described as:

—  aggressive
«harmingy;

— carried out repeatedly and over time;

— realized in interpersonal relationships char-
acterized by an actual or -perceived imbalance of
forces;

— what happens in many cases without appar-
ent provocation on the part of the person who be-
came the target.

According to the researcher, such characteristic
signs of bullying make it possible to fully attribute
it to one of the forms of abuse, i.e. to consider it an
abuse of peers (Olweus 2010).

Bullying is defined as an “intentional unlawful
physical impact on another person, encroaching on
his bodily integrity, health or life, restricting or ex-
cluding his freedom, as well as the intentional un-

behaviour or intentional
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lawful impact on the psyche of another person to
suppress his will or force him to certain actions or
inaction, as well as actions characterized by a real
possibility of harm to protected the interests of the
law, accompanied by a mental impact on the victim”
(Bezruchko E.V., 2015: 41).

Bullying and cyberbullying can lead to serious
consequences, forcing the victim to commit suicide.
This even led to the formation of a special term “bul-
lycide” or “cyberbullied”, i.e. suicide as a result of
a collision with direct or indirect online aggression
(Payyz 2021: 183).

Bullying, insults, and threats addressed to a
child can plunge him into a deep depression and
despair. The child is not ready for such a level of
aggression and cannot resist it in any way, which is
why leaving life seems to him the only way out of
this situation. The situation is aggravated by the fact
that many children cannot trust anyone. They have
no one to discuss possible options with.

The problems of bullying among children and
adolescents have been raised and widely discussed
since the 70s of the last century. Foreign researchers
who have gained worldwide fame, such as D. Olveus,
H. Lehman, and P. Heinemann, and outstanding
contributions to the development of this problem.

It should be noted that the researchers used
different terms concerning the same phenomenon,
namely group bullying among minors — mobbing
and bullying. However, we currently see that these
terms are widely used in specialized literature.

In the Scandinavian countries, where the study
of this phenomenon began, and in German-speaking
countries, the term “mobbing” has remained more
common. In contrast, the term “bullying” is mainly
used in the English-speaking professional commu-
nity (Krivtsova 2016: 98).

In our opinion, “bullying” is more commonly
used in our country. Respectively, it is what we use
in our work. Moreover, the time “mobbing” is more
often used concerning relations in the workforce,
reflecting the aggressive behaviour of colleagues to-
wards one of them.

We believe that it is essential to identify the vital
signs of bullying, based on which we will be able
to distinguish it from other aggressive, abusive situ-
ations that create psychological discomfort for the
child. Moreover, the concept of “offensive” largely
depends on subjective perception, established per-
sonal attitudes and values.

Many teenagers humorously perceive teasing
comrades, not considering them offensive. More-
over, they are the first to be ready to laugh at them-
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selves, their appearance, and the curious cases that
have happened to them.

According to philologists, “due to associa-
tive connections and presuppositional meanings, a
phrase in which no negative message was put at all
can be perceived as offensive if it concerns a painful
topic for the addressee” (Vlasova 2019: 70).

This moment also makes it difficult for teenag-
ers to determine the fine line between playful teas-
ing and offensive, offensive behaviour. Teenagers
do not realize what harm their jokes directed at a
friend can cause. The nickname given jokingly for
years seems normal and acceptable to everyone
in the class except the person to whom it was ad-
dressed. For a teenager who finds himself in the cen-
tre of such attention, the experience can lead to the
fear of being ridiculed and the risk of psychological
problems in the future increases. Studies show that
about 67% of students are the objects of jokes, and
peers tease 8% throughout their school life (Gulyaev
2021: 114).

The current criminal legislation of the Republic
of Kazakhstan does not provide for the composition
of such a criminal offence as cyberbullying. How-
ever, the need to criminalize such an act has been
repeatedly expressed by legal scholars and public
and state figures.

Thus, the President of the Republic of Kazakh-
stan, K.-Zh. Tokayev said that today “it is critically
important to take new measures to protect human
rights. Like the whole world, Kazakhstan is also
faced with the insecurity of citizens from harassment
on the Internet. First of all, children suffer from this.
They are susceptible to online harassment, which,
unfortunately, leads to sad consequences. It’s time
to take legislative measures to protect citizens, es-
pecially children, from cyberbullying” (Tokayev
2020).

Accordingly, since there is a particular political
will, we believe that the inclusion of cyberbullying
in a specific part of the Criminal Code of the Re-
public of Kazakhstan remains a matter of time. In
addition, children affected by cyberbullying should
know that their abusers should not go unpunished
today.

The most relevant norm providing for legal li-
ability is Part 2 of Article 131 of the Republic of
Kazakhstan “Insult”. By this norm, an insult, that is,
the humiliation of the honour and dignity of another
person, expressed in an indecent form, committed in
public or using mass media or telecommunications
networks, entails a fine of up to 200 M.R.P. or cor-
rectional labour in the same amount, or involvement
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in community service for up to 180 hours (Criminal
Code of the Republic of Kazakhstan, 2014).

According to experts, when deciding on the
qualification of an act as an insult, the court should
proceed from the norms of morality of our society,
and not only from its perception by the victim him-
self, because he may have an increased conceit and
consider any critical statements in his address offen-
sive (Borchashvili 2021: 186).

Currently, the victim of bullying can apply to
law enforcement agencies. In the case of cyberbul-
lying, each offender may be brought to criminal re-
sponsibility under Part 2 of Article 131 of the Crimi-
nal Code of the Republic of Kazakhstan.

However, insulting and bullying are not the
same thing. Insulting is an action of a singular na-
ture, while bullying is a continuous activity. This ac-
tivity, of course, is also aimed at humiliating another
person’s honour and dignity. It can be expressed in
an indecent form, but simultaneously, it is commit-
ted not by one subject but by several at once. In bul-
lying, therefore, we see the diversity of issues of the
offence and its duration. Bullying is a continuing
offence.

Unfortunately, it can be stated that the crimi-
nal legislation of Kazakhstan does not correspond
to the current pace of development of information
relations. The development of information technol-
ogies and communications leads to new risks and
threats for children in the Internet space, and new
forms and types of offences against minors appear.
This requires a corresponding increase in important
legislation and preventive activities of law enforce-
ment agencies, but here we have to face new prob-
lems. One such problem in information relations is
the observance of human rights and freedoms. The
right to free access to information is a fundamen-
tal human right; it is also possessed by persons who
have not yet reached their majority. By trying to re-
strict access to information that it considers harmful
to the health and development of children, the State
thereby restricts freedom on the Internet in general.
Since many in Kazakhstan adhere to this position,
in 2021-2022, there was an active discussion of the
need to make changes and additions to several reg-
ulatory legal acts on informatization to protect the
child’s rights. Opponents of making such changes
called the draft law anti-democratic, threatening the
most important human rights and freedoms.

In May 2022, Kazakhstan adopted a legislative
act on amendments and additions to regulatory le-
gal actions concerning protecting children’s rights,
information and informatization (The Law of the

Republic of Kazakhstan, 2022). Following these
changes, a normative definition of bullying was
given for the first time, which was enshrined in Ar-
ticle 1 of The Law of the Republic of Kazakhstan
dated August 8, 2002, “On the Rights of the child in
the Republic of Kazakhstan”: “4-1) Bullying (bul-
lying) of a child — systematic (two or more times)
actions of a humiliating nature, harassment and (or)
intimidation, including those aimed at forcing or re-
fusing to commit any action, as well as the same ac-
tions committed in public or using mass media and
(or) telecommunications networks (cyberbullying)”
(The Law of the Republic of Kazakhstan, 2002).

Furthermore, an identical definition is included
in paragraphs 4-2 of Article 1 of The Law of the
Republic of Kazakhstan dated July 27, 2007, “On
Education” (The Law of the Republic of Kazakh-
stan, 2007).

Changes concerning issues related to cyberbul-
lying were also reflected in The Law of the Republic
of Kazakhstan dated July 23, 1999, “On Mass Me-
dia”. At the same time, the legislator determined the
algorithm of actions when identifying the facts of
cyberbullying against a child on Internet resources.
At the same time, a note to the newly introduced art.
18-4 of The Law “On Mass Media” defines cyber-
bullying itself: “cyberbullying refers to systematic
(two or more times) humiliating actions against a
child, harassment and (or) intimidation of a child,
including those aimed at forcing or refusing to com-
mit any action using an Internet resource” (The Law
of the Republic of Kazakhstan, 1999).

The changes in the current Kazakh legisla-
tion considered in the article show that a big step
has been taken in recognizing bullying and cy-
berbullying as a real threat to the safety of chil-
dren. However, how much is one recognition of
danger enough? It was evident that bullying and
cyberbullying fully correspond to the concept of
an offence, a tort since there are illegal actions
that violate the rights of a child; there are harmful
consequences in the form of causing moral harm
to a minor; there is a causal relationship between
the actions performed and the damage caused.
The composition of the offence is obvious, but the
legislator did not include it either in the Code of
Administrative Offenses or in the current Crimi-
nal Code of the Republic of Kazakhstan. Accord-
ingly, the perpetrators of cyberbullying cannot be
brought to legal responsibility today. The only
measure enshrined in the law is blocking access
to an Internet resource that records the facts of
cyberbullying against a child.
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In our opinion, the problem of the correlation
between cyberbullying and criminal law is being
actualized today. The tools of criminal law and its
influence may appear unnecessarily harsh, espe-
cially concerning minors, in whose communication
environment cyberbullying is most common. How-
ever, it should be borne in mind that cyberbullying
in some situations represents truly criminal behav-
iour, significantly when it is associated with severe
threats or intimidation, or harassment, leading the
victim to suicide attempts.

The analysis of foreign legislation shows the
success of securing legal responsibility for actions
falling under the concept of cyberbullying. There-
fore, in the UK it operates the Malicious Communi-
cations Act 1988, which states that it is an offence
for any person to send a communication that is
“indecent or grossly offensive” for the purpose of
causing “distress or anxiety to the recipient”. A per-
son found guilty of this offence is liable to receive
a prison sentence of up to 6 months, a fine or even
both. At the same time, since May 2022, the prison
term has increased to 12 months (Malicious Com-
munications Act, 1988).

In New Zealand, in 2015, The Harmful Digital
Communications Act was adopted, which consoli-
dated the basic principles of communication through
digital messages, including such as non-disclosure
of confidential personal facts about a person; a ban
on threatening or frightening messages, as well as
notes of grossly offensive or obscene nature, etc. Vi-
olation of such fundamental principles of communi-
cation entails the imposition of a fine on the guilty

person or imprisonment for up to 2 years (Harmful
Digital Communications Act, 2015).

It seems a pretty reasonable conclusion of some
foreign psychologists that awareness of all stake-
holders — youth, parents, educational organizations,
and psychologists — about potential criminal liabil-
ity can be a potent deterrent (Kift 2007: 228).

Conclusion

The characteristics of the main signs and conse-
quences of cyberbullying allow us to consider it one of
the main dangers for children in the information space.

The consolidation of definitions of bullying and
cyberbullying in the legislation indicates the actu-
alization of the problems of ensuring children’s
information security, taking into account the devel-
opment of modern communication networks and
technologies. The appearance of the term “cyber-
bullying” in the regulatory legal acts of Kazakhstan
should be considered one of the first steps to coun-
teract this dangerous phenomenon. We believe that
the further development of information relations in
society will inevitably lead to the criminalization of
this phenomenon, as evidenced by the experience
of foreign countries that have faced the problem of
cyberbullying to a greater extent and much earlier
than Kazakhstan due to the high level of digitaliza-
tion. This indicates the need to develop an effective,
well-thought-out policy that affects not only legisla-
tion but also law enforcement, education and other
state and non-state structures working in the field of
protection of the rights of minors.
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