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ON THE ISSUE OF IMPROVING THE MECHANISM FOR PROTECTING
THE INTERESTS OF THE CHILD IN CYBERSPACE

The relevance of the topic is associated with special attention to the topic of bullying of children,
including through social networks. The amendments and additions to the current legislation are aimed
at punishing bullying, as Kazakh statistics show an unprecedented increase in harassment and bullying,
leading to mental trauma and suicide among children and adolescents.

The choice of the research topic was due to the need to analyze the norms introduced into the
legislation on cyberbullying of children and to predict their effectiveness. It was necessary to critically
analyze the domestic approach in comparison with the most effective foreign practice.

It is concluded that most countries have already taken appropriate measures at the end of the twen-
tieth century and actively counteract the harassment of children and adolescents in the networks. The
interest is also due to the fact that Kazakhstan has updated a number of state programs regarding the
rights of the child. At the same time, the analysis of these documents shows the insufficiency of the state
response.

The subject of the study is the norms of the legislation of the Republic of Kazakhstan and countering
and punishing child harassment through social networks.

The aim is to critically analyze the amendments and additions made to the legislation of the Repub-
lic of Kazakhstan on the rights of the child in the field of cyberbullying and make recommendations on
improving state response measures.

The significance of this study is the justification of the need to distinguish between the concepts of
cyberbullying and cyberstalking and the need to analyze the latter as a common phenomenon in modern
realities.

Key words: children’s rights, protection of children’s rights, cyberbullying, bullying, cyberstalking.
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KubepkeHicTikTe 6ara MyggeciH kopzay mexaHU3MiH >KeTiAgipy maceaeci »ailiAbl

TakpIpbINTbiH, ©3€eKTiAIr 6ararapAbl KOpAAy TakbIpbiOblHA, COHbIH, iWIIHAE SAEYMETTIK >XeAirep
apKbIAbl KOpAAyFa epekile Hasap ayAapyMeH 6aiiAaHbICTbl. KOAAAHbICTaFbl 3aHHaMara eHrisiAreH
©3repTyAep MEH TOAbIKTbIPYAAp KOPAAYAbl Xa3aAayFa GarblTTaAFaH, OMTKEHI Ka3aKCTaHAbIK CTaTUCTU-
Ka 6ararap MeH >KacecrnipiMAep apacbiHAA MCUXMKAABIK XapakaT NeH CyMUMAKE 9KEeAiN COKTbIpaTbIH
KyAaAay MeH KOpAayAblH OYPbIH-COHABI BOAMaFaHbIH, 6CKEHIH KOpCeTeAi.

3epTTey TakpIpbiOblH TaHAQY 3aHHamara eHrisiareH 6asnasap KMOepOyAAUHIIHE KATbICTbl HOPMa-
AQpPAbl TAAAQY >K8HE OAAPAbIH TUIMAIAITIH BOAXKay KaxkeTTiAirimeH GarAaHbICTbl. EH TUIMAI LieTeAAik
ToXiprbemMeH CaAbICTbIPFaHAQ OTAHAbIK TOCIAAI CbiHM TaAAQy KAXKET GOAAbI.

Kenteren eapep XX racblpAbiH, asFblHAQ TUICTi WapasapAbl Kabbiaaar, >keairepae 6anarap meH
acecnipiMaepAi KopAaayra 6eACEHAT TYPAE KapCbl TYpAbl AEreH KOPbITbIHAbI XKacaAabl. CoHaait-ak,
KasakcTaHaa 6ana KyKbiFblHa KaTbICTbl BGipkaTap MEMAEKETTIK 6aF AapAaMaAapAbIH >KaHAPTbIAFAHADIFbI
AQ KbI3bIFYLUbIAbIK TyAbIpAbl. COHbIMEH KaTap aTaAFaH Ky>kaTTapAbl TAaAAQY MEMAEKeTTIK >KayanTblH,
JKETKIAIKCI3AIMH KepceTeA.

3epTTey naHi — KasakcrtaH Pecny6AnKachl 3aHHaMacblHbIH, HOPMAAapbl XKaHe dAeYMETTIK XKeAirep
apKblAbl 6ararapAbl KOPAAYAbIH aAAbIH aAy XKOHE >Ka3aAay.

3epTtTey mMakcatbl — KasakctaHn PecnybamkacbiHbiH, KWGEPOYAAMHI CaAacbiHAAFbI 6AAA KYKbIKTapbl
TypaAbl 3aHHaMacblHa EHri3iAreH e3repicTep MeH TOAbIKTbIpyAapFa CblHW TYPFblAQH TaAAdy >kacay
YKOHE MEMAEKETTIK AEH KOIO apaAapblH XKETIAAIPY OOMbIHLLA YCbIHBICTAP EHri3y.

ByA 3epTTeyAiH MaHbI3AbIAbIFbI KUOEPOYAAMHI MEH KMOEPTAAKMHI YFbIMAAPBIHbIH apaXiriH aXbl-
paTy KaXXeTTIAIrH HEeri3Aey >koHe COHFbICbIH Ka3ipri 3aMaHfbl LLUbIHABIKTaFbl XKaAMbl KYObIAbIC PETiHAE
TanAay.

Tydin ce3gep: 6ara KykbiKTapbl, 6aaa KyKbIKTapblH KOpFay, KMOepOYAAUHT, KOPKbITY, KnbepTa-
KWHT.
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K Bonpocy 0 coBepweHCTBOBaHUU MeXaHU3Ma 3aWuThbl UHTEPecoB
pebenka B kubepnpocTpaHcTBe

AKTYaAbHOCTb TEMbI CBsI3aHa C 0COBbIM BHUMAHMEM K Teme OYAAMHIa AETEN, B TOM YMCAE U NMOCPEA-
CTBOM COLMaAbHbIX CeTeil. BHeCeHHble M3MEHEHMS U AOMIOAHEHMS B AEMCTBYIOLLLEE 3aKOHOAATEABCTBO Ha-
MpaBAEHbl Ha HaKa3aHWe TPAaBAM, Tak Kak Ka3axCTaHCKasi CTaTMCTMKA MOKa3blBaeT HeBbIBaAbI POCT npe-
CAEAOBaHMM N GYAAMHI, MPUBOASILLMIA K MCUXMUECKMM TPABMaM M CyMLIMAY CPEAM AETEN M MOAPOCTKOB.

Bbi6op TeMbl MCCAEAOBaHUS ObIA 00YCAOBAEH HEOOXOAMMOCTbIO aHAAM3a BHECEHHbIX B 3aKOHOAA-
TEALCTBO HOPM O KMGEPOYAAMHIE AETEr M MPOrHO3MpPoBaHus MX adekTrBHOCTU. Heobxoanm Obia
KPUTMYECKMIA aHaAM3 OTEYECTBEHHOrO MOAXOAA B COMOCTAaBAEHMM C Hamboaee 3(peKTUBHOM 3apy-
6EeXXHOM NMPaKTUKOM.

AeAaeTcs BbIBOA O TOM, UTO BOABLIMHCTBO CTpaH y>ke B KoHLe XX BeKa MPUHSIAM COOTBETCTBYIO-
Lme Mepbl M aKTMBHO MPOTUBOAENMCTBYIOT TPABAE AETEN M MOAPOCTKOB B CeTsX. MHTepec Takxe 06-
YCAOBAEH TeMm, uTo B KasaxcraHe npousowAo 0GHOBAEHME LIEAOTO PSIAA FOCYAAPCTBEHHbIX MPOrpamm
B OTHOLLUEHUM npae pebeHka. BMecTe ¢ TeM, aHaAM3 3TUX AOKYMEHTOB MOKa3blBaeT HEAOCTaTOUYHOCTb

rocyAapCTBe€HHOro pearmpoBaHung.

[peAMETOM UCCAEAOBAHMS SIBASIOTCS HOPMbI 3aKOHOAaTeAbCTBa Pecriybamkin KasaxcraH no npo-
TUBOAEMCTBMIO M HAKa3aHUIO TPaBAM pebeHKa Yepes3 COLMaAbHbIE CETH.

LleAblo sBASIETCS KPUTUUYECKUIA aHAAM3 BHECEHHbIX M3MEHEHUI U AOMTOAHEHUI B 3aKOHOAATEABCTBO
PK o npaBax pe6eHka B 06AacTu KnbepbyAAMHra U BHECEHUE PEKOMEHAALIMIA MO YCOBEPLLEHCTBOBAHUIO

Mep rocyAapCTBeHHOro pearmpoBaHm4.

3HaueHremM AAHHOIO MCCAEAOBaAHUA ABAGETCA ob60oCHOBaHMe HeO6XO,AVIMOCTM pa3rpaHnyeHnsa no-
HATUN «KVI6€p6yA/\l/IHl'» n «KVI6epCTa/\Kl/IHl'» M aHaAM3a NMOCAEAHEro Kak pacCrnpoCTpaHeHHOro sBA€H1S B

COBpPEeMEHHbIX peaAnsx.

KAloueBble cAoBa: npasa pebeHka, 3awmra npas pebeHka, KubepOyAAMHT, TPaBAS, KWGEPCTAAKMHT.

Research methods

The research methods are dictated by the theme
and purpose, which is to assess the public danger
of cyberbullying and cyberstalking as potentially
dangerous forms of modern violence, and primarily
against children, as the least protected.

To determine the opinion of potential and
real victims regarding the public danger of these
phenomena, a survey method was used. The survey
was conducted in writing on the territory of the
South Kazakhstan region and the city of Chimkent.
The survey was conducted in relation to the children
themselves and their parents.

In addition, a comparative analysis of the
legislation of a number of countries with the
legislation of the Republic of Kazakhstan was
carried out regarding the forms and methods of
counteracting such negative manifestations.

Due to the fact that the understanding of the forms
of cyberviolence differs not only for each person,
but also in the legislation of different countries, the
following definitions are used in this article and in
the survey. Cyberbullying refers to insults, bullying,
bullying and other similar behavior on the Internet.
Cyberstalking refers to the obsessive and persistent
stalking by another person online.

Introduction

Ensuring and protecting the rights of the child
remains one of the most urgent problems, which is
caused by a number of negative factors, including:

— an increase in crime as against children —
for 1 month of 2021, according to the Ministry of
Internal Affairs of the Republic of Kazakhstan, 940
offenses were registered — 29.8% more than a year
earlier. Of these, 45 cases were misdemeanors, 895
were crimes. Among the crimes, 191 cases were im-
mediately classified as serious, 193 — as especially
serious. Another 405 cases were classified as crimes
of medium gravity, 106 — as crimes of minor grav-
1ty.

Already in January 2022, according to the
Committee of Legal Statistics and special records,
there were registered: 20 cases of rape of minors
(Art. 120), 30 cases of violent sexual acts (Art.
121), 11 cases of corruption of minors (Art. 124).
In general, 172 cases have already been registered
in January 2022 (https://qamqor.gov.kz/portal/page/
portal/POPageGroup/Services/Pravstat).

— anincrease in juvenile delinquency — in Jan-
uary 2022 alone, 115 offenses were committed by
minors or with the complicity of minors, of which
107 crimes: especially grave — 59; moderate — 38; 10
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— low severity (https://qamqor.gov.kz/portal/page/
portal/POPageGroup/Services/Pravstat);

- the number of suicides — 1.3% of child suicid-
ality per 1000 people. A special UNICEF report was
devoted to this problem, which emphasized that:
“International comparisons show that in Kazakh-
stan, when compared with other developing and
developed countries of the world, not only the over-
all suicide rate is higher, but also the suicide rate
among children aged 5 to 14 years old and young
people aged 15 to 24 years” (https://www.unicef.
org/kazakhstan/media). It is emphasized that the
vast majority of cases occur between the ages of
15 and 17.

That is, the safety of children, their right to a
decent existence and development continue to be
one of the painful topics for modern Kazakhstan.
Resonant examples that have become widely known
to the public in the light of the activation of more
public organizations than special state bodies allow
us to say that, despite a huge range of legal, social
and other measures, children remain the most poorly
protected category of citizens. Threats to life, physi-
cal integrity, lack of social protection continue to
persist, and in some aspects are exacerbated despite
the efforts made.

The Republic of Kazakhstan, as an active par-
ticipant in international relations, having signed
obligations, the fulfillment of which is an important
priority of the country’s domestic and foreign poli-
cy, has developed a whole block of normative acts
in all areas of ensuring the rights of the child. In the
current legislation of the Republic of Kazakhstan
on the rights of children, the fundamental rights and
freedoms of the child are enshrined, the protection
mechanism is still in the process of improving — this
is recognized by various international organizations.

An analysis of the legislation shows that the
main emphasis in the policy on the interests of chil-
dren, the main emphasis is on ensuring social as-
pects, while other rights of the child, namely the
right to life, the right to physical integrity, the right
to choose a religion, the right to spiritual and person-
al development, the right to express his opinion on
issues relating to his rights and legitimate interests
(in addition to the right to express an opinion with
which of the parents he remains during a divorce)
and many others, even despite their consolidation at
the level of the Law “On the Rights of the Child”,
do not have a mechanism for direct implementation
and, accordingly, the protection mechanism.

This is largely determined by the approach that
is the basis of state policy. Domestic policy to pro-
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tect the interests of children continues to be built ac-
cording to the old system, which does not recognize
the child as an independent subject of law with spe-
cial rights and freedoms corresponding to his age.

However, the current realities return the legis-
lator to the realities and everyday reality, namely
the protection of the child as an independent sub-
ject. This category of the object of protection, in our
opinion, includes:

1. The child as an individual, requiring the pro-
vision of his physical integrity, life, health. At the
same time, physical integrity should be understood
in the broadest sense. Although here there is a dif-
ference in theoretical positions. So, the Russian sci-
entist I.L. Petrukhin, giving the concept of personal
inviolability, especially emphasizes “prevention of
encroachment on bodily integrity, sexual freedom
and moral integrity” (Petruhin 1985: 35). At the
same time, the International Network for the Rights
of the Child (Child Rights International Network,
CRIN) refers to the principle of physical integrity
the right of every person, including children, to
autonomy and control over their own body. Deci-
phering this principle, they give a definition: “The
concept of a violation of the physical integrity of
a child includes all forms of physical abuse, from
corporal punishment to forced treatment, some-
times against the will of the child. Non-therapeutic
and non-consensual surgeries are also violations of
physical integrity, such as practices such as ‘correc-
tive’ genital surgery performed on intersex children,
sex reassignment surgery, female genital mutilation
(“female circumcision”), traditional circumcision
male and male infants, sterilization of persons with
disabilities”  (https://archive.crin.org/ru/glavnaya/
nasha-rabota/strategii-provedeniya-kampaniy/
fizicheskaya-neprikosnovennost.html).

2. The child as an individual requiring psycho-
logical protection. There was such a thing as psy-
chological integrity, which, in fact, is the freedom
of the individual from psychological, also emotional
or moral violence, which can lead to psychological
trauma, depression and post-traumatic stress disor-
der, undermining a person’s self-esteem and self-
esteem.

It should be noted that in modern conditions of
exacerbation of international destabilization, real
hostilities and the real threat of famine and the re-
currence of the pandemic, the first component of
child protection comes to the fore. However, this
in no way negates the problem of ensuring the psy-
chological integrity of the child. In addition, this
problem is exacerbated due to the expansion of the
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possibilities of psychological influence, namely the
possibility of open and immediate influence on the
child’s psyche through the use of the Internet, which
has received the concept of cyber-impact in the sci-
entific and practical environment.

Main part

Cyber impact, or in other words, uplifts on con-
sciousness (education, psyche, etc.) through various
tools, programs, social networks, etc. This impact
can be divided into positive and negative. If posi-
tive, this is education, development, finding and
getting a job in a remote format, and more. other.
While the negative impact is considered as an im-
pact on the mind of the child, which can harm his
psyche, psychology, stable worldview, the forma-
tion of principles of behavior that are contrary to
moral, ethical, religious and other norms, etc. For
example, pushing for suicide, self-harm, terrorism,
adherence to extremist movements, violence against
other members of society, loosening the psyche, etc.
In addition, as experts note: “Most medical workers
share the opinion that the main factor in mortality in
modern society is stress. Left untreated, stress can
have an extremely detrimental effect on both the
physical and mental health of a person and cause
diseases such as cardiovascular disease, insomnia
and depression” (https://www.un.org/ru/chronicle/
article/21893).

According to the Bureau of National Statistics
of the Agency for Strategic Planning and Reforms
of the Republic of Kazakhstan, the share of children
using information and communication technologies
aged 6 to 15 years already in 2020 was above 85%
[6]. And this number is gradually growing. Also, as
the number of people who are subjected to any influ-
ence from the outside, including a negative one, is
growing.

Such a negative impact is diverse and the num-
ber of possibilities for influencing the human psyche
is constantly growing. Cyberbullying occupies a
special place among such influence. The concept
of “cyberbullying” is often considered as a sepa-
rate phenomenon, but, in fact, it is a kind of such an
age-old problem as bullying. Bullying is fueled by a
society’s predisposition to prejudice and discrimina-
tion, and it often affects people with protected char-
acteristics such as race, religion, sexual orientation
and disability most of all. But at the same time, it
should be taken into account that intimidation car-
ried out through electronic media, which significant-
ly expands opportunities, has no territorial boundar-

ies and creates an opportunity for instant communi-
cation and unlimited dissemination of information.
Which actually adds to the pressure.

In particular, cyberbullying among children and
adolescents can be characterized as deliberate and
repeated harm by one or more peers in cyberspace,
caused by the use of computers, smartphones and
other devices. In recent years, new forms of cyber-
bullying have emerged, such as cyberstalking and
online dating abuse.

Such events could not but lead to a correspond-
ing reaction among the world community and at the
state level. But at the same time, it should be noted
that this problem was first noticed at the national
level, and so far the tactics of the international com-
munity are inclined precisely towards the use of na-
tional law.

A number of states have developed special pro-
grams, among which the experience of Norway
should be noted, where the first Olweus Anti-bul-
lying Program was developed, which started back
in 1983. It provides for the fulfillment of four goals:
achieving a common understanding of this phe-
nomenon, the active involvement of parents and
teachers in the program, the development of clear
rules against school violence, and the support and
protection of victims of bullying (https:/www.
violencepreventionworks.org/public/olweus_bul-
lying prevention program.page). Other countries
have developed more or less effective programs and
introduced special laws on the prevention, preven-
tion and counteraction of such illegal phenomena.

Based on the experience of these countries, Ka-
zakhstan has made some progress in solving this
problem. Only in 2022, a Pilot Program was pro-
posed to protect children from bullying in educa-
tional institutions of the Republic of Kazakhstan.
With regard to cyberbullying, measures have been
taken at the legislative level. And there were signifi-
cant reasons for this.

Thus, according to UNICEF, in Kazakhstan,
63% of children witnessed violence and discrimina-
tion, 44% were victims and 24% committed acts of
violence and discrimination against other children at
school. According to the Ministry of Education and
Science of the Republic of Kazakhstan, every third
student is bullied and becomes a victim of harass-
ment. In 2021 alone, 105 suicides were registered
in the country (https://mk-kz.kz/social/2020/11/13/
bolshinstvo-kazakhstanskikh-detey-stalkivayutsya-
so-shkolnym-nasiliem.html). According to the
National Center for Public Health, 12 percent of
schoolchildren are subject to harassment and bul-
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lying. Children aged 11-15 participated in or were
subjected to cyberbullying on social networks in 11
percent of cases. Over the past year, 78,000 reports
of cyberbullying have been recorded (https://mk-kz.
kz/social/2022/03/25/kiberbulling-realnaya-prob-
lema-ili-povod-dlya-uzhestocheniya-cenzury.html).

At the same time, the approach of the Kazakh
legislator to the term cyberbullying is interesting.

The term “byllying” in the Anglo-Saxon ver-
sion denotes psychoterror, which translates as “to
mock, intimidate, harass and tyrannize”, and the
prefix “cyber” means “associated with comput-
ers, information and other technologies” (Kolodej
2007: 16).

The very concept of “bullying” is deciphered in
the modern sense as “social behavior, which includes
a discrepancy between strength and power, which
leads the victim to a state in which she is unable to
effectively protect herself from negative influences
from outside and manifests itself in relatively stable
groups”’, while cyberbullying is “a phenomenon of
Internet communication, which is currently actively
developing and is characterized as a type of psy-
chological bullying, committed through informa-
tion technology, with the help of which a deliberate
aggressive action is carried out against the victim”
(https://cyberleninka.ru/article/n/razvitie-fenome-
na-kiberbulling-analiz-podhodov-k-opredeleniyu).

UNICEF defines cyberbullying as “spreading
false information or posting embarrassing photos of
someone on social media”, “sending hurtful mes-
sages or threats in messengers”, “impersonating
someone else and sending inappropriate messages
to others on their behalf” (https://www.unicef.by/
press-centr/328.html).

An analysis of the legislation of a number of
countries around the world shows that bullying has a
complex legal nature. So, in fact, it includes insulting
the honor and dignity of a person and often slander-
ous actions, that is, the dissemination of knowingly
false information that discredits the honor and dig-
nity of another person or undermines his reputation,
as well as the threat of murder or causing serious
bodily harm, and as well as other serious violence
against a person or destruction of property by arson,
explosion or other generally dangerous method.

Insulting the honor and dignity of a person is
carried out, among other things, by disseminating
information about the private life of a person that
constitutes his personal or family secret — this is the
fact of communicating them to at least one person
without the consent of the victim, regardless of the
method (orally, in writing, by phone, on the Internet
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or other communication channels). It is this method
that is the most common and its use can lead to the
most negative consequences, up to bringing to sui-
cide (suicide).

In all likelihood, it is this nature that leads to the
fact that the laws of a number of countries do not use
such a concept as bullying in their legal acts, includ-
ing cyberbullying.

Thus, all CIS countries have such articles as in-
citement to suicide or attempted suicide, coercion to
act of a sexual nature, which is committed by black-
mail or other methods described in the law, insult,
violation of a person’s privacy. This provides pro-
tection against certain forms of bullying, harassment
and persistent harassment.

Of particular note is the prohibition on collecting
or distributing information about the private life of
a person constituting his personal or family secret,
without his consent, or distributing this information
in a public speech, publicly demonstrating a work or
in the media, as provided for in Art. 137 of the Crim-
inal Code of the Russian Federation (http://www.
consultant.ru/document/cons_doc LAW_10699/).
Thus, cyberstalking is being prosecuted — a type of
harassment in the form of stalking, searching for or
tracking a victim, which has become increasingly
common in the cyber world, and then spills into re-
ality.

Domestic legal realities do not have such an ar-
ticle, which is a certain flaw in the legislator, since
in reality such actions take place. In fact, in domes-
tic practice, persecution can only be punishable un-
der Art. 73 “Illegal actions in the sphere of family
and domestic relations” (https://online.zakon.kz/),
but only if the persecutor is a close relative of the
persecuted. And if the persecution is carried out by
an unfamiliar person, then the violators become sub-
jects of Art. 434 Hooliganism , which provides for
offensive harassment of individuals.

However, real cases from the lives of teenagers
and children indicate that in life and in cyberspace
there are many cases of persecution, which in fact
cannot be qualified as a violation of family and do-
mestic relations and as hooliganism. So, “the stalker
can use a wide range of tactics and approaches in
his harassment and surveillance of the victim. For
example, regular and e-mails, calls, messages and
other actions in social networks, installation of mon-
itoring software on the victim’s devices. Stalking
causes a range of negative emotions in the victim,
the main of which are fear and a feeling of loss of
control over life” (https://www.company.rt.ru/so-
cial/kids-safety).
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In many countries, stalking was recognized as a
crime back in the 90s and early 2000s (USA, Great
Britain, Canada, Germany, France, Italy, Japan, In-
dia). Stalkers are fined heavily or sent to jail for up
to 14 years. In some countries, the stalker receives a
“restraining order” and is also referred to individual
or group coercive therapy.

Whereas in domestic practice there is not a sin-
gle real case of bringing the persecutor to justice,
except for cases when it ended with a crime.

Studies by foreign authors show that in many
EU member states stalking and cyberstalking are
prohibited under the threat of criminal punishment.
The exceptions are Bulgaria, Cyprus, Denmark,
Estonia, Greece, Latvia and Lithuania (Van der Aa
2017). Whereas, intrusive and persistent electronic
harassment is not prohibited in several EU member
states and in most CIS member states.

In Kazakhstan, special attention should be paid
to counteracting cyberstalking due to the fact that the
number of such situations (cases) is growing. Thus,
a survey conducted by our group among students
and schoolchildren of the university and schools of
the South Kazakhstan region and Shymkent showed
that among 1056 (559 girls and 497 boys aged 13
to 18) respondents over the past 5 years, 345 peo-
ple were subjected to harassment through gadgets,
which is 32%, and persecution in the realities of 115
people — just over 1%. At the same time, the respon-
dents point out that their peers and younger sisters
and brothers are increasingly faced with such phe-
nomena, which indicates the progression of such. In
addition, they stated in the miscellaneous paragraph
that the younger the child, the more often he is sub-
jected to this kind of persecution.

Accordingly, cyberstalking violates the rights
and freedoms of citizens, but does not have such
a high danger, entailing the obligation of criminal
law protection. Based on the opinions of the respon-
dents, we believe it is necessary to recognize cyber-
stalking as a tort, but without the use of criminal law
measures. However, when cyberstalking escalates
into crimes of a sexual nature or acts that infringe
on legally protected secrets, criminal law protection
is needed.

The domestic legislator, almost only in 2022,
was concerned about the need to introduce special
rules. The Law of the Republic of Kazakhstan “On
the Rights of the Child” and the Law “On the Mass
Media” introduced the concept of bullying — sys-
tematic (two or more times) actions of a humiliating
nature, harassment and (or) intimidation, including
those aimed at coercion to commit or refuse to com-

mit any action, as well as the same actions commit-
ted publicly or using the media and (or) telecom-
munications networks (cyberbullying) (https://on-
line.zakon.kz/Document/?doc_id=1032460&doc
1d2=1032460#pos=9;-188&pos2=187 ).

That is, in fact, the legislator combined all types
of negative impact on the mind of a minor through
the use of social networks. But such an approach
is not expedient with a clear use of concepts in the
prosecution and punishment of violators. The clas-
sification of the wrongful act and the definition of
the composition of the offense will depend on this.

At present, we can only state that, in accordance
with paragraph 1 of Art. 18-4 of the Law “On Mass
Media” “a citizen or legal representative of a child,
in case of detection of facts of cyberbullying against
a child, has the right to apply in writing or in the
form of an electronic document to the authorized
body with a statement about the facts of cyberbully-
ing committed against a child, indicating the name
of the Internet resource where illegal activities take
place. Such an application must be considered by an
expert group created by the Ministry of Information
and Public Accord within three working days from
the date of its receipt.

It should be especially noted that the application
is refused consideration if the content of the applica-
tion does not indicate the Internet resource on which
the facts of cyberbullying against the child are com-
mitted. That is, in fact, the procedure of proof falls
on the injured party. And thus, the logic and con-
tent of paragraph 1 of Art. 10 of the Law “On the
Rights of the Child”, according to which the state
ensures the personal integrity of the child, protects
him from physical and (or) mental violence, cruel,
rude or degrading treatment, harassment (bullying)
of the child, acts of a sexual nature, involvement
into criminal activity and committing antisocial acts
and other activities that infringe on the rights and
freedoms of a person and citizen enshrined in the
Constitution of the Republic of Kazakhstan (https://
online.zakon.kz).

As a result of serious discussions between state
bodies, representatives of the public and the media,
norms were adopted according to which, upon con-
firmed facts of cyberbullying against a child, the au-
thorized body, based on the decision of the expert
group, immediately sends an order to the owner and
(or) legal representative of the Internet resource. The
owner and (or) legal representative of the Internet
resource, within twenty-four hours after receiving
an order from the authorized body, takes measures
to remove information recognized as cyberbullying
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in relation to the child. Based on the results of con-
sideration of the application on the facts of cyber-
bullying against the child by the authorized body,
no later than three working days from the date of
its receipt, the applicant is provided with a response
in the Kazakh language or the language of appeal
(https://adilet.zan.kz/rus/docs/V2200029469).

Compared with the legislation of a number of
foreign countries, Kazakhstani legislation is dis-
tinguished by significant loyalty. For example, un-
der the German law Netzwerkdurchsetzungsgesetz
(NetzDG) of 09/01/2, social media providers who
have not established an effective complaints man-
agement system at all or have configured it incor-
rectly can be fined up to 50 million euros. In the
event that the violation is of the nature pursued by
criminal law, the content must be deleted and closed
within 24 hours (https://www.gesetze-im-internet.
de/netzdg/BJNR335210017.html). This practice has
gained some distribution in other countries.

At the same time, practice shows that in more
than 90% of cases, parents of cyberstalked children
do not apply to law enforcement agencies. Some of
them explain this by distrust of law enforcement
agencies, some do not consider such actions to be
serious and harmful to the child’s psyche.

Such an attitude of adults, in our opinion, is dan-
gerous and harms the child no less than the very fact
of bullying, causing a state of insecurity and useless-
ness, and thus ensures the progression of psycholog-
ical disorders (https://psyjournals.ru/files/126256/
psylaw_2021 n4 mosechkin.pdf).

Accordingly, we consider it necessary to con-
tinue the systematic work of the legislator to iden-
tify the main trends in the development of violations
of the rights of the child in the cyber environment.

Such violations are of a different nature and have a
negative impact on the child and are implemented
in various ways and means, the number of which is
growing in direct proportion to the development of
IT technologies.

Conclusions

At the end of the scientific work, we consider it
necessary to draw the attention of the scientific com-
munity and the legislator to the need to:

1. Cyber violence is an object of legal regulation
and the legislator has different positions in different
countries of the world;

2. It is necessary to distinguish between the
concepts of cyberbullying and cyberstalking. Since
cyberbullying should be understood as actions that
offend the honor and dignity of a person, while cy-
berstalking is harassment through social networks
or other Internet opportunities;

3. Cyberstalking is a less dangerous type of cy-
ber violence, so it cannot be classified as a criminal
offense. However, its consequences can be different
up to suicide, inciting ethnic or other hatred, etc. Ac-
cordingly, such a concept should be introduced into
the current legislation and the elements of violations
should be determined, and first of all, in an adminis-
tratively compulsory manner;

4. It is necessary to draw the attention of the leg-
islator to the fact that: a) the state response measures
are too liberal and do not correspond to the actual
damage caused; b) the legislation is formulated in
such a way that the injured party is forced to ac-
tually provide the evidence base itself, which does
not comply with the principles of either criminal or
administrative proceedings.
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