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THE MECHANISM OF LEGAL PROTECTION
OF THE ECONOMIC SECURITY OF THE REPUBLIC OF KAZAKHSTAN
IN THE CONTEXT OF GLOBAL CHALLENGES OF PRESENT TIME

The relevance of the topic of the article is due to the fact that at the beginning of the XXI century it
is technological development that determines the competitiveness of the state, forms the conditions for
economic growth, thereby ensuring the economic security of the state.

The main author’s idea of this article was the assertion that the active development of the legal
framework for ensuring the technological development of the Republic of Kazakhstan gives rise to prob-
lems of an institutional and legal nature that require resolution.

The scientific significance of this study lies in the fact that the article offers the author’s interpretation
of the investigated mechanism in structural terms.

The practical significance lies in the focus on solving specific problems identified in the analysis
process.

Methodologically, the study was based on a systematic analysis, on the principle of a step-by-step
solution of scientific and practical problems; the author of this article used the following research meth-
ods: the method of structuring the elements of complex social objects; method of systematization and
analysis of the regulatory framework; methods of analysis and synthesis; design method and deduction
method; methods of legal statics and methods of research of ratings.

The main results of the study were the substantiation of the need to improve the mechanism of legal
protection of technologies and technological innovations based on the analysis of the legal framework
and the institutional structure of the mechanism under study. As a result, conclusions were formulated
regarding the improvement of the legal framework for regulation, as well as the creation of a specially
authorized government body to ensure the functioning of this mechanism.

The value of the study is that its results are brought to the development of practical results, fused to
improve the mechanism of legal protection of the economic security of the Republic of Kazakhstan in
the context of increasing the technological competitiveness of the economy.

The practical value of the conclusions and provisions of this article is confirmed by the fact that
they can be used: 1) to develop further directions for improving the mechanism for the protection and
protection of intellectual property rights in the technological development of the republic; 2) to amend
the legislation governing this area of law and economic development of Kazakhstan.

Key words: legal protection, mechanism, technologies, competitiveness, economic security.
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Makanra TakbipbiObIHbIH ©3eKTiAiri XXI facbipablH 6acbiHAa TEXHOAOTMSIABIK, AAMy MEMAEKETTIH
Goacekere KabIiAETTIAIMH aHbIKTaMAbl, DKOHOMMKAAbIK ©CY YLIiH >KafAanm >kacanAbl, COA apKbIAbl
MEMAEKETTiH, 3KOHOMMKAAbIK, KayiMncCi3AIriH KaMTamachbi3 eTeAl.

Ocbl MaKaAaHbIH Heri3ri aBTOpPAbIK, Maeschl KasakcTan Pecry6AMKachbiHbIH TEXHOAOTUSIAbIK, AAMYbIH
KaMTamachbI3 eTYAIH KYKbIKTbIK HEri3AepiH 6EACEHAT AAMbITY LLIELLYA| TaAan eTeTiH MHCTUTYLIMOHAAADIK -
KYKbIKTbIK CMMaTTarbl NPo6AeMarapAbl TybIHAATAAbl AETEH TYXKbIPbIM BOAAbI.
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ByA 3epTTeyAiH FbIAbIMM MaHbI3AbIAbIFbI MaKaAaAa 3epTTeAeTiH MEXaHU3MHIH KYPbIAbIMABIK,
TYPFbIAQH aBTOPABIK, TYCIHAIPMECI YCbIHbIAQTBIHABIFbIHAQ.

[MpakTUKaAbIK MaHbI3ABIAbIFbI TaAAQy MPOLECIHAE aHbIKTAAFaH HaKTbl MOCEAEAepAi Lwellyre
GarbITTaAFaH.

OAICTEMEAIK XKOCrapaa 3epTTey XKYWeAi TaapayFa, FbIAbIMU-TNIPAKTUKAABIK, MOCEAEAEPAI Ke3eH-
Ke3eHiMeH LeLly NMPUHUMIIHE CyMeHAl; OCbl MaKaAaHbIH aBTOpPAapbl 3epPTTEYAiH MblHapal SAiCTepiH
KOAAQHADBL: KYPAEAI 9AEYMETTIK OObEeKTIAEPAIH DAEMEHTTEpPIH KYPbIAbIMAQY ©AiCi; HOPMAaTUBTIK-
KYKbIKTbIK, 6a3aHbl XXyMeAey >koHe TaAAQy SAICI; TarAay XKOHe CMHTE3 dAiCTepi; kobaAay BAICI XKaHe
LIerepy 9AICi; KYKbIKTbIK, CTaTMKa SAICTEPI XKOHE PEMTUHITIK GararayAbl 3epTTey SAiCTepi.

3epTTeyAiH Heri3ri HoTUXeAepi 3ePTTEAETIH TEeTIKTiH KYKbIKTbIK 6a3aCbl MEH MHCTUTYLMOHAAADIK,
KYPbIAbIMbIHA >KYPFi3iAT€H TaAAdy HEri3iHAe TEXHOAOIMSIAAP MEH TEXHOAOTMSIAbIK, >KaHAAbIKTapAbl
KYKbIKTbIK, KOpFay TETIriH >KETIAAIPY KaXKeTTIAIriHiH Herisaemeci 60AAbl. HoaTuxkeciHae petTeyaid
KYKbIKTbIK, HErisAepiH >KeTiAAIpyre, COHAQM-ak, OCbl TETIKTiH, >XYMbIC iCTeyiH KamMTamacbl3 eTeTiH
MEMAEKETTIK BMAIKTIH apHaiibl YOKIAETTI OpraHbiH KypyFa KaTbICTbl TY>XXbIPbIMAAP KAPaCTbIPbIAAbI.

KyprisiAreH 3epTTeyAiH KYHABIAbIFbl OHbIH HOTUXXEAEPi SIKOHOMMKAHbIH, TEXHOAOTMSIAbIK, Oacekere
KabIAETTIAIMH apTThipy >araarbiHAa KasakcraH Pecrny6AMKacbiHbIH, 3KOHOMMKAABIK, Kayinci3AiriH
KYKbIKTbIK, KOpFay TeTiriH >KeTiAAipyre HerispeAreH npakTUKaAblK, —HOTUMXKEAEPAI 83ipAeyre
JKETKIi3IAreHAIrHAE.

Ocbl 6anTbiH  TY>KbIPbIMAAPbl MEH epeXXeAepiHiH MNPaKTMKAAbIK, KYHAbIAbIFbI OAApPAbIH: 1)
pecnybAMKaHbIH, TEXHOAOIMSABIK AAMybIHAQ 3USTKEPAIK MEHLUIK KYKbIKTApblH CaKTay MeH Kopfay
TETIriH 0AQH 8pi XeTiAAIpY GarbiTTapbiH 83ipAey yuiH; 2) KasakCTaHHbIH OCbl KYKbIK, CaAacCbl MeH
3KOHOMMWKAABIK, AAMYyblH PeTTeNTiH 3aHHamara e3repictep eHrisy YWiH ManAdAaHbIAybl MYMKIH
eKeHAINIMEH pacTaraabl.

Tyiin cesaep: KYKbIKTbIK, KOpPFay, MeXaHu3M, TexHOAOrmsAap, Ooacekere KabiAeTTiAIK,
3KOHOMMKAABIK, KaYiMncCi3AiK.
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MexaHu3m npaBoBoO# 3aLLMTbl IKOHOMMUYECKON 6e30MacHOCTH
Pecny6amnku KazaxcraH B yCAOBMSIX TAOGAAbHBIX BbI30BOB COBPEMEHHOCTH

AKTYaAbHOCTb TeMbl CTaTbM CBs3aHa C TeM, YTO B Hauare XX| CTOAETUS UMEHHO TEXHOAOrMYEeCcKoe
pasBUTME  OMpPEAEAsieT  KOHKYPEHTOCMOCOOHOCTb  roCyAapCTBa, (DOPMUPYET  YCAOBMS  AAS
3KOHOMMYECKOro pocTa, obecneurBasi TeM CaMblM 3KOHOMUYECKYIO 6E30MacHOCTb FOCYAAPCTBa.

OCHOBHOW aBTOPCKOM MAE€ei AQHHOW CTaTbU IBUAOCH YTBEP>KAEHME O TOM, UTO aKTUBHOE pa3BUTHE
MpPaBoOBbIX OCHOB O6ECcrneuYeHus TEXHOAOrMYeckoro paseutusi Pecnybamkm KasaxcrtaH nopoxaaer
Npo6HAEMbI MHCTUTYLIMOHAABHO-TIPABOBOI0 XapakTepa, TpebdyloLme paspeLLeHms.

HayyuHasi 3HaUMMOCTb AQHHOTO UCCAEAOBAHMS COCTOMT B TOM, YTO B CTaTbe MPeAAOXKEHa aBTopcKast
WHTeprpeTaumsl MICCAEAYEMOTO MeXaHM3Ma B CTPYKTYPHOM MAaHe.

[NpakTnueckas 3HAYMMOCTb COCTOMT B HAMPABAEHHOCTM HA pELUEHWME KOHKPETHbIX MPOOAEM,
BbISIBAEHHbIX B MPOLIECCe aHaAM3a.

B MeToAOAOTMUECKOM MAaHe MCCAEAOBaHME OMMPAAOCh Ha CMCTEMHBIM aHAAM3, Ha MPWHLUMM
MO3TAMHOIO PEeLleHUs HayYHO-MPAKTUYECKUX MNPOOAEM; aBTOPOM AQHHOW CTaTU MCMOAb30BAAUCH
CAeAyIOLLME METOAbl UCCAEAOBaHMS: METOA CTPYKTYPUPOBAHUSI SAEMEHTOB CAOXHBIX COLMAABHbIX
00bEKTOB; METOA CUCTEMATM3ALLMM M aHAAM3A HOPMATMBHO-TTPABOBO 6a3bl; METOAbI aHAAM3A M CUHTE3A;
METOAQ MPOEKTUPOBaHMS U METOA AEAYKLIMU; METOAbI MPABOBOM CTaTMKM U METOAbI MCCAEAOBaHMS
PENTUHIOBBIX OLLEHOK.

OCHOBHbIM PE3YAbTAaTOM UCCAEAOBAHMSI CTAAO 060CHOBaHME HEOOXOAMMOCTHM COBEPLLEHCTBOBAHMS
MeXaHn3Ma MpaBOBOW 3aLUMTbl TEXHOAOTMIA U TEXHOAOTMYECKMX HOBLUECTB Ha OCHOBE MPOBEAEHHOro
aHaAM3a npaBoBon 6asbl M MHCTUTYLIMOHAABHOM CTPYKTYPbl MCCAEAYEMOro MexaHun3ma. B pesyabtate
cchOpPMYAMPOBaHbI BbIBOABI, KacaloLlMecsl COBEpLUEHCTBOBAHUS MPABOBbIX OCHOB PEryAMpoBaHus, a
TakXKe CO3AaHMs CreLmMaAbHO YNOAHOMOYEHHOMO OPraHa roCy AApPCTBEHHOM BAACTH, obecneumnsatoLLero
(bYHKLLMOHMPOBaHME AQHHOIO MEXaHU3Ma.

LleHHOCTb NMpPOBEAEHHOrO0 UCCAEAOBAHWMS COCTOUT B TOM, UTO €ro pe3yAbTaTbl AOBEAEHbl AO
pa3paboTKM MNpaKTUUYECKMX PE3YAbTATOB, HAMAABAEHHbIX HA COBEPLUEHCTBOBAHME MEXaHM3ma
MpaBOBOM 3alMThl 3KOHOMMYeckorn BGesonacHocTu Pecnybamku KasaxcTtaH B yCAOBMSIX MOBbILLIEHMS
TEXHOAOTMYECKON KOHKYPEHTOCMOCOBHOCTN IKOHOMMKM.
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NpakTryeckas LLeHHOCTb BbIBOAOB M MOAOXKEHUI AQHHOM CTaTbW MOATBEP)KAAETCS TEM, UYTO OHU
MOryT ObITb MCMOAb30BaHbl: 1) AAS Pa3pabOTKM AAAbHEMLIMX HAMPABAEHWIA COBEPLLEHCTBOBAHUS
MexaHM3Ma OXPaHbl M 3alUMTbl MPAB MHTEAAEKTYAAbHOM COOCTBEHHOCTU B TEXHOAOTMUYECKOM Pa3BUTUM
pecnyOAnKM; 2) AAS BHECEHUSI MI3BMEHEHMIA B 3aKOHOAATEALCTBO, PErYAMPYIOLLIEE AaHHYIO Chepy npaBa

M 3KOHOMMYECKOro pa3BmnTmns KazaxcraHa.
KAloueBble cAoBa: npaBoBagd 3allnTa,
3KOHOMMYecKast 6e30MacHOCTb.

Introduction

At the beginning of the 21st century, technologi-
cal development forms the basis of post-industrial
transformations determining the competitiveness of
national economies in world markets. The techno-
logical aspect of economic growth becomes a se-
curity factor, because only technologies determine
the pace of socio-economic development and, thus,
ensure economic sovereignty, creating conditions
for the implementation of strategic tasks of socio-
economic development.

The indisputability of this fact determines the
content of the “Third Modernization of the Republic
of Kazakhstan”, the main priority of this moderniza-
tion is the accelerated technological modernization
of the economy.

In this regard, the main goal of the state policy
of industrialization of the Republic of Kazakhstan is
the creation of a technologically advanced industry,
the transformation and digitalization of fixed assets
of existing enterprises focused on the creation of
medium-, high-tech products with subsequent entry
into global markets (Approval of the State program
of industrial and innovative development of the Re-
public of Kazakhstan for 2020 — 2025, 2019).

However, it should be noticed that the pandem-
ic has changed the world, and Kazakhstan must be
ready for a new reality after COVID-19. The gov-
ernment is already actively working on adjusting
strategic documents and policies to reflect the new
conditions. Adjustments and changes will be made
to the Strategic Development Plan of Kazakhstan

MEXaHM3M,

TEXHOAOIMM, KOHKYPEHTOCMOCOBHOCTb,

until 2025, the State Program “Digital Kazakhstan”
and a number of strategic documents for the devel-
opment of the country’s economy (Shevchenko,
2021).

Under these conditions, only an intensive ap-
proach to development is able to set an increasing
trend for the Kazakhstani economy, which is asso-
ciated with the tasks of increasing its technological
competitiveness, given that the main factors of Ka-
zakhstan’s global competitiveness are the high level
of national human capital, technological moderniza-
tion and digitalization; creation of conditions for the
transition to a new technological order of Industry
4.0; technological renewal of the basic industries
(agro-industrial, mining and metallurgical and fuel
and energy complexes), which form the basis of the
economy and will remain the engine for other indus-
tries in the medium term (Approval of the Strategic
Development Plan of the Republic of Kazakhstan
until 2025, 2018).

It should be noted that the new model of econom-
ic growth of the Republic of Kazakhstan requires
the introduction of many technological innovations
used in various industries, since the methods of pro-
duction and value added are currently changing sig-
nificantly. Today, artificial intelligence, the indus-
trial Internet of things, 3D printing technologies are
shaping the future of manufacturing industries, us-
ing the possibilities of flexible and smart manufac-
turing, which provides a revolutionary increase in
productivity, while it should be said that the Kazakh
scientific and technological complex already today
has something to offer the world (table 1).

Table 1 — Technological innovative products and solutions created by the scientific and technological complex of the Republic of

Kazakhstan (Trubacheva T., Suleimenova A., 2017)

Technologies and their practical potential

Organization -Developer

Technology for creating biocompatible implants stimulating the natural regeneration of tooth enamel
and dentin. In 2015 InnoDent technology was patented in Kazakhstan. Nowadays, 50 dental clinics
in Kazakhstan, 20 — in Ukraine, 10 — in Russia have purchased drugs created using this technology.

LLP “InnoDent”

Spilled oil collection technology using superhydrophobic sponges. it is possible to produce
superhydrophobic filters for selective water and organic collection plants, using this technology.

RSE «Institute of
Combustion Problems»
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Table continuation

Technologies and their practical potential

Organization -Developer

Technology for the creation of fire-retardant paints for the protection of metal load-bearing structures
of industrial and civil facilities in order to increase the stability of the structure to temperature effects
and deformation during a fire

RSE «Institute of
Combustion Problems»

The technology of creating «supercapacitors». Capable of fast charging and fast transfer of the
received energy, which is especially actual for the creation of electric vehicles.

Al-Farabi Kazakh National
University

Technology of bioresonance activation of seed material based on the developed device for influencing
seeds with a low-frequency electromagnetic field using cosmic geophysical characteristics in order
to increase crop yields

South Kazakhstan State
Pedagogical Institute

Technology of creating glue for tissue bonding based on recombinant mussel adhesive proteins
(MFP). There are no analogues of this technology in the world yet, and therefore there is a good
potential for bringing a unique product to the market.

National Center for
Biotechnology KN MES RK

A unique technology for obtaining metallic osmium has been developed. Considering that it is
the most expensive metal in the world with completely unique properties, the prospects for this

RSE “NC CMMS RK”

technology, in terms of its widespread adoption and use, look promising.

The presence in Kazakhstan of a sufficient num-
ber of “breakthrough” technological developments
determines the technological competitiveness of the
economy, as well as the need for legal protection of
these technologies in terms of their use. This aspect
of technological development is a matter of com-
petitiveness of the national economy and national
security, given the fact that these technologies de-
termine the state of security of the state in the eco-
nomic sphere, ensuring the sustainable development
of the economy of the Republic of Kazakhstan and
its economic independence (c. 4, ar. 4 of the Law of
the Republic of Kazakhstan dated 6 January 2012
“On the national security of the Republic of Ka-
zakhstan”).

Literature review

Theoretical aspects of ensuring national security
in general and economic security as an integral part,
in the context of technological shifts in the econo-
my, were considered in the works of foreign authors
(Ripsman, Norrin &. Paul, 2010; Kazeki, 2021;
Jackson, 2009; Rogers, 2010; Tal, 2000; Wright,
1983; Qian, 2007; Granstrand, 2010).

Analysis of research data shows that the prob-
lem of legal protection of technological innovations,
as an integral part of ensuring economic security
in the world, has come to the fore and has become
not just a legal or commercial issue. As a result of
the comprehensive intellectualization of the modern
economy, they are increasingly becoming a political
problem that requires strategic integrated approach-
es to solving. Under these conditions, the problems
of stimulating the development and legal protection
of technological innovations acquire the role of one

of the most important factors in the entire complex
of political and economic relations and the security
of each civilized country. The complexity of solv-
ing these problems lies in the extremely high degree
of dynamism and versatility of relations associated
with the development and implementation of tech-
nological innovations, as well as the fact that mod-
ern globalization and active information exchange
create objective prerequisites for uncontrolled
“technology spillover” from the countries that cre-
ate technological innovations to countries that are
able to see its perspective and quickly introduce in-
novation in the production process.

Western researchers have convincingly proven
that there is a close relationship between the effec-
tiveness of the protection of intellectual property
rights, economic performance, the country’s com-
petitiveness and economic security. The system of
protection of intellectual property rights has a sig-
nificant impact on the performance of economic
growth in each country, on foreign direct invest-
ment, employment, innovation and overall competi-
tiveness. Thus, the introduction of a reliable mecha-
nism for the protection of intellectual property rights
and enforcement is a key aspect of increasing the
level of competitiveness of the country.

Many authors addressed issues related to ensur-
ing the economic security of the Republic of Ka-
zakhstan (Kalykov, 2017; Nurgaliuly, Kazbekova,
2021; Alpysbaev, 2019; Kuchukova, 2020; Madi-
yarova, Ryspekova, 2018, etc.).

The works of these researchers note the neces-
sity to increase the level of competitiveness of the
Kazakhstani economy with the help of using of the
country’s financial capabilities, its innovative and
intellectual potential.
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Despite the fact that the problems of ensuring
economic security in general, and the economic
security of the Republic of Kazakhstan, in particu-
lar, have been sufficiently and comprehensively re-
flected in the scientific literature, certain aspects of
this topic have remained outside the field of view of
researchers. These little-studied issues include the
problems of forming a mechanism and assessing the
problems of legal protection of the economic secu-
rity of the Republic of Kazakhstan in the context of
increasing the technological competitiveness of the
economy of Kazakhstan.

Thus, the aim of this article is to identify the
problems of legal protection of the economic secu-
rity of the Republic of Kazakhstan in the context of
increasing the technological competitiveness of the
economy and develop recommendations for their
solution.

The objectives of the article are to study the
mechanism of legal protection of technologies and
technological innovations as a factor in the eco-
nomic security of the Republic of Kazakhstan, to
determine the range of issues related to this problem
which must to be improved.

The object of research in the article is the process
of ensuring the economic security of the Republic of
Kazakhstan in terms of increasing the technological
competitiveness of the economy.

Subject of research: legal protection of technol-
ogies and technological innovations ensuring eco-
nomic security and competitiveness of the Kazakh-
stani economy.

Methodology

The research questions mentioned in this article
determine the elements of its novelty. In particu-
lar, the article analyzes the elements that form the
mechanism of legal protection of the economic se-
curity of the Republic of Kazakhstan in the context
of increasing the technological competitiveness of
the economy, which made it possible to offer the au-
thor’s vision of this mechanism, which was embod-
ied in the corresponding graphic model. Also in the
article, are drawn conclusions about the problems
arising in the process of developing the mechanism
under study, based on the results of rating assess-
ments.

The study was based on a systematic analysis,
on the principle of a phased solution of scientific and
practical problems. At the first stage, the mechanism
of legal protection of the economic security of the
Republic of Kazakhstan was studied in the condi-
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tions of increasing the technological competitive-
ness of the economy, the problems associated with
the development of this mechanism were identified;
the second stage of the study was aimed at develop-
ing practical recommendations related to solving the
previously identified problems.

The hypothesis of the study is the statement that
the mechanism of legal protection of the economic
security of the Republic of Kazakhstan in the con-
text of increasing the technological competitiveness
of the economy is at the stage of active develop-
ment, and so there are problems in the development
of the institutional and legal system that need to be
resolved.

The methodological basis of the study is general
scientific and special methods of cognition of socio-
economic processes and phenomena of legal reality.

The main scientific results of the study were ob-
tained with the use of the following methods: the
method of structuring the elements of complex so-
cial objects in the study of the structure of the insti-
tutional and legal mechanism for the legal protec-
tion of technologies and the management of their
development processes; the method of systematiza-
tion and analysis of the legal framework at the stage
of studying the legal aspects of the problem raised
in the article; method of analysis and synthesis — in
the study of problems associated with the develop-
ment of the mechanism under study; design method
and deduction method — in the development of rec-
ommendations related to the solution of identified
problems; methods of legal statistics and methods
for researching ratings at the stage of confirming the
assumptions put forward.

The novelty of the chosen methodological ap-
proach is determined by the fact of synthesizes
methods of cognition of legal and economic reality.

Results and discussion

The current stage of development of the world
economy is characterized by a change in priorities,
when various technologies (digital, information, in-
dustrial, biological, social and managerial) become
the main drivers of socio-economic progress.

In this regard, the achievement of economic
development through the large-scale introduction
into economic circulation of such products of intel-
lectual labor as knowledge, technology, scientific
and technical developments, as well as their com-
mercialization, is recognized as a priority model of
innovative development of the Republic of Kazakh-
stan. This model should ensure the resumption of
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the pace of development of the national economy
in the post-pandemic period, the entry of Kazakh-
stan into the number of developed world economies.
An important element of this model is not only the
development and support of domestic high-tech in-
dustries, but also the protection of intellectual prop-
erty rights, which is an integral part of the process
of developing a competitive innovative economy
of the Republic of Kazakhstan and requires special
attention to the legal protection of the technologi-
cal innovation potential of the country, ensuring its
competitiveness in world markets.

At the same time, referring to the world rank-
ings, it is necessary to note the low competitive
position of Kazakhstan in the main aspects of
competitiveness, technological development and
protection of intellectual property rights. So, for
example, according to the international index of
property rights protection, which determines the
level of protection of this form of property, the lev-
el of piracy in the country of Kazakhstan takes 85th
place (Ranking of countries by the level of property
rights protection, 2020). In the ranking of countries
by the level of innovation at 79th place (Ranking
of countries by the level of innovation, 2021); in
the ranking of countries in terms of global com-
petitiveness at 35th place (Ranking of global com-
petitiveness of the countries of the world, 2021); in
the ranking of countries by the number of patents
granted — at 145th place (Ranking of countries by
the number of patents, 2020).

These data indicate the problematic of Kazakh-
stan’s entry into the 30 most developed countries of
the world, which is defined as a strategic goal of the
country’s economic development (Concept for Ka-
zakhstan’s entry into the 30 most developed coun-
tries of the world, 2014).

In many respects, these problems are connected
with the fact that Kazakhstan could not fully ensure
the creation of a mechanism for the legal protection
of economic security in order to increase the
technological competitiveness of the economy.

Considering directly the concept of “mechanism
of legal protection of economic security”, our
analysis of the scientific literature showed the
absence of any precise definition of it, despite the
fact that researchers widely use the term “legal
mechanism”, indicating that legal mechanisms are
special constructions of positive law that formalize
a certain “set” of legal regulators (legal means),
such as: rights, obligations, prohibitions, principles,
presumptions,  fictions, terms,  procedures,

incentives, means of responsibility, etc. The legal
mechanism is a complex legal tool (Amangeldy
Aizhan Amangeldykyzy, 2015).

At the same time, the analysis of works
(Kalykov, 2017; Nurgaliuly, Kazbekova, 2021;
Alpysbaev, 2019; Kuchukova, 2020; Madiyarova,
Ryspekova, 2018, etc.) allows us to determine the
mechanism of legal protection of economic security,
taking into account the need to protect technological
innovations that ensure the competitiveness of the
Republic of Kazakhstan in the world markets as a set
of actions of the authorities subject to the norms of
national legislation aimed at increasing the level of
competitiveness of the economy of Kazakhstan by
creating conditions for the protection of intellectual
property rights in the technological sphere, as well as
stopping violations if they are committed, ensuring
the restoration of violated rights and bringing those
responsible to justice.

It should be admitted that there were created the
grounds for further development of the mechanism
of legal protection of economic security in terms of
ensuring the technological competitiveness of the
economy in the country (Fig. 1).

It is necessary to consider the structural ele-
ments of this mechanism in more detail.

This mechanism is based on the system of legal
protection of the economic security of the Repub-
lic of Kazakhstan in terms of ensuring the national
interests of the country in the field of technological
development. This system is based on the Constitu-
tion of the Republic of Kazakhstan; the Law of the
Republic of Kazakhstan The Law of RK “National
Security of the Republic of Kazakhstan”, the Entre-
preneurial Code of the Republic of Kazakhstan, the
Code of the Republic of Kazakhstan “On Customs
Regulation in the Republic of Kazakhstan”, the
Criminal Code of the Republic of Kazakhstan, the
Code of Administrative Offenses of the Republic of
Kazakhstan, the Customs Code of the Eurasian Eco-
nomic Union, etc.; on the norms of the Civil Code;
the Law of the Republic of Kazakhstan “On Copy-
right and Related Rights”, the Law “On the Legal
Protection of Topographies of Integrated Circuits”;
Law “On Trademarks, Service Marks and Appella-
tions of Origin”; Law “On protection of breeding
achievements”; Patent Law; Law “On State Se-
crets”. Law “On Forensic Activities in the Republic
of Kazakhstan”, Law of the Republic of Kazakhstan
“On Arbitration Courts”, Law of the Republic of
Kazakhstan “On International Commercial Arbitra-
tion”.
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National security

J L

Economic security as an integral part of national security volume up content copy share
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Ly National legislation

Ly Forms of legal protection
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Authorized state authorities

Ensuring legal protection of technological solutions and
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A

Achieving a sufficient level of competitiveness
of the national economy

A

Increasing the level of economic security
of the Republic of Kazakhstan

A
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Ensuring an appropriate level of national security

Figure 1 — The mechanism of legal protection of national security in order to increase the technological
competitiveness of the economy of the Republic of Kazakhstan (made by the author)

In general, the existing regulatory framework
provides legal protection of intellectual property ob-
jects and the procedure for their use.

It should also be noted that one of the funda-
mental theoretical problems is to determine the very
content and structure of the mechanism under study
(in this case we are talking about the “mechanism of
legal protection of the economic security of the Re-
public of Kazakhstan from the point of view of the
technological competitiveness of the economy”),
is the definition of objects of legal protection. Re-
ferring to the patent law and the Civil Code of the
Republic of Kazakhstan, industrial property objects
— inventions, utility models and industrial designs
(clause 7 of article 1 of the Patent Law of the Re-
public of Kazakhstan), as well as breeding achieve-
ments should be considered as such; topology of in-
tegrated circuits; undisclosed information, including
production secrets (know-how).

It is equally important the definition of entities
that protect the national interests of Kazakhstan in
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the field of intellectual property, among which a
special place is occupied by:

- Ministry of Justice of the Republic of Kazakh-
stan (represented by the Committee for Intellectual
Property Rights of the Ministry of Justice of the Re-
public of Kazakhstan);

- the national patent authority responsible for the
implementation of state policy in the field of intel-
lectual property, initiation and proceedings in cases
of administrative violations, patent examination);

- Ministry of Internal Affairs of the Republic of
Kazakhstan — initiation and proceedings on cases of
administrative violations and criminal cases;

- Ministry of Finance of the Republic of Ka-
zakhstan — suspension of the release of goods with
violations of intellectual property rights, initiation
and proceedings in cases of administrative viola-
tions and criminal cases;

- The National Security Committee of the Re-
public of Kazakhstan, which implements a unified
policy in the field of protecting state secrets;
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- Courts considering cases of administrative of-
fenses in the field of intellectual property and, ac-
cordingly, protecting already violated rights of own-
ers of intellectual property objects.

The given study shows that a significant number
of functional components operating in various ar-
eas of public administration, which have distinctive
functions and capabilities, are integrated into the
national system of legal protection in the field of in-
tellectual property and technological development.
This fact is an objectively existing problem of the
development of the institutional and legal system,
which negatively affects the practice of law enforce-
ment and hinders the process of forming an effective
legal system.

Considering reserched legal mechanism, it is
obvious to point out that an integral element of the
legal mechanism for the protection and protection
of intellectual property rights in the field of tech-
nological development are forms of protection and
protection.

An analysis of the scientific literature
(Amangeldy Aizhan Amangeldykyzy, 2021,
Kalykov, 2017; Nurgaliuly, Kazbekova, 2021) sug-
gests that there are currently two such forms: a gen-
eral and a special form of protection of intellectual
property rights Accordingly, the general form of
protection can be attributed the judicial procedure
already mentioned by us, while the special one pro-
vides for the applicable administrative procedure
for protection, for example, by the customs authori-
ties of the Republic of Kazakhstan in relation to the
protection of intellectual property rights, as well as
authorized bodies that carry out checks aimed at de-
tecting cases of piracy, the use of a licensed product
in the absence of a license.

Thus, in general, in Kazakhstan, the main ele-
ments of the mechanism of legal protection of na-
tional security have been formed in order to increase
the technological competitiveness of the economy.

At the same time, evaluating this mechanism,
we can identify those problematic aspects that re-
duce the effectiveness of its functioning. The fol-
lowing problems need to be highlighted:

- the imperfection of certain provisions of the
legislation that do not allow copyright holders to
fully protect their rights, in particular, we are talk-
ing, for example, about a conflict between Art. 15 of
the Patent Law, which determines that “.....a new
product is considered to be obtained by a protected
method in the absence of evidence to the contrary”,
and art. 72 of the Civil Procedure Code of the Re-
public of Kazakhstan, according to which the party
must prove the circumstances to which it refers as

the basis for its claims. That is, Art. 15 of the Pat-
ent Law, in fact, gives the patent holder the oppor-
tunity to demand that the person who violated his
right prove that the invention, the created technol-
ogy does not bear any signs of novelty. At the same
time, the norms of civil procedural law reject such
a possibility.

As a result of such a conflict, the patent owner
often loses the incentive to protect his rights. And in
the end, patent activity is decreasing, which directly
affects the level of the country’s economic security.

It should also be noted that the national legisla-
tion in the field of technological intellectual prop-
erty does not determine what actions are recognized
as infringement in relation to a particular object of
such rights, at the same time indicating that indus-
trial property offenses are, without the permission of
the copyright holder, the following actions: using a
patented invention (utility model), the use of such
a product, offer for sale, sale, import, introduction
into civil circulation in another way, storage of the
product for such a purpose; application of a patented
technological process or its proposal for application
(Amangeldy Aizhan Amangeldykyzy, 2021).

We believe that such specification of illegal acts
may well be included in the regulatory framework
of Kazakhstan, which will make it possible to more
effectively protect the rights of patent holders to en-
sure the economic security of the Republic of Ka-
zakhstan in order to increase the technological com-
petitiveness of the economy.

A significant problem related to the protection
of technological innovations is the fact that in Ka-
zakhstan, there are still (on the part of Kazakhstani
business) ignoring the requirements of laws on com-
pliance with intellectual property rights, as a result
of which the investment attractiveness of the coun-
try is reduced, since Western and already Chinese
businesses are ready to cooperate with countries
that have “transparent” conditions for the use of in-
tellectual property. It is difficult for foreign rights
holders to defend their rights in the judicial bodies
of Kazakhstan due to the fact that Kazakh courts,
as well as other legal protection bodies, as a rule,
take the side of local businessmen, which gives in-
vestors and right holders the impression that these
bodies are corrupt, that the transfer of Kazakhstan
technologies, since the terms of such contracts are
often not followed.

At the same time, according to the latest data
(end of 2019), despite the overall decrease in the
number of infringements in the field of intellectual
property, their number is still very significant. It
is noteworthy that the category of violations un-
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der consideration acquires, in the main, the nature
of administrative offenses (Fig. 2). At the same
time, the total number of detected offenses does
not correspond to foreign ideas about the state of
legal protection of technologies, which appeal to

343

2016

2017

2019

the data of the rating of countries by the level of
use of pirated software, according to which 74.0%
of software in Kazakhstan is of “pirated origin”
(Ranking of countries by the level of use of pirated
software, 2019).

Pl
IEI

Administrative offenses, l Criminal offenses

Figure 2 — The number of violations detected in the Republic of Kazakhstan by types
of violations from 2016 to 2019 (Report on the state of law enforcement practice
in the field of protection of intellectual property rights, 2020)

Thus, assessing the mechanism of legal protec-
tion of the economic security of the Republic of
Kazakhstan in order to increase the technological
competitiveness of the economy, we can say that
the development of this mechanism requires fur-
ther improvement in terms of legislative support for
this activity, as well as in the direction of increas-
ing the level of state control associated with the use
of technology and technological innovations (both
domestic and foreign origin) on the territory of Ka-
zakhstan. Exactly these two spheares (legislative
support and control) that should become a priority in
providing legal protection for the economic security
of the Republic of Kazakhstan in order to increase
the technological competitiveness of the country’s
economy.

The effectiveness of protecting the rights of
technology and technological innovation right hold-
ers depends on the perfection of the regulatory
framework, and therefore we recommend revising
it in order to identify legal conflicts that impede the
process of protecting these rights. In the process of
implementing the revision of the legislation, repeti-
tions, gaps are revealed, the quality of the conceptual
apparatus, legalized in the norms of the legislation,
is determined. Also, it should be noted that the pro-
tection of the rights of technology developers seeks
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to meet modern requirements, be transparent and
democratic. So, for example, laws aimed at protect-
ing industrial property should, first of all, ensure the
economic and moral rights of authors to the results
of scientific and technical activities, stimulate their
creative activity in accordance with state interests,
commercialize technologies and on the basis of real
exchange. The development of the management of
the state system of legal protection of technological
developments in the Republic of Kazakhstan should
provide for the creation of conditions for improving
the investment climate and supporting entrepreneur-
ship; raising the level of consciousness and culture
of Kazakhstani business in the field of intellectual
property for technological purposes.

The most important aspect of the state policy
for the acquisition, use and protection of intellectual
property rights in the field of technological
development is the implementation by the state of
control functions in this area. Currently, the functions
of control in this area of activity are carried out by
the justice authorities (Article 21 of the Law “On
the Bodies of Justice™), which control the activities
of organizations managing property rights on a
collective basis, patent attorneys and interact with
them; as well as control over the activities of a state
organization that carries out examination in the field
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of patent business and registration of copyright in
official registers.

In addition, other bodies that have already been
listed above in this article have a number of control
powers, which objectively reduces the effectiveness
of control activities due to the presence of initial
powers, departmental competition, etc.

In this regard, we believe that in order to
effectively improve the existing system for
managing the system of legal protection of
technologies and technological innovations in the
Republic of Kazakhstan, it is necessary to create an
organizational structure for managing intellectual
property that meets the principles of the innovative
economy of the Republic of Kazakhstan.

We propose the creation of a specialized
department responsible for managing intellectual
property, technological development and protecting
the rights of creators of technological and other
innovations. The implementation of this proposal
involves the formation of a contingent of specialists
from public authorities capable of skillfully solving
the problems of managing the intellectual property
of the Republic of Kazakhstan, its legal protection
and control over its use. Such a body (an agency
for the development and protection of intellectual
property rights of the Republic of Kazakhstan)
can be created in the form of a state institution
and perform the following functions: organizing
accounting and maintaining a unified register of
the results of scientific and technical activities,
the rights to which are assigned to the Republic
of Kazakhstan; forecasting, planning, control over
projects for the commercialization of the results of
scientific and technical documentation of national
importance.

This approach allows to transfer a significant
amount of work in the field of legal protection of
technologies and technological innovations to the
level of a single state body, which will increase
the responsibility of the state and those authorized
for the results of this activity, create conditions for
making prompt decisions based on the results of
control over the use of technologies at the level of
public authorities and business.

Conclusion

The purpose of this study was defined as
identifying the problems of legal protection of the
economic security of the Republic of Kazakhstan
in the context of increasing the technological
competitiveness of the economy and developing
recommendations for their solution.

To achieve this goal, the author used a set of
methods for structuring the elements of complex
social objects; systematization and analysis of the
legal framework; methods of analysis and synthesis;
design and deduction method; legal statistics and
methods for researching ratings.

As a result of using these methods, practical
results, which were obtained, aimed at improving
the mechanism of legal protection of the economic
security of the Republic of Kazakhstan in the context
of increasing the technological competitiveness of
the economy.

The given study allows us to state that at present
the mechanism under study needs to be improved,
since the current legislative and institutional structure
of this mechanism makes it difficult to implement
the tasks of increasing the competitiveness of the
Kazakhstani economy.

In this regard, at present in the Republic of
Kazakhstan, there is a need to revise the legislative
framework in order to eliminate the contradictions
in it, as well as to create a state control body, which
will be delegated the authority to solve the problems
of legal protection of technologies and technological
innovations.

We associate the prospects for further research
with the necessity to specify the conditions that
contribute to the further technological development
of the Republic of Kazakhstan.

In general, the article confirmed the hypothesis
that the mechanism of legal protection of the
economic security of the Republic of Kazakhstan
in the context of increasing the technological
competitiveness of the economy is at the stage of
active development, in connection with which there
are problems in the development of the institutional
and legal system that need to be resolved.
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