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THE FACTOR OF THE RISK AND RISK MANAGEMENT
IN INFORMATION SECURITY

Risk is the consequence of events and dangers. To rephrase it, an event that will cause damage
and deprivation and this happening can be described via the term of information. The word risk means
foreseeable dangers or being under the threat of possible damage. It defines the occurrence of an event
that could lead to damage or loss. This term is used for events that are synonymous with danger and are
expected to occur, but it is not clear whether they will occur or not. Thus, risk management means man-
aging this uncertain environment. Risk Information Security Management system requires a risk-based
approach. Information security policy emerges and is formed based on the results of risk analysis. There-
fore, risk management is essential. As well as the systematic use of information contributes to identifying
sources and forecasting risks. Information systems analyze the value of assets, threats and shortcomings
in risk analysis. Here, the risks are assessed depending on the severity of the potential impact on the
confidentiality, integrity and reliability of information systems. Everything that has value for an organiza-
tion is called information availability. The standards define the availability of information as information
that is valuable to the organization and should always be protected.

Key words: risk management, risk processing, risk assessment, risk monitoring, risk reassessment,
risk review, Information security risk.
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AKnaparTblK, Kayinci3Aik caracbiHAQ
ToyekeA PaKTOpbl XKoHe TayeKeAaaepAi 6ackapy

Toyeken — BYA OKMFaAap MeH KayinTepaiH casAapbl. MyHbl KOPbITbIHAbIAQM KEAE, 3aAaA MEH
abIPbIAYAbl TYAbIPATbIH OKMFa )X8He OYA OKMFaHbl aknapar TePMUHIMEH curaTTayra 60AaAbl. «Tayekea»
€o3i 60AKAMADI KAYIMNTi HEMeCe bIKTUMAA 3MsIH KEATIpY KayniH 6iaaipeai. OA 3akbiMFa Hemece 3aKbIMFa
OKEeAYi MYMKiH OKMFaHblH 6acTaAyblH aHbIKTaNAbl. ByA TepMuUH KayinTiH, CMHOHUMI GOAbIN TabblAATbIH
>koHe B6OAYbl MYMKiH, Gipak, oAapAblH MarnAa 6oAybl Hemece B6oAMaybl GEArici3 OKuFaAapFa KaTbICTbl
KOAAaHbIAaAbl. Ocblraiiiia, TayekeaAepAi 6ackapy ocbl 6eAriciz opTaHbl 6ackapyAbl OGiAaipeai.
ToyekeAaepAiH aknapaTTbiK, KayincisairiH 6ackapy >Xyneci Toeyekeapepai 6arasayra HerizpeArex
TOCIAAI TaAan eTeAi. AKMapaTtTbiK KAYiMcCi3Aik casicaTbl TOYEKEAAEPAI Taapay HaTMXKeAepi BoMbIHLLA
KaAbinTacTbipbirasbl. COHAbIKTaH Tayekeaaepai 6ackapy eTe MaHbizAbl. COHAAM-aK, aknapaTtTbl XKYMeAi
naaanaHy Ke3AepAi aHbiKTayFa >KoHe TayeKeAAepAi Boaxayra biKMaA eTeai. AKNapaTTbiK, XXyneaep
AKTUBTEPAIH, KYHbIH, ToyEeKeAAEpAl TaAAayAarbl KAyinTep MeH KeMLIAIKTepAi TaAAanabl. MyHaa
TOYeKeAAEp aKMapaTTbiK, XXYNEAEPAIH KYMUSAbIAbIFbIHA, TYTaCTbIFblHA >KOHE CEHIMAIAIFIHE bIKTUMAA
B8CEePAIH ayblpAblFbiHa 6alAaHbICTbl OaFaAaHaAbl. YWMbIM YLiH KYHAbl GapAbIK, HOpPCE akmapaTTbiH
KOA >KeTIMAIAIri aen ataraabl. CTaHAQPTTAP aKMapPaTTbIH, KOA XXETIMAIAITIH YAbIM YLIiH KYHAbBI XXaHe
apKallaH KOPFaAybl Kepek akmnapaTt peTiHAE aHbIKTalAbl.

TyiiH ce3aep: ToyekeaAepAi BacKkapy, TOYEKEAAEPAI BHALY, TOYEKEAAEPAI Dararay, TOYEKEAAEPAI
bakblray, TOyEKEAAEPAl KarTa Barasay, ToyeKeAAEPAl TaAAdY, aknapaTTbiK, Kayirnci3Aik ToyekeAi.
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(dakTop p1cKa M ynpaBaeHMe pUCKaMM
B MH(POPMALLMOHHOM 6e30MacHOCTH

Puck — 310 cAeacTBMe COObITUIA M onacHoCTen. Takum ob6pasoM, cobbiTUe, KOTOPOe MPUBOAUT
K yuwepby MAM yObITKaM, MOXHO OMnMcaTb C nomouplo MHgopmaumm. CAOBO «pUCK» O3Hauvaet
BEPOSITHYIO OMAaCHOCTb MAM TMOTEHLMAABHBINA PUCK MpUUMHeHus Bpeada. OH ONpeAeAsieT HacTyrnAeHue
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The factor of the risk and risk management in information security

CoObITHSI, KOTOPOE MOKET MPUBECTU K TPaBME MAM yuiepby. ITOT TEPMUH SBASIETCS U MOXET ObiTb
CUMHOHMMOM OMaCHOCTU, HO NMPUMEHSIETCS K COObITUSIM HEM3BECTHOMO MPOUCXOXAEHUS UAU OTCYTCTBUS.
TakrMm 00pasom, yrnpaBAEHME PMCKaMM O3Ha4aeT yrpaBAeHMe 3TOM Hem3BecTHon cpeaon. Cuctema
MeHEeAXMeHTa MH(OPMALMOHHOM 6e30MacHOCTM PUCKOB TpebyeT MOAX0AQ, OCHOBAHHOIO HA OLLEHKE
prckoB. [MoAMTHKa MHPOPMALIMOHHOM 6e30MacHOCTN (DOPMUPYETCS MO Pe3yAbTaTam aHaAM3a PUCKOB.
[No3TOMy ynpaBAeHWe prcKammn OYeHb BaXkHO. C1CTeMaTMUeCKoe MCMOAb30BaHWe MH(DOPMaLIMK TakKe
MOMOraeT BbISIBASITb MCTOYHMKM M MPOrHO3MPOBaTh PUCKM. MHPOPMALMOHHbIE CUCTEMDbI QHAAU3UPYIOT
CTOMMOCTb aKTMBOB, PWCKM WM HEAOCTAaTKM MPU aHaAM3€ PUCKOB. 3AeCb PUCKM OLIEHMBAKOTCS B
3aBMCUMOCTM OT CEPbE3HOCTM NOTEHLMAABHOIO BO3AENCTBMNS HA KOH(PMAEHLIMAABHOCTb, LLEAOCTHOCTb
M HAAEXHOCTb MH(POPMALIMOHHDBIX CMCTeM. Bce, UTO LEHHO AAS OpraHM3aLmMm, Ha3biBaeTCa AOCTYMOM K
nHpopmaumm. CTaHAAPTbI ONPEAEASIOT AOCTYMHOCTb MHAOPMaLMKM Kak MHOPMALIMIO, KOTopas LleHHa
AASl OPraHM3aLMm 1 BCErAa AOAXKHA BbiTb 3alUyiLeHa.

KAtoueBble cAoBa: yrpaBAeHue puckamu, 06paboTka prcKoB, OLEHKA PUCKOB, MOHUTOPUHI PUCKOB,
nepeoLieHKa PUCKOB, aHAaAM3 PUCKOB, PUCK MH(DOPMALIMOHHOM 6e30MacHOCTH.

Introduction The figure shows the cycle of risk components.
The means to increase risk are the value of the asset,
Risk management consists of the following the vulnerability of the asset, and the threats to the

steps: asset. Threats make use of the weakness of asset.
- Risk assessment Therefore, safeguard measures should be applied
- Development of risk action plans to reduce the associated risk. It is significant to
- Selection of related control mechanisms measure the impact of the control / protection
- Risk monitoring, reassessment, and review  applied. Thus, the danger can be prevented and the
(Humphreys E.2008 :249). risk reduced.

The source (Farn K.J., Lin S.K. and Fung A.R.W. 2004:507)

Information security management is similar  information security risk management (Lawrence
to risk management. The figure below illustrates  A.Gordon& Martin P.Loeb.2003: 8):

Assess Riks

Reduce Risk of Security Breaches to an Acceptable Level:
-Use of firewalls, encryption, and access control

Reduce Resulting Residual Financial Risk via Cyber Insurance

Maintain Risk at Acceptable Level
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A risk management framework should be
established and maintained to assess and manage
risks. The risk management framework should
cover the general and specific organizational risk
levels, the risk management strategies, and the
remaining risks. Occurrences that are not expected
to have any potential impact on the organizational
objectives should be identified, analyzed and
evaluated beforehand. Risk management techniques
are applied in order to adjust the remaining risks to
the acceptable level.

Materials and methods

While analyzing risk problems in information
security, the latest doctrinal developments scientists,
Eskiyoruk D., Farn K.J., Lin S.K., Fung A.R.W.,
Humphreys E., Hochstein A.Zarnekow, R.,Brenner
W. and others, were used. When writing the study, a
set of general and special methods of cognition were
used: system and theoretical analysis, comparative
legal, historical analytical, structural logical,
technical methods etc.

Results and discussion

Risk processing methods. Methods of risk
management should be selected in accordance
with the aim and mission of each organization.
Risk reduction methods can be listed in the form
demonstrated below:

-Risk acceptance: the risk is accepted and the
work is continuing.

- Avoidance of risk: Eliminates the cause of risk.
(for example, not downloading or using a risky part
of a program)

- Risk reduction: control reduction by reducing
risk factors

- Transfer of risk: in case of realization of the
risk, the situation should be transferred to others in
search of solutions (for example, insurance) so to
cover the damage.

Control Application

Upon finalization of the risk analysis, the existing
risks in the system and the controls mechanisms are
being identified. However, not every risk may be
considered as risk which demands a precautionary
measure. Bearing this in mind, from the perspective
of organizational expenditure, it is essential to define
risks which demand preventive measures to be
taken and which of the existing control mechanisms
should be applied (Hochstein 2005: 706).

- If a control mechanism that is applied to reduce
risks emerged due to the undertaken activity, brings
expenditure instead of benefits, then it is considered
as a risk;

- In other cases, to overcome risks control
mechanisms should be applied.

Control mechanism should be established in a
way that it guarantees to overcome or reduce any
risk in a range from the biggest to the smallest risks
that might cause the damage to the performance
of any entity considering the minimization of the
financial costs required . The following steps should
be undertaken during this period:

1. Risk ranking: Risks should be ranked
according to the risk levels defined with the risk
analysis. Priority should always be given to high risk
levels, and measures to address these risk factors
and hazards should be taken in advance.

2. Corresponding control assessment mecha-
nism: Upon ordering the risks, preliminary defined
controlled mechanisms should be assessed. Identified
control mechanism may not be the most efficient or
cost-effective control. A feasibility study will minimize
the risk and the most appropriate control should be
identified. At this stage, it will be appropriate to conduct
a financial-revenue analysis for control mechanisms.

3. Selection of control mechanisms: According to
the results of feasibility study and financial-revenue
analysis, the most appropriate control mechanisms
that will minimize the risk should be selected
by management among the control mechanisms
identified in the risk analysis. Selected control tools
are a combination of technical, managerial, and
organizational control mechanisms.

4. Identification of persons in charge of the
activity: Persons eligible to apply these control
mechanisms must be identified and authorized.

5. Development of a control plan: how the
selected control mechanism will be applied,
which steps are outlined and how long the control
mechanism will be applied. This plan should cover
at least the following criteria:

- Risks and risk levels

- Control mechanisms determined as a result of
risk analysis

- Advantages

- Selected control mechanisms

- Required resources

- Persons authorized and responsible through the
application of control

- Dates set for the application of control (start
and end dates)

6. Application of chosen control mechanism:
Application of chosen control mechanism should be
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according to the developed plan. In case of prolonged
application of control mechanisms, meetings can
be held at appropriate intervals to assess progress,
and the results can be included into reports to senior
management. (Hochstein 2005: 706).

7. Additional risk: Applied control mechanisms
might not eliminate the existing risk completely.

The risk remaining after eliminating the risk is
called additional risk (Humphreys 2008: 250). If
the current risk level exceeds the acceptable risk
level, the risk analysis and risk mitigation should
be undertaken again. In case the existing level of
risk is below acceptable risk level, the additional
risk should be documented, and the fact should be
confirmed by the manager.

8. Risk monitoring, reassessment and review:
Risk management covers a specific period, and the
risk analysis and risk processing periods mentioned
in this paper should be applied periodically. As a
result, it will be determined to what extent the
applied control has achieved its goal. Therefore,
information technology and environmental factors
are changing rapidly. Moreover, as time passes
the organization’s work objectives, form of
implementation and priority issues may change. All
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these modifications will lead to changes in assets, in
the values of assets, and in threats. The continued
application of risk management will ensure that all
these changes are taken into account and considered
by the manager (Eskiyoriik D.2015: 26).

In any enterprise, firstly, risks in the field of
operational information are should be identified.
Information security departments define the
extent to which the current threat poses a risk to
the network overall. Afterwards, risk priorities
should then be identified, and appropriate action
taken against potential risks according to the risk
prioritization. This is the only way to minimize
risks. The minimized risk according to risk levels
can be re-evaluated under changing conditions and
controlled with additional measures.

The first step in information security risk
management is to determine the scope of risk,
followed by the main stages of risk management,
risk acceptance, as is emphasized in the relevant
articles of the corresponding standard.

The main steps of information security risk
management are (ISO/IEC 27005:2018 Information
technology — Security techniques — Information
security risk management):
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1. Defining the scope of risk — is the first step in
the risk management. The scope of risk management
is determined by the needs and expectations of
the entity. The following should be taken into
consideration while defining the scope of risk:

- Strategy and policy expectations of the entity

- Working hours

- Sustainability of work

- Legal regulation directives

- Contract terms

- Corporate work experience and personal
qualities

- Geographical locations

The published standards on this subject (ISO /
IEC 27001, ISO / IEC 27005) do not interfere with
the defined risk scope of the entity. Institutions may
determine this scope according to their needs, but
this definition requires that the risk scope document
together with the stated reasons of the scope limits
to be approved by senior management or a risk
management committee appointed by the upper
management.

2. Risk assessment: The article 4.2.1 of ISO /
IEC 27001 standard requires an institutional risk
assessment approach. The choice or definition of an
assessment approach should take into account the
needs of information security policy and regulatory
requirements, as well as the needs of regulatory
agencies, and should identify a systematic
risk assessment methodology. The chosen risk
assessment methodology should ensure that the
risk assessments bring comparable and recoverable
results (ISO/IEC 27001, 2013).

Risk assessment phases (ISO/IEC 27001, 2018):
Risk analysis
Risk determination
Risk forecasting
Risk classification

3. Information security risk analysis time frame
is the value of information used in the calculation
of information security risks, the identification of
gaps and threats to information and all preventive
measures.

This phase might seem as the most tedious
stage. At this phase it is significant to apply a well-
chosen or decided risk methodology, to identify the
risks connected with the information carriers , and
to rank them according to the estimated risks and
risk effects.

Defining risks
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The risk identification process is a step-by-
step procedure: identifying existing data carriers,
identifying the owners of these information carriers,
ddefining threats on media, identifying gaps to be
exploited by these threats and means of influencing
the damage caused by the threat.

In the process of risk analysis, the probability
of occurrence of the risk is determined. Nowadays,
especially in commercial organizations, risk analysis
methods based on verbal expressions such as very
high, medium, low, and even low, or based on figures
such as risk probability 0,1,2,3,4, are widely used.
Opting for a mixed model that can use one or both
methods may be different for each entity. However,
in more limited scientific studies focusing on the
likelihood of information security risk analysis
suggestion to apply new models using artificial
intelligence and other methods was provided, but in
practice, which remained largely in academic form,
they were insufficient to meet expectations.

4. Risk reduction: risks are identified by
reviewing the risks according to the risks ordering
identified as a result of the risk assessment. Upon
considering the impact and probability of occurrence
of a risk beyond the risk assessment period, one of
the following decisions can be made according to
the risk acceptance criteria:

e Risk reduction is the alleviation risk to an
acceptable level by applying additional control
mechanisms (risk reduction)

e Risk acceptance: It is the acceptance of
risks knowingly and objectively, provided that
the institution openly meets its policies and risk
acceptance criteria (risk retention) (ISO/IEC 27001,
2013)

e Risk prevention: Risk avoidance is the
elimination of risk in whole or in part by eliminating
the causes that create the risk.

e Risk transfer: As a result of risk assessment, a
decision may be made to insure or transfer part or all
of the risk to a third party (risk transfer)
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If the risk cannot be completely eliminated as a
result of preventive measures to avert the risk, the
remaining risk (residual risk) is considered as an
additional risk. This residual risk also needs to be
controlled.

5. Risk acceptance: ISO / IEC 27001 makes a
note on the obligation to determine risk acceptance
levels and tolerable risk levels. Institutions
must always take into account their needs and
expectations, goals, policies and procedures, and
criteria such as compliance with domestic and
foreign legal obligations when developing their own
risk acceptance criteria. In general, it is adequate to
live with risk when the damage to the information
carrier is less than the cost of the risk mitigation
measures.

Based on the value of risk measurement
obtained as a result of risk analysis and assessment,
institutions can decide what level of risk they will
avoid. Moreover, the information must have the
authority and obligation to accept and transfer a risk.

1. Risk coordination (distribution of risk
information between the manager and a person
in charge): is the distribution of risk information
between the relevant responsible person and
the management. Due to the risk coordination
environment, the contribution and opinions of all
stakeholders are taken into account, especially in
the assessment of risks that will have a significant
impact on the institutional base. In this way, all
stakeholders can be informed about each phase of
the risk management and thus they may contribute.

2. Risk monitoring and review: This is one
of the significant phase of the information security
risk management. Risk data obtained through risk
coordination are reviewed at regular intervals
according to the level of risk impact. While these
periods vary according to the institution’s risk
policies and risk strategies, it is recommended in
many standard or best programs that all risks to be
reviewed at least once or twice a year. ISO / IEC
27001 requires a risk assessment by considering
the residual risks over the planned period and the
identified acceptable risk levels in a way that also
takes into account adjustments that may occur in
the tools listed below. The alterations cover the
following:

- Structure

- Technological,
deadlines

- Identified hazards

- Impact of applied control mechanisms

- Modified contractual obligations and alterations
in the legal and regulatory environment

labour factor, goals and
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- External events such as modifications of the
social environment

As stated in the standard, changes in the
structure, form of conducting work, goals and
priorities, innovations in technology, modification
in applying and timing, changes in legal regulation
and external interventions brought by legislators
may require adjustments in risk assessment or
cost of information carriers, including hazards and
gaps. In such a situation, the duration of the risk
management should be considered and, if required,
the necessary updates should be made to ensure
more efficient operation of the risk management.

The standard approach to “plan”, “implement”,
“monitoring”, “take actions”, which is implied by
international standards or management systems, also
applies here. This phase forms the last two stages of
the process. An organization is obliged to perform
the following points in the field of information risk
management:

- Formation of Information Risk Management
Group or Committee

- Determining the value of ICT assets

- Identification of threats to the confidentiality,
integrity, and application of each of these assets

- Analysing risks to each or all assets according
to an acceptable risk management model

- Analysing the ways of risk management
regarding each actual risk to information (accept
risk, such as transfer or reduce risk);

- Continuation of the risk management activities
by periodically repeating the specified period
(California Counties “Best practices” Information
Security Program 2010: 31-34)

However, here is one essential point to consider
in this process is the choice of risk model. It would
be more relevant to write down a mathematical
equation of risk before embarking on risk models.

Risk = (the ratio of threat to information) x
x (value of information)

of the risk and will help the risk analysis team
establish a sequence. One of the best ways to choose
amodel is to formulate risk models that characterize
the risk that may arise for each piece of information
and measure them by digitizing them. Some of these
models involve detailed mathematical and statistical
analysis required to draw accurate conclusions.
When choosing a model, special attention should be
paid to the selection of the model that best suits the
needs of the enterprise or department. One of the
most commonly used risk models is expressed with
this equation.



AN. Ibrahimova

hazard vulnerability

Risk=

COuntre Measures preventive measures

caused domage value

drawn conculsions  applied efforts

Expressions of variables in the equation are
explained as follows:

- Threat is a method aimed to attack.

- Countermeasures are steps taken to prevent the
threat of attacks.

- Preventive measures are a step taken to prevent
the threat posed by attacks.

- Damage refers to the damage that occurs as a
result of an attack.

- The result is positive values after an attack.

- Value is the merit given to those at risk

- This effort is all the work done to preserve
value.

Management reveals how risk is managed and
what approach is required. Financial analysis is
performed for each approach. There are three main
approaches to risk management. These are “risk
acceptance”, “risk transfer” and “risk reduction”.
(California Counties “Best practices” Information
Security Program 2010: 35)

1. Acceptance of risk

Basically, there are two situations that make it
obligatory for an entity to accept an impending risk:

- Firstly, the risk cost is low and at an acceptable
level by the enterprise.

- Secondly, the cost of transferring or reducing
the risk is costly than risk itself.

In both cases, the entity can accept the risk. If the
cost of accepting the risk is greater than the risk reduction
or transfer, the entity should not accept the risk. In this
case, the other two options should be considered.

2. Risk transfer

Transfer of risk means that the risk in any area is
shared by a third party or firm. This type of activity
is mainly carried out by insurance companies. The
identified risk is borne by the insurance company in
exchange for an appropriate amount depending on
the terms of the agreement and the circumstances in
which the risk arises.

In such a situation, there may not be a third party
to whom the risk will be transferred or the third
parties who acknowledge the risk may not want to
accept this identified risk. In this case, there will be
options to accept the risk or mitigate the risk.

3. Risk mitigation

If the risk transfer does not take place at a high
level, efforts should be undertaken to reduce the

risk completely or partially. The mitigation period
mainly covers the conditions for identifying and
investigating threats and implementing effective
measures in case of hazards

Reducing risk is sometimes the rapidest and
cheapest way. Free security measures provided
by information systems, automatic updating
mechanisms, free elimination of detected errors
should be evaluated from this perspective. The cost
of risk reduction varies depending on what the risk
is. A building with sensitive information systems
should be strengthened and protected from natural
disasters in case it can be easily exposed to natural
disasters. The costs incurred for this purpose will
increase the cost of risk reduction.

In this regard, the use of countermeasures is an
effective tool in reducing risk. Taking preventive
measures significantly reduces the amount of risk
measured.

Planning

Planning is satisfaction of the enterprise needs
by an enterprise or organization itself. It will also
cover the risk measured as a result of the risk
assessment and the preventive measures to be taken
financially. The “basic security approach” means
that the need can only be met by identifying security
risk levels and taking minimal protection measures
without a thorough risk analysis. This approach is
also supported by the ISO / IEC 13335 technical
report . However, there is no consensus on what
the minimum safeguards will be. In this regard, it
is more relevant for enterprises and organizations
to conduct a detailed risk analysis in parallel with
planning security measures for the results that will
emerge after the analysis

The planning phase also includes the process of
documenting the actions that occur. Drafting plans
and other required papers for documentation also
increases the application rate.

Application

Security measures are implemented in parallel
with the prepared security plan / plans. All
employees of the enterprise are responsible for
the implementation of the plan, and the security
agencies and higher executive bodies are responsible
for its implementation. Topics to be covered in the
application:

- Security management

- Application of smart work

- Data processing
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- Communication networks

- System development (can be classified)

The classified topics cover different risks and
areas of application. Trends formed by the structure
of the enterprise may alter the security approaches
to be applied in this regard.

International  standards for  information
security measures and programs are based on the
BS7799 (Code of Practice for Information Security
Management) standard in the United Kingdom. In
Turkey, it came into force under the title “TS ISO /
IEC 17799 Information Technology — Application
Principle for Information Security Management”.

There are different concepts connected with the
risk: additional risk, risk acceptance, risk analysis,
risk assessment, risk rating, risk management, risk
processing, etc.

Let’s take a brieflook at these concepts (ISO/IEC
GUIDE 73:2009. Risk management—Vocabulary):

-Additional risk- risk is a risk which is left after
completion of work

- Risk acceptance is the decision to undertake
any risk.

- Risk analysis- is the systematic use of
information to identify sources and predict risk.

- Risk assessment is the whole process that
involves risk analysis and risk rating.

-Risk rating- is the process of comparing the
probable risk with the given risk criteria in order to
determine the significance of the risk.

- Risk management is an activity carried out
by any organization to control and manage risk.
Once the risk management framework has been
established, the existing risks should be identified
and plans for the identified risks should be developed.
The implementation and results of the plans should
be monitored and evaluated.

- Risk management is the process of selecting
and applying preventive measures to alter risk.
Moreover, the processes formed to minimize the
existing risks are expressed as a complete process.

Risk basically consists of two components:

* Probability: The probability of occurrence of
an unwanted event

* Impact: Damage, repercussions caused by the
event of an accident.

Overall, a risk calculation formula can be
expressed in a risk level can be expressed as = f

(probability, impact). When deciding on the level
of risk, decisions are made based on the probability
and impact of the risk. As an example, consider the
following figure:

Impact
- High impact

- Very high
impact

Risk level= (impact,
probability)= very high

Probability
-Low

- High

Information security risk

Deficiencies of information or information
carriers are the result of the misuse conducted by an
institution in the face of a threat (ISO/IEC 27005.
Information Technology—Security Techniques—
Information Security Risk Management.ISO. (2008))
The key features that are important for the protection
of information, such as confidentiality, integrity and
accessibility, are the known vulnerabilities on the
media, or the misuse of this vulnerability, which is
likely to harm the organization.

Risk management

The period of identification, control, and
minimization or elimination of security risks that
may affect information systems at an appropriate
cost.

Clearing the identified risks from the damage
they have caused to the entity, or managing the
risk in a way that will have the least adverse effect.
As a result of the risk assessment, the risks can be
completely eliminated, and the risk left after the
impact of the risk has been reduced to a certain level
is an additiona risk (ISO/IEC 27005.Information
Technology—Security Techniques—Information
Security Risk Management. ISO. (2008)). Risk
management must be done to minimize the impact of
risk. We can show the duration of risk management
in the following stages:

Finalization
of risk

coverage area application
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Risk assessment

Covers the entire period, including risk analysis
and risk rating. Assessment of threats to information
and information processing tools, the impact of
hazards on information, the use of information and
the likelihood of the occurrence of threats (ISO/IEC
17799:2005). Risk evaluation:

Conclusion

It is the systematic use of information to identify
sources and predict risk. Information systems
analyze the value of assets, threats and shortcomings
in risk analysis. Here, the risks are assessed in
relation to the severity of the potential impact
on the confidentiality, integrity and reliability of
information systems and it includes:

» Availability of information: Anything that
has value to an organization is called information
availability. Standards define the availability of
information as information that is valuable to
an entity and should always be protected. If this
institution is considered as a bank, the information
may include the followoings: customer information
(general customer services, deposits, credit, credit
card, intelligence agencies, contract, etc.) entity
related information (programs, licenses, analysis
and technical documentation, data, servers,
communication networks, internet, etc.).

» Risk probability: the probability that a threat
will exploit a gap in information, or the probability
that a threat will turn into an accident. The value
obtained from an accurate gap level measurement
with the probability of occurrence of a threat to the
availability of information is called the probability
of risk. The probability of a risk can be expressed by
the formula = f (exact gap, probability of danger).
The result is mainly determined by looking at the
function parameters. The result received is used to
measure an effect of risk. For example, if the threat
reflected on an information is highly probable and is
protected as information, the level of realization of
this risk may be considered low.

» Level of impact on the work: It is to
determine the severity of the damage caused
by the threat to the information as a result of
misusing an existent gap in order to cause damage
to information security. Decision-makers can
determine the criteria and draw the final decision
of whether an organization will be affected upon
inflicted damage

» Risk value is the value obtained using the
level of risk and the level of its impact on the
work. The value of the risk is measured using
the level of exposure to the gaps and hazards
reflected in each piece of information obtained
from the risk analysis. The formula for this is the
following:

Risk value = F (f (Information gaps, probability
of danger), level of impact on work)

» Risk assessment: is the value of a criteria of
comparing the probable risk with the given risk in
order to determine the significance of the risk. Risk
scores obtained as a result of risk measurement
are equated to a certain priority. As a result of risk
ranking, it is easier to determine which risk should
be considered earlier, which later, or at the same
time, and to develop risk management plans, which
contributes to the implementation of effective risk
management.

Risk management: refers to the process of
selecting and applying the necessary measures to
change the risk (ISO/IEC 31000. Risk Management-
Principles and Guidelines, 2009). A risk at the end
of the risk can be classified:

- Lifting up: It can be completely eliminated by
taking preventive measures;

- Admission: either all or part of the activity is
accepted;

- Transfer: In some cases, it may be decided to
reduce or eliminate additional measures, just as a
risk transfer decision may be made

For instance, if a risk analysis and assessment
reveal that the threat is no longer present, there will
be no need for additional controls.

» Excessive risk: the additional risk left after
finalizing the operation is called an excessive risk
(ISO/IEC 31000. Risk Management- Principles
and Guidelines, 2009). It is expressed as the risks
remaining after the application of security measures.
The risk which is still in place after the finalization
of risk management when the risk has not been
completely eliminated or the undesirable risk due
to expenditures cannot be brought to an acceptable
level is called an excessive risk. It is given by the
formula in the following order:

Excessive risk = Total risk — eliminated risk
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» Risk termination: It is a termination decision
made as a result of working with risk. The decision
to terminate the risk can be made in the form of
transfer, acceptance or elimination of the risk:

* Risk transfer: is the insurance of information
against a risk so to avoid the risk of loss of
information

* Risk acceptance: is the decision to undertake
a risk. It is defined as an informed decision that
assumes the probable outcome of a particular
risk.

* Risk elimination: the elimination of the risk
reflected in the information as a result of undertaking
additional control mechanisms and measures.
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