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THE USE OF INNOVATIVE TECHNOLOGIES IN THE PREVENTION,
DETECTION AND INVESTIGATION OF CRIMES

The use of electronic means of monitoring the conduct of persons released from prison on parole
and suspects for whom preventive measures are applied without detention, including those under house
arrest. Electronic search and identification systems. The modernization of the law enforcement system
should be carried out by means of simplifying the process of justice, freeing it from unnecessary bu-
reaucratic procedures with the active introduction of new information technologies. The purpose of this
article is to investigate the latest computer programs and their application in the activities of the internal
affairs agencies. The article also speaks about application of special knowledge and skills of specialists,
i.e. about other level of application of scientific and technical knowledge and means in criminal pro-
ceedings. Computerization has accelerated the transfer and exchange of forensic information received
during the investigation between the subjects of criminal activity. In the investigation of crimes, the
investigator often resorted to the assistance of specialists and experts. Specialists exist in various fields of
science, technology, art and professional skill. With the knowledge and skills of knowledgeable persons,
various crimes are solved.

Key words: innovative technology, electronic media system, smart technology, type of weapon,
information technology, development, influence.
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KbIAMBICTbIH, aAAbIH AAYAQ, alllyAQ XKoHe Tepreyae
MHHOBALMSIABIK, TEXHOAOTUSIAAPADBI MalAAAQHY

bac 6ocTaHAbIFbIHAH alibipy OPbIHAAPbIHAH LLAPTThI TYPAE MEP3iMiHEH OypbiH 60CaTbIAFaH, COHAQI-
ak, Kamayra aAbliHGal GyATapTnay Lapaapbl KOAAAHbIAFAH KYAIKTIAEPAIH, OHbIH ilWIHAE Y1 KamakTa
JKYPreH aAaMAapAbIH MiHE3-KYAKbIH KaAaFaAayAblH 3AEKTPOHABIK KypaAsapblH KOAAAHY. TyAFaHbl
i3AeY KOHEe COMKECTEHAIPYAIH 3AEKTPOHADBIK, KYpPaAAapbiHbiH >KyreAepi. KykbiK Kopfay >KyneciH
>KAHFbIPTY KaHa aknapaTTblK, TEXHOAOTMSIAAPAbI OEACEHAT €HTi3y Ke3iIHAE OHbl apTbIK, GIOPOKPATUSIABIK,
POCIMAEPAEH aPbIATbIM, COT TOPEAIriH iCKe acblpy MPOLECIH OHAMAATy KypaAAapbl 0OMbIHLLA >Ky3ere
acbipbiAyFa THic. OCbl MakaAaHblH MakCaTbl — >KaHa KOMIMbIOTEPAIK GaraapAamanap MeH OAapAbl
iLKi icTep opraHAapblHbIH KbIBMETIHAE KOAAAHY. MakaAapa COHbIMEH Gipre MamMaHAapAblH apHaibl
GiAIMI MEH AAFABIAAPbIH, SFHM KbIAMBICTBIK, MPOLECTE FbIAbIMU-TEXHUKAABIK, GIAIM MEH KypaAAapAbl
KOAAQHYABIH SPTYPAI AEHreiiHe KaTbICTbl alTbiAFaH. KOMMbIOTEPAEHAIPY COT-capanTama KbI3MeTi
cybbekTiAepi apacbiHAA Teprey 6apbiCbiHAA aAblHFAH COTTbIK, aKMapaTTbiH OEpiAyiH >koHe aAMacyblH
JKEAEAAETTI. Tepreylli KbIAMbICTapAbl Teprey Ke3iHA€ MamMaHAApP MEH capariblAapAblH KOMeriHe
>KYriHeai. MamMaHAap SpTYPAI FbIAbIM, TEXHOAOIMS, OHEP >KoHE KoCibM ebGepAiK caracbiHAA >KYMbIC
ictenai. biAiMai aaamaapAbiH GiAIMI MEH AAFAbIAGPbIHBIH KOMETIMEH TYPAI KbIAMBICTAp allbIAAAbI.

TyiiH ce3aep: MHHOBALMSAbIK, TEXHOAOIMSAAP, SAEKTPOHAbBIK, MeAMa-KyneAep, 3USTKEpAIK
TEXHOAOTUSIAQP, Kapy TYpPi, aKnapaTTblK TEXHOAOTUSIAAP, AAMY, 8Cep eTy.
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FlpmmeHeHme SAEKTPOHHbIX CPEACTB CAeXeHUd 3a noBepAeHreM AUl OCBO60)KAeHHle n3 MecT

ANLLEHNA CBO6OAI:>I YCAOBHO-AOCPOYHO, a TakK>Xe NMoAO03peBaeMbIX, B OTHOLLEHNN KOTOPbIX NMPUMEHEHbDI
Mepbl npeceyvyeHnd 6e3 3aKAlUYeHNs noa CTpaxy, B TOM YUCAE HaXOAAWMXCA MOA AOMALIHUM
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apectoM. CuCTeMbl 3AeKTPOHHbIX CPEACTB MOMCKA M MAEHTUMMKALMU AMYHOCTU. MoaepHu3aums
NMPaBOOXPAHUTEAbHOM CUCTEMbl AOAXHA OCYLLECTBASITbCS MOCPEACTBOM  YMpOLLEHWS MpoLecca
OTNPABAEHUS MPABOCYAMS, M30aBMB €ro OT M3AMLLHMX OIOPOKPATUUECKMX MPOLEAYP MPW aKTUBHOM
BHEAPEHMM HOBbIX MH(OPMALIMOHHbBIX TEXHOAOTMIA. LleAb AQHHOM CTaTbUM 3aKAIOYAETCS B UCCAEAOBAHMM
HOBEWMLIMX KOMMbIOTEPHbIX MPOrpamMm M MX NMPUMEHEHNN B AESTEAbHOCTM OPraHOB BHYTPEHHMX AEA.
Tak >ke B cTaTbe rOBOPUTCS O MPUMEHEHMU CreLMaAbHbIX MO3HAHMI M HaBbIKOB CMELMAAMCTOB, TO
ecTb 06 MHOM YPOBHE MCMOAb30BaHUSI HAYUYHO-TEXHWMUECKMX MO3HAHWIA M CPEACTB B YFOAOBHOM
CyAOMNpom3BoACTBE. KOMMbIOTEPM3aLIMS YCKOPUAQ Nepeaady M 0OMeH MOAYUYEHHON B XOAE CAEACTBUS
KPUMMHAAMCTUYECKOW MHDOPMALIMER MEXAY CYyObeKTamm KPUMUHAAUCTUYECKON AeSTeAbHOCTU. [pu
pacCcAeAOBaHUM MPECTYNAEHUI CAEAOBATEAb YACTO NprberaeT K MNOMOLLM CMELMAAUCTOB U SKCNEepPTOB.
CrneumaAmncTbl CyLLECTBYIOT B PAa3AMUHbBIX 0OAACTAX HAayKM, TEXHUKM, MCKYCCTBA U MPOHECCUOHAABHOMO
MacTepcTBa. C MOMOLLbIO 3HAHUI U HABbIKOB CBEAYLLMX AWML, PACKPbIBAIOTCS Pa3AMYUHbIE MPECTYMNAEHUS.

KAtloueBble cAOBa: MIHHOBALIMOHHbIE TEXHOAOT NN, SIAEKTPOHHbIE MEANACUCTEMbI, MHTEAAEKTYaAbHbIE
TEXHOAOIMUN, TUM OPYXKKN4, MHq)OpMaU,VIOHHbIe TEXHOAOIMHN, Pa3BUTHUE, BAUAHUE.

Introduction

During the years of Kazakhstan’s independ-
ence, a law enforcement system has developed and
generally operates effectively, meeting the needs of
a democratic and legal state. At the same time, the
law enforcement activities of the state require their
further development and improvement of the forms
and methods of ensuring the rule of law and public
security of their work on the basis of best practices.
The modernization of the law enforcement system
should be carried out by means of simplifying the
process of justice, freeing it from unnecessary bu-
reaucratic procedures, with the active introduction
of new information technologies. It is necessary to
carry out work in this area using modern methods
and introducing world experience into the domes-
tic activities of law enforcement agencies based on
innovative technologies. Solving the problems of
fighting crime at the present stage requires a sig-
nificant improvement in the activities of law en-
forcement agencies. There are a number of new
specific circumstances in the case of the internal af-
fairs authorities (Belonovskaya I.D., Filippova E.O.
2011:163-168).

Firstly, the increased level of professional-
ism of criminals, their use in their criminal activi-
ties of the latest technical advances, the use of new
organizational forms. Secondly, the crime rate has
increased significantly, and hence the workload
of law enforcement officers. Third, a certain “dis-
count” and metamorphosis of testimony. Fourthly,
the need to improve the effectiveness of the use of
NTS in the recording of administrative offenses, the
use of the data as evidence and in the preventive ac-
tivities of the internal affairs bodies of the Republic
of Kazakhstan. Fifth, effective response by law en-
forcement agencies and other government agencies
(prosecutor’s office, financial police and internal

affairs, media authority, local executive authorities
of regions (cities of republican importance, capital)
on the facts of violation of the media legislation.
Sixthly, creating conditions for modern moderniza-
tion and improvement of available technical means
and information channels, constant study of foreign
best practices in this area (Vasiliev V.L. 2009:431).

Main Part

In this regard, the use of scientific and techno-
logical advances in the identification, consolida-
tion and study of objective evidence is of particular
importance. In addition, the ever-increasing pos-
sibilities of using the achievements of science and
technology in administrative and investigative prac-
tice allow a new, new level to address the specific
issues of disclosure and investigation of offenses.
Scientific and technological progress brings a lot of
new things to the theory and practice of combating
wrongdoing, changes the methods of proof and con-
tent of the professional level of law enforcement and
court, poses important problems further improving
the activities of the police department on a scientific
basis. It is obvious that the needs of law enforce-
ment practice are predetermined by a lack of sci-
entific knowledge and practical recommendations in
this area of criminal prosecution. One of the main
aspects of improving the activities of the police de-
partment is to identify ways and means to eliminate
or significantly reduce the gap between the scientific
potential of investigation and the real capabilities of
law enforcement agencies. The noted evidence of
the relevance of the targeted study of opportuni-
ties to improve the use of scientific and technical
advances in the activities of the police department
for the prevention, detection and investigation of
crimes. This paper reviews and analyses innovative
technologies used in the prevention, detection and
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investigation of crimes that can be integrated into
the activities of the internal affairs authorities of the
Republic of Kazakhstan.

In the modern era, the reasons for the use of ad-
vances in criminal justice and administrative prac-
tice are:

- features of the functioning of certain elements
of the work process of investigators and adminis-
trative bodies (physical and spiritual capabilities
of persons investigating and reviewing criminal
and administrative cases, objectively Need to be
strengthened by the use of technical means; In addi-
tion to material means of work, there are also spiri-
tual, which include knowledge);

Increasing the social importance of fighting
crime and, as a result, the need to improve the qual-
ity of administrative and criminal justice agencies,
largely through the use of achievements Science and
technology progress;

Significant expansion in the context of the sci-
entific and technological revolution of the range of
achievements provided by science and technology
to the service of fighting crime; The availability of
personnel capable of applying scientific and techno-
logical advances with knowledge;

The need to use advances in scientific and tech-
nological progress on the part of process actors not
involved in the investigative functions (experts,
lawyers, etc.); The use of documents (materials) in
criminal proceedings and administrative practice,
the content of which requires the use of scientific
knowledge and technical means;

The inability to improve the activities of ad-
ministrative and investigative bodies by extensive
methods, which makes it necessary to move to in-
tensive methods, which involve widespread use of
the achievements of science and technology. The
reality of these causes is manifested at three levels:
in the practice of administrative and criminal justice
bodies; In the provisions of the current administra-
tive and criminal procedure legislation; research in
science.

The study identified a number of reasons for the
effectiveness of the use of scientific and technologi-
cal advances in the police department: the lack of
proper attention to the modernization of the services
of the police by technical means; Insufficient fund-
ing for the area; lack of specialists in the system of
internal affairs (employees of the technical service
of the Ministry of Internal Affairs when entering the
service do not have the proper skills of knowledge
of programming languages (level of SJ, Augustl),
use of AIS, network administration); fear and chal-
lenge of using new technologies; distrust of techni-
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cal means in the police department; weak regulatory
framework and lack of a systematic approach to in-
novative modernization of the police department;
the use of proprietary software5, which in turn leads
to unnecessary expenditure of budget funds, creates
problems in optimizing or expanding functionality,
creates confusion and ambiguous interpretation of
the right to use in plan for the licensing purity of the
software being used, as well as making the problem
of combating viral activity a priority. As the world
practice and experience of government agencies in
various countries (including Russia) shows, the in-
troduction of open source software (Orin Source),
on the GPL, etc. (primarily Linux-dazed) allows
solve these and a number of other problems. In this
regard, we believe that this should be addressed
in the formation of the Information Development
Strategy of the Police Department; a lot of money
for the use of modern technologies (electronic da-
tabases, software, optical communication channels,
satellite channels). The reason for this is the be-
longing of all modern systems to commercial orga-
nizations, which independently set prices for their
purchase, lease and maintenance; disparate sources
of operational information and the difficulty in ob-
taining it (Volkov V.N. 2015:368). Each authorized
body accumulates information, archives, databases
on the information available to it, which are allowed
only in accordance with formal procedures, which
often causes difficulties in the activities of police of-
ficers; lack of methods for conducting examinations
of technical equipment and computer technologies,
these examinations are carried out for a very long
time, which affect the timing of the investigation and
before the investigation; Complexity in the pecu-
liarities of the use of NTS in the police department.
For example, the Living Scanner complex cannot be
used if there is contamination of the hands or sur-
face of the scanner, which is not always possible to
eliminate when working in difficult conditions. For
this reason, the purchased equipment is not used,
and criminologists work the old-fashioned way
with paper dactocards; The need for compact print-
ing devices. To date, there are no battery-powered
compact printers on the market, compact printers, or
their cost is greatly overstated; Further development
of cctv systems. Measures should be taken to phase
out video cameras with “smart” software that allow
you to independently monitor and analyze the situa-
tion in the field of view of the camera. In this regard,
it is necessary to continue to replace existing analog
video cameras with modern digital video surveil-
lance installations. These measures will improve the
quality of the transmitted video image, especially
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at night, automatically record traffic violations, re-
spond to crowds, and traffic in the prohibited zone,
running, left items, etc. (Babin A.N. 2015:136-137).

The government of Kazakhstan approved a list
of special means used by police officers to stop,
detain and bring to the internal affairs authorities,
the authorities of October 30, 2001. Rubber sticks,
handcuffs, tear-gas products (grenades, cartridges,
aerosol cylinders), aerosol complex, light noise de-
vices, smoke-forming devices, forced stop vehicles,
products to protect against mechanical impacts.

However, in most cases, a police officer, while
on duty, has at his disposal only a limited list of
special means, which he can apply if necessary,
to the offender — a rubber stick and handcuffs. Of-
ten, employees have to rely only on their strength
and abilities. Only operational services, stepping
into the daily outfit, are armed with a service fire-
arm. But even in this case, the intended effect is not
guaranteed, as the use of firearms is accompanied
by the risk of causing consequences, including seri-
ous consequences, both for the offender and for third
parties, especially in urban environments with high
population density. The lethal outcome of the use
of firearms is not ruled out. In this regard, I would
like to draw attention to the problem of psychologi-
cal readiness of police officers to use firearms, since
in practice officers have developed a stereotype for
fear of being prosecuted or become the object of a
long trial (Ishin A.M. 2013:116-123).

The above-mentioned problems are the reason
for the increase in the number of complaints by the
civilian population against law enforcement agen-
cies, due to the increase in recent cases of abuse of
office related to the infliction of bodily harm harm in
stopping the illegal actions of offenders. The current
situation lends itself to a reasonable explanation, as
law enforcement officers, realizing their tasks and
responsibilities inevitably resort to the use of special
means and physical force, which in turn, against the
background the declining level of authority towards
employees generates a negative response from the
public. At the same time, it should be noted that the
special means used are not quite humane and when
they are used inevitably because harm to the health
of the person against whom the special means was
used.

Modern conditions, the level of development of
innovative technologies and technology in the field
of weapons science allow us to find the best solution
in the current situation on the example of interna-
tional experience. For example, in the United States
and a number of western European countries in the
broad use of the police are stun guns, which have

long proved the effectiveness of their use (Vehov
V.B. 2017:271-272).

A stun gun is based on the direct effect of an
electrical discharge on a target. It belongs to the
class of non-lethal weapons, is divided into a contact
stun device and a remote stun device.8 In neighbor-
ing countries (Russia, China) and far (Israel, USA,
England, etc.) the following are used abroad types
of stun weapons, which are in the service of police
units: Taser — remote stun gun, firing two electrodes
called probes, with compressed gas, at a distance of
4.5 m to 10 m. connected by thin insulated wires with
a high voltage source in the arms hull. When probes
hit the target, the electrical spark discharge transmit-
ted through the wires is able to pierce a layer of out-
er clothing up to five centimeters thick. Tension of
50 thousand. volt effectively paralyzes the offender
while the current goes on the wires (Figure 1, 2).

Stinger-remote electroshock weapon of the same
name of the company Stinger Systems, the principle
of operation of which is similar to the “Teizer” but
the probes are fired not pneumatically, but with a
small powder charge.

The Taser XREP is a Taser International electric
bullet fired from a 12-gauge smooth-bore weapon.
The bullet weighs 14 grams and has a speed of about
90 m/c. The bullet has a range of about 30 m, which
is about 3 times the range of a conventional stun
device (Zhakulin A., 2012).

Active Countermeasures System Active Denial
System (ADS) is one of several weapons developed
under the Managed Effects Weapons program, a
device that emits electromagnetic vibrations in the
millimeter wave range at a rate of about 94 GHz,
which has a short-term shock effect on people. The
powerful transmitter generates a narrow directional
microwave — a 95GHz beam that penetrates the
human skin to a depth of 0.3mm, heats it above
450C, causing searing pain. It feels similar to that
experienced by a person, to the skin of which is close
to the included light bulb, heated to a temperature of
120-1300C. The pain reaction is intense enough to
force the enemy to leave the battlefield. The reaction
to radiation occurs within 2-3 seconds, becomes
unbearable after 5 seconds and disappears after the
generator is turned off or after the person leaves the
radiation zone. If a person does not leave within
250 seconds, he will earn a skin burn. The expected
range of enemy manpower is up to 700 yards. Metal
objects, which are under the action of the beam, are
strongly heated and therefore if a person has keys,
coins, etc. in his pockets, he can get a severe burn.
Even metal buttons and just glasses pose a danger
(Kusainov D., Akhmetova A.A. 2012:219-223).
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Due to the power adjustment, the body’s
irradiated tissues may not be damaged. Studies
conducted by U.S. Air Force scientists have
established a safe level of microwave radiation for
humans at 10 mWh/cm2. Exceeding the level of 2
Vt/cm2 after 3 seconds resulted in damage to the
cornea in the rhesus macaque (Mityshin D.A. 2012
a: www.bnti.ru).
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The Pentagon conducted certification tests
of the ADS installation on volunteers (military
personnel and reservists) who experienced pain
shock and reflexive desire to escape from the strike
zone immediately during radiation exposure. About
10,000. tests showed that the pain threshold was
reached within 3 seconds of exposure, and after 5
seconds the pain became unbearable. However, only
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in 6 cases did the subjects suffer mild burns in the
form of redness and bloating of the skin, and in one
case, even a second-degree burn (Mityshin D.A.
2012 b: www.bnti.ru).

Intelligent CCTV cameras, with the function
of assessing the criminal situation and illegality
of the actions of surveillance objects. Researchers
from Carnegie Mellon University are working on a
project that aims to eliminate the human factor in the
analysis of images obtained from a large number of
CCTV cameras. The system being developed uses a
number of technologies that are used in the Microsoft
Kinect game controller and Google’s robotic car
control systems. Thanks to these technologies, with
the help of conventional cameras, it is possible to
accurately identify and identify objects in the image.
The next step that researchers are already doing is
developing a self-learning and cognitive software
“engine” using which the computer will be able to
determine how bad objects behave in the images and
what they are going to take the next moment of time.

This technology can be equally well used in
various areas of law enforcement activity, such
as airport surveillance of an individual who has
left a suspicious package or luggage unattended.
The advantages of a computerized system over
humans are obvious, the computer can analyze
simultaneously data coming from all cameras, the
human capabilities from this point of view are very
limited (Burnam U. 2006:12-16).

The project is far from complete, but all the works
go according to the plans without any unforeseen
situations. Unfortunately, more information about
the project is missing due to the fact that some of its
parts are secret developments. But in any case, this
project will ever be completed because it is another
step in Skynet’s attack on our world, the coming of
which will sooner or later come to pass (Butov V.N.
2018:200).

By the way, video surveillance systems in the
Republic of Kazakhstan have justified their use,
now in general the country operates in places of
mass gathering of people, in yards — 2.7 thousand.
694 in Astana and 156 in Almaty. With their help,
about 290,000 were identified. offences, more than
1.7 thousand cases have been solved. Crimes (Slusar
V. 2010: www.electronics.ru).

Taking into account the world experience of
remote surveillance (tracking) and its identification
of positive aspects, the introduction of the electronic
monitoring system (SEM) is a promising direction
to improve the law enforcement activities of the
police department Kazakhstan.

The law of the Republic of Kazakhstan of
18.01.2011 amended the current legislation,
according to which, criminal-executive inspections
(article 53, 182, 184 PEC of the Republic of
Kazakhstan) and investigative bodies (V. 140
CPC of the Republic of Kazakhstan) have the right
to use electronic means of tracking. In addition,
two Government Regulations have been adopted
approving a list of electronic tracking tools used
in the supervision of persons serving sentences in
the form of restriction of liberty and the probation
service of the criminal executive inspections: No
977 of July 26, 2012, No. 1061 of August 17, 2012

Also issued is the Order of the Minister of the
Interior of the Republic of Kazakhstan No. 141 of
March 14, 2012 — “Some issues of execution of
punishments not related to the isolation of a convict
from society” affirming the Rules of electronic
tracking and the criminal-executive inspection
to oversee those serving sentences in the form of
restriction of liberty.

Studies in this area have shown:

- Significant economic benefits (the cost of elec-
tronic monitoring costs up to 5 times cheaper than
the detention of a convict in correctional facilities
and detention facilities);

- Savings (there is no need to expand the staff
while increasing the contingent under control);

- Reducing the number of repeat crimes and of-
fences (by introducing SEM is projected to decrease
from 40% to 10%) At the same time, despite the
fact that the administrative police are responsible
for protecting citizens from criminal encroachment,
public order and public safety, preventing recidi-
vism, to ensure the monitoring of previously con-
victed persons and to prevent the commission of
offences on their part — the legal regulation of the
use of electronic means of tracking in this area of
activity has not been carried out in any way
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Conclusion

Based on the study of the experience of law enforce-
ment agencies of foreign countries, as well as the
domestic practice of using modern technical devices
and innovative technologies, the most effective and
efficient technical and software devices that have
been tested and confirmed their viability in the field
of public order and public safety are proposed.

The paper also proposes revolutionary
technologies, which, based on the characteristics
and results of the tests confirm their importance in
the fight against crime. In this regard, we consider
it necessary to introduce into the activities of
the internal Affairs bodies of the Republic of
Kazakhstan:

- non-lethal weapons (laser, electroshock); —
intelligent video surveillance cameras; — unmanned
aerial vehicles; — the use of electronic means of

tracking the behavior of persons released from
prison on parole, as well as suspects against whom
preventive measures are applied without detention,
including those under house arrest;

- intelligent software: systems “Blue CRUSH”:
retrospective forecasting of crime; systems of
combating crime Domain Awareness System
(DAS); Analytical decision-making systems in
crisis situations. The use of modern technical
achievements in the police will improve the quality
of work and expand opportunities in the fight
against crime. In addition, the studies conducted
in this direction have shown: significant economic
benefits, savings of forces and means of employees;
reducing the number of repeated crimes and
offenses, ensuring the scale of preventive work
in the areas of law enforcement; ensuring public
order and safety of citizens of the Republic of
Kazakhstan.
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