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Cyber terrorism conjures up images of vicious terrorists unleashing cat-
astrophic at-tacks against computer networks, wreaking havoc, and para-
lyzing nations. This is a frightening scenario, but how likely is it to occur?
Could terrorists cripple critical military, financial, and service computer
systems? Psychological, political, and economic forces have combined to
promote the fear of cyber terrorism. From a psychological perspective,
two of the greatest fears of modern time are combined in the term «cyber
terrorism.» The fear of random, violent victimization segues well with the
distrust and outright fear of computer technology. Many of these fears,
the report contends, are exaggerated: not a single case of cyber terrorism
has yet been recorded, hackers are regularly mistaken for terrorists, and
cyber defenses are more robust than is commonly supposed. Even so, the
potential threat is undeniable and seems likely to increase, making it all the
more important to address the danger without inflating or manipulating it.
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KnbepteppopmamMHiH nanaa 60Aybl KOMIbIOTEPAIK >KeAiAepre Kapchbl
WabybIA KEATIpyre namlaAaAaHaTbiH XKOHE HOTUXKECIHAE MEeMAEKeTKe anart
CaAAAPbIH BKEAETIH aKMapaTTbIK KOHE KOMIMbIOTEPAIK TEXHOAOTMSIAAPAbBIH,
nainaa 60AybiMeH OanAaHbICTbI. Bi3AIH 8PKaNCbIMbI3AbI OYA YPEMAEHAIPETIH
KepiHiC oMAaHAbIpapbl Xak,. LLbIHAbIFbIHAQ TEPPOPUCTEP CTPATErMSAbIK,
MaHbI3Abl 9CKEPU, KapP>KbIAbIK, >KOHE KOMIMbIOTEPAIK >KeAirepre 3usH
KeATipe aAaabl Ma? XaAblkapaAblk, KaybIMAACTbIK, KWOEPTEPPOPU3MAI >KOIO
MaKCaTbIHAQ MCUXOAOTMSIABIK, CAsICU YKBHE SKOHOMMKAAbIK, MOTEHLMAAADI
GipiKTipy VYWiH KOAAAH KeAreHHiH GapAblFbiH >kacam Kyl CaAyAa.
[CUXOAOTMSABIK, KO3Kapac TYPFbICbIHAH, «KMOEPTEPPOPU3M» TEPMUHIHAE
Kasipri kesae eki yAKeH KOpKbIHbIW GipikTipiareH. Ke3aencok, KyLwTi
KbIAMbICTbIAbIK, KOPKbIHbILLIbI KOMMbIOTEPAIK TEXHOAOTMUSAAP aAAbIHAAFbI
TiKeAel KOPKbIHbILL >XOHE CEeHIMCi3AiKKe yAaacyaa. Bya KyOblAbicrieH
6aAaHbICTbl KOPKbIHbILL MEeH yalbiM KenTereH >karpanAapaa GipHelle
ece YAFaMTbIAbIN, KMOEPTEPPOPU3M >Karaaibl TipKEAMereH. Xakepaep
TeppopucTepmeH YHeMi KabbiaaaHyaa. KnbepkabireTTiaik 6i3 oraara-
HbIMbI3AAH AA ©AAeKaMaa TypakTbl. bipak, 6acbiM  KayinTiAik 6ap,
COHAbIKTAaH MYHAQ TEKTi KbIAMbICTAPAbIH aAAbIH aAy LlapaAapbl icke
ACbIPbIAYbI KaXeT.

Ty#in ce3aep: KMbepTeppopusM, KoMMbioTep, GaiAaHbIC, aknapar.

[NosiBAEHME KMOEpTEpPOpM3Ma CBA3aHO C PasBUTMEM MHpOpPMa-
LMOHHbBIX M KOMMBbIOTEPHbIX TEXHOAOTUI, MCMOAb3YEMbIX TEPPOPUCTaMM
AAS HaHeceHMs aTak MPOTMB KOMMbIOTEPHbLIX CeTel, a B pe3yAbTate —
KaTacTpopmyeckme NOCAEACTBUS AAS TOM MAM MHOM CTpaHbl. KaxkAbir
M3 HAC MPM3aAYMaEeTCd HaA 3TUM Myralolwmm cueHapvem. Moryt Au
B PEaAbHOCTM TEppOpUCTbl HAHECTM BpepA CTpaTerMyecky BadKHbIM
BOEHHbIM, (PUHAHCOBbIM M KOMIMbIOTEPHbIM CAYXKEOHbIM  CHCTEMam?
MwupoBoe coo6LIecTBO AeAaeT Bce HeoOX0AMMOE, YTOObl 0ObEeAMHUTD
MCUXOAOTUYECKMI, TMOAMTUYECKMA W 3KOHOMWMYECKMI TMOTEeHUMaA C
LeAbIO MPEeAOTBPALLEHMS Camoro kubepreppopusama M cTpaxa nepea
HUM. C MCUXOAOTMUYECKOM TOUKM 3PEHMs ABA Cambix GOAbLUMX CTpaxa
HaCTOsILLErO BpeMeHr 06beArHEHbI B OAHOM TEPMUHE «KUHEPTEPPOPU3MY.
Crtpax nepea CAyYalHOM, CMAbHOW BUKTMMM3aUMEN HernoCpeACTBEHHO
NnepexoAuT B HeAOBepue U MpPaMOM CTpax nepes  KOMMbIOTEPHOM
TexHoAormen. [lepexurBaHnga M CTpaxu nepeA AaHHbIM SIBAEHWEM B
GOABLLIMHCTBE CAYYAEB CMAbHO MPEYBEAMYUEHbI, TaK Kak HU OAMH CAyYai
knbepTeppopusma ete He OblA 3apPerncTPMPOBAH, XaKepbl PEryAsipHO
NPUHUMAIOTCS 32 TEPPOPMUCTOB, U KMBEpoOOPOHOCNOCOOHOCTb GoAee
YCTOMUMBA, Yem 0ObIYHO Mbl mnpeArnosaraeM. OAHAKO MOTEHUMAAbHAs
yrpo3a ecTb, MO3TOMY HEOOXOAMMO MPEeANpPUHMMATb MEPbI C LIEAbIO
NPOMUAAKTMKN AQHHOTO POAA NPECTYMNAEHWIA.

KAtoueBble cAoBa: KnMGEPTEPPOPM3M, KOMIMbIOTED, KOMMYHMKALMS,
nHdopmMaums.
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There have been several stumbling blocks to creating a clear
and consistent definition of the term «cyber terrorism.» First, as
just noted, much of the discussion of cyber terrorism has been
conducted in the popular media, where journalists typically
strive for drama and sensation rather than for good operational
definitions of new terms. Second, it has been especially common
when dealing with computers to coin new words simply by placing
the words «cyber,» «computer,» or «information» before another
word. Thus, an entire arsenal of words-cybercrime, cyber war, info
war, net war, cyber terrorism, cyber harassment, virtual-warfare,
digital terrorism, cyber tactics, computer warfare, information
warfare, cyber-attack, cyber war, and cyber break-ins is used to
describe what some military and political strategists describe as
the «new terrorism» of these times [1].

Fortunately, some effort has been made to introduce greater
semantic precision. Most notably, Dorothy Denning, a professor
of computer science, has put forward an admirably unambiguous
definition in numerous articles [2], and in her testimony on the
subject before the congressional House Armed Services Committee:

Cyber terrorism is the convergence of cyberspace and
terrorism. It refers to unlawful attacks and threats of attacks against
computers, networks and the information stored therein when done
to intimidate or coerce a government or its people in furtherance of
political or social objectives. Further, to qualify as cyber terrorism,
an attack should result in violence against persons or property, or
at least cause enough harm to generate fear. Attacks that lead to
death or bodily injury, explosions, or severe economic loss would
be examples. Serious attacks against critical infrastructures could
be acts of cyber terrorism, depending on their impact. Attacks that
disrupt nonessential services or that are mainly a costly nuisance
would not.

It is important to distinguish between cyber terrorism and
«hacktivism,» a term coined by Denning to describe the marriage
of hacking with political activism. («Hacking» is here understood
to mean activities conducted online and covertly that seek to
reveal, manipulate, or otherwise exploit vulnerabilities in computer
operating systems and other software.). Hacktivists have four
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main weapons at their disposal: virtual sit-ins and
blockades; automated e-mail bombs; web hacks
and computer break-ins; and computer viruses and
worms. A virtual sit-in or blockade is the cyberspace
rendition of a physical sit-in or blockade: political
activists coordinate their visits to a website and
attempt to generate so much traffic toward the site
that other users cannot reach it, thereby disrupting
normal operations while winning publicity — via
media reports — for the protesters’ cause. When
large numbers of individuals simultaneously attack
a designated site, the operation is sometimes
referred to as «swarming.» Swarming can also
amplify the effects of the hacktivists’ second
weapon: e-mail bombing campaigns (bombarding
targets with thousands of messages at once,
also known as «ping attacks»). In July 1997,
for example, an e-mail bombing was conducted
against the Institute for Global Communications
(IGC), a San Francisco-based Internet Service
Provider (ISP) that hosted the web pages of Euskal
Herria (in English, the Basque Country Journal),
a publication edited by supporters of the Basque
separatist group Homeland and Liberty (ETA) [3].
The at-tackers wanted ETA’s site pulled from the
Internet. To accomplish this they bombarded IGC
with thousands of spurious e-mails routed through
hundreds of different mail re-lays, spammed
IGC staff and customer accounts, clogged IGC’s
web page with bogus credit card orders, and
threatened to employ the same tactics against other
organizations using IGC services. IGC pulled the
Euskal Herria site just a few days later.

Many cyber protesters use the third weapon
in the hacktivists’ arsenal: web hacking and
computer break-ins, whereby they hack into
computers to access stored information,
communication facilities, financial information,
and so on. For example, the Computer Emergency
Response Team Coordination Center (CERT/
CC), a federally funded research and development
center operated by Carnegie Mellon University,
reported 2,134 computer security incidents such
as break-ins and hacks in 1997. This number rose
to 21,756 in 2000, and to almost 35,000 during the
first three quarters of 2001 alone. In 2003, CERT/
CC received more than half a million e-mail
messages and more than nine hundred hotline calls
reporting incidents or requesting information. In
the same year, no fewer than 137,529 computer

security incidents were reported. Considering that
many, perhaps most, incidents are never reported
to CERT/CC or any other third party, these
numbers become even more significant. Further,
each incident that is reported corresponds to an
attack that can involve thousands of victims. In
April 2002, for instance, hackers broke into the
payroll database for the state of California and
gained access to the Social Security numbers,
bank account information, and home addresses of
265,000 state employees. This rise in computer-
based attacks can be attributed to several factors,
including the growth of the Internet and a
corresponding increase in the number of potential
attackers and targets; a seemingly limitless supply
of wvulnerabilities that, once discovered, are
quickly exploited; and increasingly sophisticated
software hacking tools that allow even those with
modest skills to launch devastating attacks.

The fourth category of hacktivist weaponry
comprises viruses and worms, both of which are
forms of malicious code that can infect computers
and propagate over computer networks. Their
impact can be enormous. The Code Red worm,
for example, infected about a million servers in
July 2001, and caused $2.6 billion in damage to
computer hardware, software, and networks, and
the I LOVE YOU virus unleashed in 2000 affected
more than twenty million Internet users and caused
billions of dollars in dam-age. Although neither
the Code Red worm nor the I LOVE YOU virus
was spread with any political goals in mind, some
computer viruses and worms have been used to
propagate political messages and, in some cases,
cause serious damage.

Hacktivism, although politically motivated,
does not amount to cyber terrorism. Hacktivists do
want to protest and disrupt; they do not want to
kill or maim or terrify. However, hacktivism does
highlight the threat of cyber terrorism, the potential
that individuals with no moral restraint may use
methods similar to those developed by hackers to
wreak havoc. Moreover, the line between cyber
terrorism and hacktivism may sometimes blur,
especially if terrorist groups are able to recruit or
hire computer-savvy hacktivists or if hacktivists
decide to escalate their actions by attacking the
systems that operate critical elements of the
national infrastructure, such as electric power
networks and emergency services.
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